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Abstract

“We could have a senate with as many senators as we have citizens.”

We are not in early Athens, but well and truly in the 21st century, and even more.
Augmented Democracy is a proposal to assist citizens in their democratic duty through
a digital twin. People do not have the time, interest or expertise to be experts in every
field. Open-data government portals are barely used and initiatives gathering citizens’
opinions reach only limited levels of participation. Following these two findings, Artificial
Intelligence could be used to take over some of the tasks citizens are overloaded with.

This is a broad topic that raises issues in many different areas. From an engineering
perspective, we focus our study on the discussion whether or not privacy-preserving con-
structions of such avatars are possible. More technically, we formulate the problem as a
Collaborative Filtering recommendation system and solve it with Matrix Factorisation.
Finally, we use Homomorphic Encryption and propose two privacy-preserving protocols to
address the cold-start problems.
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Introduction

Even though the number of democracies in the world has increased a lot over the last
decades, during the last few years, a deterioration of the democratic principles has been
observed in the light of the citizens’ expectations. This has been called the democratic
backsliding [1]. The Pew research centre [2] and Dalia research centre [3] reported the main
feelings people have about our actual democracies. An interesting result is that 78% of
the respondents around the world believe that democracy is essential and 40% of persons
living in a democracy feel that their country is not actually democratic. Moreover, 64% of
the surveyed think that representatives do not care about what people like them think.
In representative democracies (i.e. most EU democracies), this is understandable since
an elected politician needs to represents thousands, or even millions, of individuals. In a
way, politicians represent a unique average individual (centroid) of their electorate (cluster).

The idea of [Augmented Democracy| (AD)) breaks this one-over-a-million ratio and aims
to have one representative for each citizen. This 1:1 ratio is only possible if we accept
that the representative is not a human, but an |Artificial Intelligence] powered avatar.
We would then have a mix between a direct and liquid democracy. In direct democracies,
all citizens are invited to participate in the political decisions. The best, although not
completely democraticﬂ example was Athenian Democracy in 500 BC. On the contrary,
in liquid democracies, a citizen delegates his or her democratic ability to someone else; in
this case, an avatar.

Such systems raises many legal, ethical and privacy interrelated issues. These are
multidisciplinary problems and experts of several domains should work together. Last but
not least, one should ask oneself whether the transfer of voting ability to an Al-powered
avatar is desirable or not. While the answer to this question is left to the reader, we will
discuss here the privacy issues of such AD systems.

Data science and machine learning techniques rely on data. Privacy-preserving training
on confidential data is a difficult task that is intensively studied for its various domains of
applications (e.g. medical, financial sector). While online-voting schemes go to the great
lengths to protect the vote confidentiality of their users, it would be nonsense to leak this
data during the training of the model [4]. Therefore, among the several existing techniques,
we will set aside some techniques that insufficiently guarantee the confidentiality of user’s
data and instead bring out Homomorphic Encryption, the heavy artillery.

Isince only free, male, adult Athenians could participate. However this should be put in the context of

the time.



I[Homomorphic Encryption| (HE) is a cryptographic primitive that allows computations
through the encryption envelope (i.e. computations on encrypted data). In classical
client-server architectures, data is securely stored on both user and server side. During
communication exchanges over an untrusted network, data is encrypted through various
schemes. But when the server has to do the job (i.e. the service the client subscribed
to), it has to decrypt clients’ private data and process it in clear. This is where the shoe
pinches. With HE, data remains encrypted end-to-end and the server can continue doing
the job while the data remains encrypted.

This brings us to the following research question : Can homomorphic encryption
enable privacy-friendly augmented democracy? While HE ensures a good security
standard, this comes at a price. HE schemes are computationally heavy and current
supported homomorphic operations are still -by several orders of magnitude- slower than
plaintext operations. Therefore, we will consider the benefits and drawbacks of HE and
put these in perspective with other solutions.

To be able to study the privacy issues of AD, we first had to give it a shape. While some
primarily legal discussions regarding the introduction of a, augmented direct democracy
have been published; to the best of our knowledge, no technical proposals have been
made. The question of how to model such an avatar led us to consider numerous different
problem modelling approaches before reaching the final one discussed here. Each modelling
approach has different privacy requirements. As the two problems are intrinsically linked,
a change in the first one, could bring a fundamental difference in the second one. This
significantly slowed down the process.

The aim of this master thesis is to prove that it is technically possible to achieve
privacy friendly AD and that it should not become a stillborn idea. I hope this work will
inspire other people to study this field and eventually see some practical applications of
it in small communities, schools, universities or even cooperative banks [5]. We make no
claim that the solutions we propose here are the most appropriate; on the contrary we
would like to put the technical part of the topic on the table and initiate the debate.

This work covers two different technical fields: Machine Learning and Cryptography.
To make this work accessible to everyone, we have grouped the technical aspects of machine
learning and cryptography in Chapters 3 and 4 respectively. And so, Chapter 2 discusses
the AD problem and presents the general ideas of our proposed solution with a reduced
technical overhead.



Chapter 1

Background

1.1 Augmented Democracy

1.1.1 Original Proposition

Professor Cesar Hidalgo presented in his Ted Talk “A bold idea to replace politicians” [0]
the concept of “augmented democracy”. The main idea behind augmented democracy
is the use of digital twins to enlarge the direct participation of citizens in democratic
decisions. These Al-powered digital twins would be able to predict citizens’ vote on a
certain bill. To do so, it would train itself by having access to the citizen’s active data
(questionnaires, surveys and citizens feedback) and passive data (reading habits, social
media behaviour, etc). With this democratic construction, there would be a 1/1 ratio
between the number of citizens and the number of politicians. Each citizen would have a
twin that is representing his ideas and no other.

AD allows for the three prisms of e-Participation [7]. More specifically, e-Participation
aims at augmenting the participation and involve the citizens in the democratic processes.
Three levels of participation can be defined.

1. Information provision which is the one-way communication from the representatives
to the citizens,

2. Citizen consultation that allows a bidirectional communication between the govern-
ment and the people that can express their opinion

3. Citizen active participation requires active citizens involved in the decision-making
and the shaping of policies.

Cognitive Bandwith Prof. Hidalgo highlights the actual cognitive bandwidth problem
with actual direct democracies. Most of them achieve the first level of participation by
publishing large numbers of open data (e.g. Parliaments, etc). As a result, citizens receive
more data than they are able to process. Moreover, people don’t have the time and
motivation to read all these reports and to be an expert in every subject. Therefore a
digital twin could be a solution for direct democracy and play the role of a personal expert
taking over some part of citizens duty.



Autopilot He also introduced the idea of an autopilot mode. Depending on his interest
and knowledge on the topic, a citizen could choose from different autopilot modes. For
example, these modes could cover the three participation levels presented above. A citizen
defining a high autopilot mode, would delegate parts of his voting ability over to his avatar.
The opposite, an active citizen could define a low autopilot mode and his avatar would
then act as a personal expert and nothing more. Of course, different levels in between
could be considered.

The disappearance of corruption and the loss of utility in political fuss are other
augmented democracy arguments put forward in the provocative Ted Talk. However,
a lot of new questions raises with this new concept. Who will control the data? Who
will develop these sensitive Als? What about the biases? Privacy? How could we add
guardrails?E]

1.1.2 Existing Initiatives

We will see that while some initiatives already use Al techniques for democracy, others could
greatly benefit from it to (a) increase participation in referendums or public consultations,
(b) improve communication, feedback and transparency or even (c¢) summary and simplify
bills to make them readable for all (e.g. GPT-3 with promising text summaries results [§]).

Pol.is

Pol.is [9] is an open source technology developed by the non-profit Math & Democracy
that wants to bring data science to democratic participation. Organisations can create
polls and broadcast invitation links across their participants. These can agree or disagree
with the existing propositions and add new ones to which their fellow citizens will give
their opinions and so on. At the end of the process, Pol.is uses data science techniques
to cluster the participants in different groups and find consensus among the proposed
statements. Pol.is has been used across the world with projects like vTaiwan E] or Engage
Britain for diverging purposes.

Switzerland

Switzerland direct democracy tradition dates back to 1848. For every new bill published by
the federal (i.e. national) government, citizens have 100 days to collect 50 000 signatures.
If that number is reached, a referendum (called a votation) is held and the law comes
into force only if the referendum outcome is favourable. These referendums are mostly
optional but becomes mandatory when it comes to the constitution. On a smaller scale,
some cantons or even cities have their own referendum processes.

However the whole population is not equally represented during these votations and the
participation level of some parts of the population is quite low (e.g. young or low-income
people). [10]

'He proposed some answers to these questions on his website : https://www.peopledemocracy.com/
’https://www.nytimes.com/2019/10/15/opinion/taiwan-digital-democracy.html
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Democratic Participation for Smart Cities

In response to a steady decrease in public confidence in the government due to corruption
and other scandals, Madrid decided in 2015 to launch a pioneering initiative in the field
of e-Democracy. Decide Madrid has been built to engage citizens in the decision-making
process. Five years later, the results are positive but there are still several ways to improve
it, especially regarding the participation level. Transparency and communication seemed to
be the most important problems of Decide Madrid. The lack of feedback and information
about the result of their contribution demotivated more than one citizen to take part
actively in the project. [11]

1.2 Preliminaries

The aim of this preliminary section is to give a broad overview of the used techniques.
The technical aspects will be discussed in more depth in Chapters [3] and [4]

1.2.1 Homomorphic Encryption

We develop here the main ideas of homomorphic encryption. The used notations will also
be introduced. For a more in-depth discussion, we refer the reader to Chapter [4]

Let P and C be respectively the plaintext and ciphertext space (i.e. the unencrypted and
encrypted space). A generic public probabilistic encryption scheme has the following three
algorithms:

1. KeyGen The key generation method takes as argument the desired security level A
and generates a public key pk and a secret decryption key sk.

2. Encryption With public key pk one can encrypt a message m € P into a ciphertext
[[m]] € C using the Enc(m, pk) = [[m]],x algorithm. As we are using only one public
key throughout this work, we will omit the second parameter and use Enc(m) = [[m]].

3. Decryption The secret key sk is necessary to decrypt the ciphertext [[m]] € C and
obtain the original message: Dec([[m]], sk) = m € P. Again, as we are only using
one (pk, sk) key pair, we will omit the second parameter.

This encryption scheme becomes a Partially Homomorphic Encryption scheme if it satisfies
the following property, indefinitely:

4. Homomorphic Operation (1/2) An operation  is homomorphic in the ciphertext
space if there exist another plaintext operation [ such that:

Dec([[ml]]pk « [[male, sk> _ Dec([[ml 0 mg]]pk,sk)

For example, the RSA [12] and ElGamal [I3] schemes support the multiplicative
homomorphism Mult, while Paillier [I4] supports the additive homomorphism Add.



A Somewhat Homomorphic Encryption (SWHE) scheme supports the methods described
above together with a second homomorphism.

5. Homomorphic Operation (2/2) A second homomorphic operation is supported.
However, only a predetermined number of those operations is supported before the
ciphertext collapses under its Weightﬂ and becomes indecipherable.

If we allow both homomorphic operations for an unlimited number of times, we obtain a
Fully Homomorphic Encryption (FHE) scheme. Most FHE schemes achieve first a leveled-
FHE scheme (similar to the SWHE presented above) and adds a ciphertext refreshing
method once the maximum number of allowed operations is reached.

6. Refresh The Refresh method can be seen as encrypting a second time the cipher-
text and -thanks to the supported operations- decrypt homomorphically the inner
ciphertext while keeping the outer one intact. Once the predetermined number of
operations is reached, we can thus replace the consumed inner ciphertext with a new
freshly one.

Computation Cost To give an idea of the computational overhead of homomorphic
operations, we report in Table the latencies of homomorphic operations (HOP) on a
high-performance commodity server. It includes ciphertext-ciphertext multiplications
(MultCC), ciphertext-plaintext multiplications (MultCP), ciphertext-ciphertext additions
and table lookups (e.g. for evaluating non-linear functions). The notations MultCC and
MultCP will frequently be used. Ciphertext-plaintext additions come almost for free. Not
reported here, one must also take into account latencies of Keygen, Encryption and
Decryption.

Operation BFV (s) BGV (s) TFHE (s)
MultCC 0.043 0.012 2.121
MultCP 0.006 0.001 0.092
AddCC 0.0001 0.002 0.312
Table Lookup / 307.9 3.328

Table 1.1: Computational amortised cost of 3 different HE schemes. Taken from [15].
These results vary significantly from one implementation to another and should be taken
with a grain of salt.

1.2.2 Gradient Descent

|Gradient Descent| (GD) is a first order iterative optimisation algorithm that aims at
minimising an objective function £ over a set of parameters 6. For each epoch ¢, the
gradient Vét)E(H) is computed and the parameter set is updated.

o0+ = 9 4y VW L6, (1.1)

where 7 is the learning rate. Slight variations exist and they differ by adding one or more
terms in the update rule (e.g. momentum), but are based on the same principles. If the

3Why and how is explained in Chapter



objective function is convex and differentiable, the gradient descent method converges to a
local minimum. Several other iterative optimisation methods exist [16].

1.2.3 Performance Metrics

We will use the following metrics to evaluate our different models:

MAE The mean absolute error (MAE) gives rapidly an intuitive idea of the average
(absolute) distance between the prediction § and the true value y: MAE = £ 37 |y; — 0
RMSE We will use the root mean squared error (RMSE) instead of the mean squared
error (MSE) to penalise more large errors as they are particularly undesirable in our

system: RMSE = VMSE = \/% Sicolyi — 0i)?

R2 R-squared (R2) gives an idea of the variance explained by the model over the total
variance. In other words, R2 is the fraction of the total sum of squares explained by the
model and is defined as follows:

nx MSE
oy — yi)?
We will use the r-squared score for the parameter tuning steps since it is more nuanced

and intuitive (the higher, the better). RMSE and MAE will be used for the final evaluations
and comparison of our protocols.

R2 =

1.3 Related Work

We discuss here the related work regarding e-Democracy and the prediction of voter
outcomes. Related work of the technical constructions we used, is discussed in Section
0. 2.2

1.3.1 Election Result Forecast

Driven by political interest and their resulting economic issues, many machine learning
studies tackle the forecast of election results [I7]. They use (one or) a combination of
historical data, different types of polls, expert surveys, statistical models and sentiment
analysis. Unfortunately, this active and appealing research domain varies fundamentally
from the less active one discussed here.

Predicting a vote outcome over a bunch of citizens (e.g. a region or a country) is far
away from predicting individual citizens votes. First of all, the available data sources for
both problems are diametrically opposed by their quantity, their size, their features and
their quality (see Section . This problem has already been highlighted when predicting
vote outcome on regional level [I8]. As stated in [19], election forecasting models uses
measures of aggregated explanatory variables. Disaggregate these variables over a region
is often impossible. Last but not least, during individual predictions, prediction errors
sum up instead of cancelling each other out.

7



Sentiment Analysis Sentiment analysis (aka opinion mining) uses Natural Language
Processing to identify user opinions and sentiment occurrences in texts. When sentiment
analysis meets social network data, various economical and socio-political applications
emerge. The authors of [20] were the first to argue that Twitter data and sentiment analysis
could replace traditional polls. Since then, researchers worked on various sentiment analysis
models to use Twitter data for a posteriori election outcome prediction [2I]. On the other
hand, the authors of [22] swim against the Al-tide and, motivated by studies contradicting
each other, they provide a balanced view of the real predictive possibilities of sentiment
analysis. Their conclusion is negative and suggests that the reported results are biased
by enthusiast researchers that only report positive results (aka the "file-drawer effect").
They also warn against the bias of Twitter data as it represents only a fraction of the
population that decides to (publicly) tweet a lot. Even if sentiment analysis can be used
in recommendation systems to address the cold-start problem [23], we decided not to use
it for the above-mentioned reasons.

Online Prediction of Vote Results [18] is probably the work that comes closest to
our case study. On referendum days, this Swiss laboratory provides predictions on the
outcome of the national vote based on the first regional results published at noon. They
used interesting techniques and we will often refer to their work.

Voting Assistants Nowadays almost every country has its own [Voting Assistant Appli{
. On these platforms, politicians and citizens expresses their preferences on
political aspects and based on these answers, candidates and users are matched. Similarity
scores [24] or fuzzy clustering [25] are used.

Socio-demographic indexes For widely debated political issues (e.g. legalisation of
cannabis, abortion, etc), sociological studies identifies indexes and determinants that will
impact individuals opinion [26]. However there don’t exist any golden rule that defines
indexes and determinants for each publicly debated issud’|

1.3.2 Data Science for Democracy

Still in Switzerland, authors of [27] made a data-driven study of the political landscape
of the country. They discovered interesting patterns thanks to data science techniques,
without the need of time consuming manual analysis. They crossed multiple datasets and
empirically confirmed many ideological findings.

More interestingly, in a VAA setup, they crafted a perfect candidate profile with as
aim to maximise the number of voting recommendations he gets. By identifying gaps
in the PCA projections of the candidates and filling it with tailored responses, a perfect
candidate could gather twice as many recommendations as the best real candidate. As
good white hats, they also provide a mechanism to detect and illustrate opinion shifts
between the VAA responses of a candidate and his daily votes in the Parliament.

4What came out of my interpretation of a inteview with Vincent Jacquet, a socio-political scientist.



Chapter 2

Problem Statement and
Methodology

This section approaches the problem from a non-technical point of view. We will thus
often refer to further discussions. Before being able to study any privacy issue, we had to
give a shape to AD. As this is a vast subject, we were forced to make simplifications and
hypotheses. Among the numerous technical challenges of AD, we identified the training of
these avatars as a matter of privacy issues.

We report here some ins and outs related to the specifications and modelling of the
problem. We formally define a collaborative filtering problem and give a quick overview of
the proposed solution. Finally, we define criteria that will permit to assess and compare
our proposed protocols.

Reluctantly, many simplifications had to be made to fit this vast subject into a master
thesis. Concessions had to be made on the prediction part to maximise expressiveness and
simplicity before a translation in the ciphertext space.

2.1 Problem Simplifications

Predicting citizens’ preferences on a bill is a complex prediction task. We will make some
simplifications that will allow us to formulate the problem in a more general form and
establish links with existing problems.

From Bill to Item Because a bill contains a bunch of different nuanced subparts, we
simplified the idea of voting directly on a bill towards emitting a preference on a specific
question or subpart of it. This brings us to a kind of organisation comparable to the direct
democracy in Switzerland where citizens vote several times a year on numerous different
subjects. We won’t deal with bills or acts anymore but with questions, votings or items.

From Citizen to User and Parliament to System In the original construction,
citizens participate in an augmented democracy process which is administered by a
parliament or government. Throughout this work, we will step away from this formulation



and rather consider USERs using a service hosted by a SYSTEM. For ease of writing, we
will alternately use USER or he and SYSTEM or it.

Active and Passive Citizens We consider active and passive citizens who have to
express some preferences on different issues. Active citizens are interested in this democratic
process and want to give their opinion. Passive citizens are not interested in this process
for personal reasons and set their avatar in a full-autopilot mode. These reasons could
include a lack of time, knowledge or interest in the discussed issues.

No socio-demographic data As obtaining the best possible performances was not
the goal here, we restricted our datasets and used only past emitted preferences to infer
new ones. This simplified our models within sight to translate them in the cryptographic
domain and train them in a privacy-preserving manner. We thus do not include any
socio-demographic data (e.g. location, gender, revenue, education, etc.), although it has
been proven that vote results are significantly correlated with spatiality [18], age [28] or
socio-economic characteristics [29]. However, our system should easily generalise to the
addition of these new data sources.

Sparsity of the responses As users could decide not to issue preferences for a while,
delete their avatar, or rejoin the system later on (e.g. once the legal voting age is met), a
sparse preference matrix is obtained.

Iterative methods For this study, we decided to stick to an iterative approach regarding
the training of the regression model. Among linear programming approaches, other
possibilities exists to train our proposed model. This choice is further discussed in section

.31

Hypotheses To model the problem we had to make strong hypotheses on sociological
field that would simplify the prediction task. These hypotheses include:

1. No temporal dynamics The opinion of a USER did not evolve with time. If he
voted yes on the question j at time ¢, he will continue to vote yes on the same
question at time ¢ + 1.

2. Feature set The preference of a USER on a new question can be predicted based
on his previous responses. The previous questions are thus among the explanatory
features of the prediction task.

3. Low Dimensional Causes It is possible to predict a preference using combinations
of low-dimensional factors (causes) representing the question.

4. No data poisoning Users do not produce fuzzy data that would corrupt or decrease
the performance of the model. See Section for an in-depth analysis of the threat
model.

10



2.2 Problem Definition

The simplified avatar discussed here assists a passive citizen and predicts its preference
for him. For every new voting, the predicted votes of the passive citizens would be cast
together with the votes of the active citizens. Each avatar would be able to predict
the preference of its related citizen based on its personal profile and a representation
(definition) of the voting issue.

Let U represent a set of USER(resp. citizen) profiles, V a set of ITEMs (resp. votes,
questions) and R a set of preferences (resp. votes). We look for a model M that produces
R in a privacy-friendly manner.

To remain as broad as possible, we define 4 problems. We believe these 4 problems
form the core of an AD avatar.

1. Initialisation. Setup and initialisation of the model M.

2. New user problem. A new USER ¢ joins the system and seeks to get its personal
profile U;.

3. New question problem. A new ITEM j is published and must obtain an encoding
V; that defines it.

4. Prediction. Using its USER-profile {/; and a ITEM encoding V;, the avatar issues a
preference on the given ITEM.

In addition, based on the hypotheses and assumptions of previous sections, we look for a
solution that fulfils the following high-level properties:

Property 1 (Transparency). M should adopt a simple approach to maximise transparency
and interpretability of the issued preferences|l]

Property 2 (Generalisation). M should show a good generalisation ability to the addition
of metadata (e.g. socio-demographic informations, reading habits, domain of interests,
etc.)

Property 3 (Sparsity). M should be able to deal with missing values and offline USERS.

Property 4 (Complexity). M should use algorithms with an efficient translation in the
homomorphic domain.

Property 5 (AD). M should follow as best the core ideas of AD.

2.3 Approaches

The above-mentioned requirements brought us to consider different approaches to model
the problem.

1As a pledge of transparency, each USER should be able to interpret and understand his avatar
predictions. So it comes back to the avatars to be able to explain the reasons and determinants used to
make a choice. This can take several forms. This seems to be a given, but many actual machine learning
algorithms are difficult to interpret (even by their designers).
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2.3.1 Latent Space

Before arriving to the latent space approach, we considered two -initially opposite- ap-
proaches.

User-Based Approach

In this approach, the avatar is central and we are closest to the original idea of AD: having
a personal avatar. Each USER has its own model and a prediction is obtained by feeding
the model with a quantified profile (i.e. an encoding, a representation) of the question.
We have thus as many models as we have USERS

M VR Viel (2.1)

Item-Based Approach

Here, the question is central and we move away from the original idea of AD as all USERS
share the same model. A user would obtain his preference by feeding his profile to the
model. Each question has its model and for each new question, a new model must be
retrained. The problem of finding a the question representation is here hidden into the
model.

Fair Encodings

The main issue of the user-based approach is to find the representations of the different
questions. An intuitive representation would be obtained by dividing a question in a set
of objective criteria (i.e causes, scores). However, the introduction of these representations
raises several questions: Who defines them? Politicians? Experts? Which expertﬂ?
How can we obtain fair and objective representations without falling in a technocracy
where experts are choosing for us? Rapidly we realise that this is the weak link of the
chain. Interfering in the decision of these representations could be a form of corruption.
Therefore these should be as neutral and unbiased as possibleﬂ Basing our thoughts on
our interpretation of the opinions of some political scientists we interviewedﬂ we argue
that the fairest way to proceed is to select a random subset of citizens and let them define
together this sensitive question encoding.

In other words, in the first approach , each individual builds his model and the
question encodings -defined by a random subset of the collective- serve as inputs of the
model; while in the second approach , the collective builds the model and each
individual feeds it.

2The covid pandemic was a good example of contradiction between experts and the challenges of
choosing the expert(s) to listen to.

30ne can argue that it is impossible to have unbiased models. As this is an important question, we
make the hypothesis that by selecting a random group of USERS, bias can be minimised to a negligible
value.

4Following discussions with Pr. Vincent Jacquet, Pr. Min Reuchamps and Mr. Julian Clarenne.
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Latent Space Approach

Finally, we adopted a latent space approach which provides a compressed representation of
the data by embedding it into an underlying vector space [30]. We define the latent space
S and a projection mg that project the users and items on it. This allows to represent
both users and items with a latent vector in §. Our model would then use these latent
factors to produce the preference R.

M :ArsU),7s(V)} = R (2.3)

We note that & and V are not constant over time (e.g. USERS join the system and vote
on new ITEMs). Projecting these spaces on a fixed latent space S enables us to have a
unique formulation, constant over time.

AD Property While the Item-Based approach causes us to move away from the original
idea of having a 1:1 ratio between USERs and avatars (i.e. models), the latent space
approach takes the best of both worlds.

Transparency Property Intuitively the d components of the latent vector represent
the relative importance a USER places in the d possible aspects (causes) of the latent space.
We reuse the same intuition as for classical movie recommendation systems where the
latent factors represent movie genres or actors. Here these could be environmental, social
or economic impacts of a vote. With this in mind, we could easily read and interpret user
and item profiles (i.e. what a user thinks and what a item is about).

2.3.2 DMatrix Factorisation

We noticed the close similarity of the problem with recommendation systems [31]. Among
the many existing techniques, we will use [Matrix Factorization| (MF) for its simplicity
and proven efficiency in numerous recommendation problems [32]. As shown in Fig. [2.1]
MF enables us to factorise a preference matrix R in two separate matrices U and V' such
that R ~ U x V. The user matrix U contains the user profiles as rows. Each row vector
represents a USER and defines his avatar. The columns of the item matrix V' contains
the representations of the questions. The factorisation defines thus the projection 7 and
solves the fair-encoding problem by letting the USERs themselves define the encoding (i.e.
latent factor) of the question through their preferences and latent factors. As discussed in
Section [3.2.1] other dimensionality reduction techniques exist for defining the projection 7s.

Unfortunately, matrix factorisation techniques struggle to make recommendations on
new ITEMs and new USERs. Every new citizen joining the system and every new question
will be considered as a cold-start problem as the model is unable to gather sufficient
information on the newcomers. While most cold-start problems are solved by either
making first initial random guesses or through hybrid approaches combining multiple
models and external features, this is not possible here. Instead, random USERs will be
selected to answer and rate the new ITEM.
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Figure 2.1: Factorisation of matrix R in a USER matrix U and ITEM matrix V. Adding a
new USER to the system is represented in light gray and the addition of a new question in
dark gray. Two predictions are highlighted in yellow and red.

Generalisation Property MF generalises well to the addition of metadata. The data
could either be included directly into the factorisation or later on, as bias.[I8] used such
approaches to add region features and predict regional vote outcomes.

Sparsity Property MF allows the preference matrix R to contain missing values. These
missing values are absorbed during factorisation and both U and V' matrices do not contain
any missing value.

Complexity Property Predicting a preference (multiplying U and V') is of limited
complexity and uses HE-friendly operations.

2.3.3 Federated Learning

The factorisation of the preference matrix in two separate matrices makes it possible to ap-
ply |[Federated Learning] principles. The core idea of FL is that each user pre-processes
locally his private data. He then shares with the central server only the information neces-
sary to train the model. So instead of storing the USER matrix U in a centralised manner,
each USER can store locally his own part of the matrix (i.e. his own profile, his own avatar).
As the item matrix V' is publicly available, each USER can locally train his avatar and predict
a new preference without having to share any information. This is schematised in Fig.

As USER data never leaves his device, we have a form of privacy by design. However to
obtain the initial factorisation and to update matrix V' with new items, USERS must share
some informations (e.g. gradients in the case of FL). This brings confidentiality issues and
make privacy attacks possible.
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Symbol Signification

U={U,.. U, 1} set of n USER profiles

V={Vo,.. s, Vin-1} set of m ITEM encodings

S latent space (defined during the matrix factorization)
d dimension of the latent space S

w; = (W0, - - - 5 Uig) USER ¢ latent (row) vector

vj = (voj, - - - » Vaj) ITEM j latent (column) vector

R={r;Viel,j €V} vote matrix with the n users as rows and m items as columns. r;;
denotes the elements of this n x m matrix.

U=[ug,...  u1]" user matrix of size n x d with with the n latent factors u; as rows.

V=1[vj,.. ., Um-1] question (or vote) matrix of size d x m with the m latent factors v,
as columns.

Skcu set of k selected USERs for training a new ITEM

Table 2.1: Notations relative to the collaborative filtering problem. Other, more specific,
notations are introduced in the next chapters.

2.4 Proposed Solutions

We formulated the problem as a [Collaborative Filtering| (CF]) problem with as aim to
automatically predict the preference r;; of a USER 7 for a given ITEM j. More specifically,
we will use a MF-based recommendation system with the notations defined in Table [2.1]
Both the addition of new users and new questions will occur frequently and these two
cold-start problems will form the angular stones of our model.

However, this is not a classical case of a collaborative filtering problem. This is
mainly due to the unbalanced dimensions of the problem (i.e. the USER/ITEM ratio)
and the high importance of the cold-start problems (as this is the main prediction we
are looking for). Furthermore due to the nature of the problem, there is little scope for error.

We reformulate the 4 problems defined in section [2.2] to our distributed matrix factori-
sation approach and propose solutions for each of them. As the aim of this chapter is to
give a broad overview of the problem and the proposed solution, we refer to some more
detailed sections after each proposed solution.

Problem 1 (Initialisation). Given preference matriz R"*™, find profile matrices U™ "
and V"™ which product approximates R in the d-dimensional latent space S.

Proposed Solution We define a classical Matrix Factorisation objective function that
must be minimised over U and V. Gradient descent iterative methods are used to solve
this minimisation problem. [Section [3.2.2].

Privacy concerns: For confidentiality reasons, each row of the preference matrix R is

15



encrypted before being outsourced to the SYSTEM. [Section

Problem 2 (Prediction of a Preference). Given USER latent vector u; and ITEM latent
vector v, predict the preference r;; of USER i to ITEM j.

Proposed Solution In the latent space, a USER ¢ can solve this problem by simply taking
the dot product of his personal latent vectors u; and the ITEM latent vector v;. This is
shown in Fig[2.2a] [Section

Privacy concerns: As v; is publicly available, the USER can make the prediction locally
and never has to share or outsource his latent vector during the process. [Section

Problem 3 (New User Cold Start). Given question latent vectors v; and preferences r;;
for j €5, find the d-dimensional latent vector u,, representing USER n at best in the latent
space S.

Proposed Solution The newcomer n answers a set S’ of initial questions and infer his
personal profile based on the encodings v; of the answered questions. More precisely, he
solves a linear regression on the answered ITEMs of S’. [Section

Privacy concerns: Again, as the v; representations are publicly available, the regression
can be done on USER side and no information is leaked. Classical analytic methods as the
least squares can be used to solve this linear programming problem. [Section

Problem 4 (New Item Cold Start). Given USER latent vectors u; and preferences r;; for
i € S*, find the d-dimensional latent vector v, representing question m at best in the
latent space S.

Proposed Solution As previously discussed, this is the weak link of the process as a
biased representation could have dramatic consequences. We estimated that using the
collective and selecting randomly k& USERS belongs to the fairest solutions to define a ITEM
encoding. Similarly as above, a linear regression is fitted on the latent representations w;
of the k selected USERS. This sensitive process is further described in the next section and
schematised in Fig. [2.2b] Technical considerations can be found in [Section [3.2.3].
Privacy concerns: Thanks to cryptographic techniques described in Section [4.3] a cen-
tralised server aggregates the local sensitive informations of k selected USERS to make a
initial representation vY, , converge towards a final representation vf, . [Section

Problem [I| defines the initial matrix factorisation used to define U, V and -at the same
time- the latent space §. Problem |2l must be solved in a privacy-preserving way each time
a USER wants to get a preference 7;;. When solving problem [3, a new user seeks to get its
own latent representation. In problem [4] a latent representation is searched for each new
ITEM (i.e. question, bill, referendum) added to the system.

2.5 Studied Solution

The solutions to problems [2] and [3] are relatively straightforward and have no direct confi-
dentiality leaks thanks to the distributed approach of FL. We will thus not elaborate these
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Figure 2.2: Federated approach to solve the problems |2 (left) and || (right). For the
prediction problem (a), the authority publishes the latent vectors (yellow and red) and
the USERs make their predictions on their own devices. The new ITEM cold-start problem
(b) is solved by selecting k users that will share their predictions (blue) and latent vectors
(gray) to help the authority infer the latent vectors of the new question.

any further in the following sections. On the other hand, the solutions and design choices
of problems [I] and [4] have larger implications. Privacy-preserving MF is a topic extensively
studied in literature (see Section [4.2)), and we decided to use existing work as the basis for
ours. We consider thus the matrices U and V initially factorised and will focus on problem [4]

The introduction of a new question to the SYSTEM is the weak link of the process. The
process of obtaining a fair and neutral encoding of a vote is not an easy task. For privacy
and fairness reasons, we came up with the following framework:

1. A new question m is published

2. k USERS are randomly chosen from a population and form the set S*

3. Debates and discussions are organised with the £ USERS around the new question
4. The USERS i € S* emit their preference r;,, on the new question

5. SYSTEM infer the representation of the new question v,, based on the k& USERS
emitted preferences r;,, and their personal profiles u;.

6. SYSTEM publishes the representation v,, of the new question
7. Avatars n ¢ k predicts their preference for question m

8. Depending on the autopilot mode (i.e. users level of implication in the decision
process), each (user, avatar) pair will choose from the following:

(a) The user validates manually the predicted preference
The validated preference r;,, and his profile u; is added to the set of training
batches (of the k selected users).
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(b) The user modifies the predicted preference
The modified preference feedback r;,, and his profile u; is added to the set of
training batches (of the k selected users).

(¢) The user does nothing or stays offline
SYSTEM continues updating the representation of question m with the new
batches arriving from the situations A and B presented above. Iteratively they
publish new, more precise, representations for question m.

9. Shortly before the final deadline, all remaining avatars predict their preference and
validate de facto the (unsupervised) prediction.

Again, this is a possible approach to the problem. Additional constraints can be included
in the process. They may include: prevent more than a certain number of unsupervised
predictions in a row, replacing unsupervised predictions by missing values, etc.

Contribution Now that we gave a (technical) shape to AD, we will further study how
to perform steps 4-7 presented above in a privacy-preserving manner. In Chapter [3, we
will study how Solution [4| performs in clear and explore the problem-specific parameters.
In Chapter [l we propose a interactive and non-interactive protocol allowing to efficiently
solve the new ITEM cold-start problem on encrypted data.
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Chapter 3

Prediction of the Response of a User

This chapter deals with the prediction part of the problem. Before translating our model
in the cryptographic domain, we implemented the machine learning algorithms in the
plaintext domain. During this stage, we stayed alert to the problems that would arise
from a translation to the ciphertext space and especially the number of homomorphic
operations (HOP).

The results obtained here are not universal and are not meant to be extrapolated to
other cases.

3.1 Dataset

For this experiment, a heterodox dataset was required. In a classical problem, one searches
for a large number of samples with a restricted feature set that maximises the expressive-
ness of the target feature. Here, instead, we looked for the dataset with the largest number
of features regardless of the number of samples. The objective is twofold: (i) obtain the
most precise user representation in the latent space and (ii) validate the obtained model
by cross validating the features (and not only the samples).

While the number of datasets containing historical aggregated regional or national vote
outcomes is abundant, vote results of individual citizens over several different votes do not
exist. This is a direct result of the related confidentiality issues (see Section and the
lack of economic and politic interest in predicting a single vote outcome. Polls and surveys
contain approximations of voting results or opinions, but as they are anonymous, it is
impossible to gather multiple poll responses of an identical set of USERS over time. The
few online data sources we found [33] were of low quality and had an insufficient number
of ITEMs (less than 20).

We then turned to VAA’s as, by their nature and function, they could be a possible
source of data suited for this experiment. We obtained a anonymised Smartvotd'| dataset
of user data collected during the 2021 Valais cantonal elections in Switzerland [34]. By
answering a set of questions, the users of their application are able to obtain recommenda-

LA Swiss voting assistant application developed by Politools asbl.
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Figure 3.1: Pearson’s correlation between the 53 features (i.e. questions, ITEMs) of our
dataset.

tions on candidates close to their answered question.

Regional and national datasets also differ by the quality and reliability of their data.
For example, a dataset containing the vote outcomes on the regional level is the result of
a well-defined verifiable process (counting the number of "yes" and "no") and there is no
doubt concerning the veracity of the features. The inherent noise originating from the
behaviour of each individual is here averaged over several thousands of users. This is not
the case in VAA datasets where we can assume this noise is even amplified by the dummy
nature of the survey. Which users have correctly answered the survey? Which have not?
When averaging vote results over several USERS (e.g. polls or surveys), this issue has a
minor role.

Our dataset contains 48.552 samples with each 53 features. These features are user
responses (between 0 and 100) to some general questions ranging from the ban of single-use
plastic to free-trade agreements. We considered that respondents who have not answered
all to all questions, did not complete the survey seriously. We removed thus 26.086 entries.
To get a general idea of the dataset, we have reported the correlation between features on
Fig. 3.1 We already notice that a series of questions are weakly correlated.
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3.2 Matrix Factorisation

Matrix Factorisation (MF) regained interest since the creation of the Netflix Prize Compe-
tition [35]. This resurgence of interest stems from its simple design but proven efficiency.
Furthermore, MF is very versatile and can easily be adapted to include personality infor-
mation [36], adapt to temporal dynamics [37] or factorise into deep matrices for getting
hierarchical nuances [38] and so forth. Its loss function and the gradient descent algorithm
can easily be adapted to these extensions.

3.2.1 Latent Space

As previously explained, the factorisation of the preference matrix, defines inherently the
latent space. Projection of user and item to a latent space has various benefits. Firstly, the
observed preferences can now be expressed as functions of a number of possible causes. This
is a non-negligible transparency and interpretability property. Secondly, this projection
enables us to have a fixed low-dimensional space to work with. New ITEMs and new USERS
will not unnecessarily expand the space.

While matrix factorisation is mainly used for initialising the problem, the latent space
resulting from it will be used to solve all new USER and ITEM cold-start problems. Due
to the stochastic character of the iterative methods used to solve the problem, the defi-
nition of the latent space is arbitrary. In a real application, additional constraints (e.g.
non-negativity MF [39]) should be defined on this space to make it tend towards uniqueness.

Other unsupervised dimensionality reduction techniques could have been used (e.g.
PCA [30], LDA [40] or even autoencoders [41]). But we preferred factor analysis for its
simplicity and interpretability of the results. Furthermore, it is already successfully used
for popular recommendation systems [42].

3.2.2 Factorisation

The matrix factorisation problem in its simplest form seeks to minimise the following
objective function:
min IR — UV 3.)

where || M||% = X2, ; M}, is the squared Frobenius norm of matrix M [38]. For generalisation
reasons, we add a regularisation term Reg(.) and USER and ITEM biases, respectively
b and bY. A similar approach has been used in [I8]. We obtain then our final objective
function:

in £(U,V) = Y (ry — (s v))? + 3 Reg(w) + Y- Reg(vy) (3.2)

Y]
where 7(u,v) is the predicted preference and is defined as follows:
F(u;,v5) = uiij + b+ b}) (3.3)

We solve problem |I| and minimise the objective function ({3.2)) with first-order gradient-
based optimisation methods. Although other widely used methods exist to solve the matrix
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factorisation (e.g. the alternating least square method), we decided to stick to the gradient
descent approach as we are already using it in the next steps. More details can be found
in the next section.

Once the user and item matrices are factorised, a user can solve problem [2| and predict
his preference 7; ; by taking the dot product between his USER latent vector and the
published TTEM latent vector and include the biases b and bY as in (3.3).

3.2.3 Cold-Start Problems

Although we based our model on Matrix Factorisation, we will mainly use it to initialise
the system. The new USER and new ITEM cold-start problems are the main problems of
the proposed protocols. Both problems seeks to find the missing u, 41 (resp. v,,11) latent
vector.

Adding a New User

When a new USER ¢ wants to join the system, it has to get its own latent vector represen-
tation u;. The classical least squares problem notation min, ||Az — b||3 adapted to ours
becomes

min [V, — (3.4)

Due to the limited size of V' and the centralised nature of the problem (i.e. exclusively
on USER side), ordinary least squares methods can be used to solve this problem. As
previously mentioned, we won’t dig deeper into this problem as it is straightforward to
solve and does not have further confidentiality issues.

Adding a New Item

Similarly to the previous cold start problem, a new ITEM m has to obtain its latent
representation v,,. The classical least squares problem notation becomes

min || Upvm — 7x/3, (3.5)

where Uy represents the k& USER latent vectors and rj their emitted preferences. Due to the
large size of S* and the distributed nature of the problem, we will use iterative methods
to solve this linear regression problem (see next section).

3.3 Iterative Methods

3.3.1 Gradient Descent

Gradient descent optimisation algorithms are often overlooked due to their mediocre
results and unreliable character. This is even more the case when solving linear regressions.
However, when it comes to large datasets, gradient descent algorithms achieve unexpected
good results. This is known as the trade-offs of large-scale learning and is covered in
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detail in [43]. On very large datasets with regularity and convexity assumptions, second
order stochastic gradients are asymptotically efficient after only a single iteration. While
second order iterative methods are computationally costly, they can be approximated with
averaged stochastic gradient which is only a step away from our implementation. [44]

Although the toy example presented here uses a dataset of reasonable size, a real
implementation should support several hundreds of thousands (millions) of USERs. Other
reasons that pushed us to use gradient descent algorithms include (i) their high gen-
eralisation capabilities to adapt to other, more complex, objective functions, (ii) their
parallelisation ability well suited for the distributed nature of FL; and, finally, the iterative
approach that (iii) ease the detection of fuzzy or harmful data and (iv) allows to continue
updating the model once new data become available (e.g. a USER gives a prediction
feedback).

3.3.2 Convergence

A gradient descent algorithm converges if the loss function is convex and differentiable
and if the learning rate is carefully chosen (i.e. n is small). [16]

Classical least squares’ problems have quadratic losses and are thus convex and
differentiable. However, as we are only taking a subpart Uy of the user matrix U, some
uncertainty must be taken into account due to the possible variations in the training data
matrix Uy: this is known as the stochastic robust approrimation problem. If we assume Uy
to be a random variable with mean U,,, we can describe it as follows:

U, =0, +U (3.6)

Where U is a random matrix with zero mean that describes the statistical variation of Uy
from the average matrix U,,. We can thus use the expected value of |Uyz — 7|3 as the
objective value to minimise. With some simplifications we obtain:

E||Upz — || = E(Unz —r + Uz)" (Uppx —r + Ux) (3.7)
= (Upz — 1) (Upz —7r) +E 270 Uz

= [|Unz — 7|3 + 2" P,

where P = E U”U. We notice here that the second term can be considered as a
regularisation term and we obtain the Tikhonov regularised least square problem:

min ||U,z — 7|2 + ||V Pz|? (3.10)

Which is a convex and tractable quadratic optimisation problem. A complete study of
this problem and its worst cases can be found in [45].

3.4 Model Parameters

As discussed in Section [2.5] problems (1], [2] 3] are straightforward to solve or do not have
privacy issues. We will thus focus the rest of our study to solving problem [4 the new
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Figure 3.2: Regression scores and number of iterations until convergence for different
latent dimensions r and training fractions g,. The lighter the colour, the better.

ITEM cold-start problem.

Even if obtaining the best performances was not the main goal of this study, keeping
an eye on the model parameters is recommended to understand the learning process and
avoid unwanted behaviours. Moreover, these parameter choices have a direct impact on
the original problem.

Cross-Validation All our parameter choices have been cross-validated through a solid
repeated k-fold with (k = 10, n = 5) on the whole dataset. However, we used a atypical
form of validation since we are cross-validating the target values instead of the training
samples. During each fold 9/10 of the ITEMs are used to factorise the preference matrix
and the remaining 1/10 ITEMs are used for evaluating the cold-start problem. We shuffled
the revealed splits between each repetition.

Weak Generalisation Due to the non-uniqueness of (stochastic) matrix factorisation,
we could only train and evaluate our linear regression models on latent vectors of test-users
that have been shaped together with ones of the training-users. This is a case of weak
generahsatlon [46]. A case of strong generalisation would be here, evaluating the new item
problem (4)) on users that inferred their latent vectors with the new user problem (3 . We
let this as a future work.

We reported the choices made in decreasing order of importance. All design choices
have been made within afterthought the aim to minimise the number of computations and
ease the homomorphic evaluation of it.

3.4.1 Testing Fraction g

The first decision choice was to define the number of USERS that would form the group
of « the k selected » for training the representation of a new item. So we defined the
training fraction parameter q; that represents the fraction of the dataset that will be used
for training the model. R2-scores for different values of g, are shown in Fig.
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By taking a step back from this pure data science parameter, we notice that ¢ has
an important role to play in the implementation of such systems. A ¢ of 0.1 means that
10% of the users are among « the k selected » and, on average, a USER will be selected
every 10 new questions (i.e. 1/¢;). So this fraction defines the level of USER implication
required. While values above 0.75 questions the usefulness of such a system, values below
0.01 could induce a poor level of USER participation.

3.4.2 Latent Space Dimension d

The dimension d of the latent space has a direct impact on the complexity of the model.
The higher d, the more nuance can be observed in the model. In return, a higher d will
increase the number of computations as discussed in Section [5.2.1] Unsurprisingly, a higher
latent space dimension goes hand in hand with a higher r-squared score. Although above
a certain threshold, overfitting is no longer insignificant (see Section [3.5)).

We chose a latent space dimension of » = 16 as (i) it is a power of 2 and will allow
several samples to be easily included in a same ciphertext (see Section ; (ii) it is
reasonable for the number of available items (i.e. 53 ITEMs) and (iii) experimentally, this
leads to sufficient results as shown on Fig. A latent space dimension larger than the
amount of available data wouldn’t be reasonable.

3.4.3 Learning Rate 7

[terative methods and especially gradient descent algorithms are very sensitive to the
learning rate. The 7 values reported in this work are scaled over the number of samples in
the training set. This avoids us to tune a parameter on a moving ladder.

With the aim of reducing the number of iterations (and thus the number of HOP), we
tried an adaptive learning rate that decreases as the iterations progress. One can then
oversize the learning rate with as aim that the GD algorithm converges faster. By defining
carefully both batch size and learning rate, reasonably good results can be obtained in
only a few iterations instead of over a hundred. This is shown in Fig. and, in a sense,
confirms experimentally the discussion in Section [3.3.1]

3.4.4 Mini-Batch Size b

The mini-batch size b defines the number of samples that are aggregated when computing
the gradient. Mini-batch gradient descent corresponds to 1 < b < n. The limit values
b =1 and b = n corresponds to stochastic and full-batch gradient descent. The higher
the batch size, the fewer weight updates one will make at each epoch. The lower the
batch size, the higher the number of weight updates, and -in theory- the fewer epochs
will be necessary. We chose among the power of two since this will offer us interesting
optimisation opportunities during the translation in the ciphertext space.
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learning rates.

Figure 3.4: Overfitting of different latent
space dimensions d.

Real-time Updates Important to be noted is that our two proposed protocolsﬂhave a
different implementation of the mini-batch updates. These implementations stems directly
from their design and whether there are interactive or not. The results presented here
corresponds to the non-interactive implementation (i.e. the mini-batch gradients are
computed with the latest available weight set v](-t)). We call this implementation: real-time
weight updates. In the interactive implementation, the same weights are used during the
whole iteration. While the end results are similar for both implementations, the interactive

one logically requires more iterations to converge.

3.4.5 Regularisation Term L

Regularisation terms artificially add noise to force the model to be simpler. The aim
here is mainly to prevent overfitting on the training data and keep good generalisation
performances on unseen data. In regression tasks, this results in adding a L1 or L2 penalty
term to the cost function defined in Eq. [3.2]

L1 (aka Lasso) regularisation tends to keep the most important latent factors and push
the others towards zero. Intuitively, this is not what we want for our USER and ITEM
matrices. Instead, we applied thus a light 1.2 penalty for the initial matrix factorisation.
This intuition has been confirmed experimentally. Linear models are not prone to overfit-
ting. However, we noticed that adding a L2 regularisation term, increased the convergence
rate (but not the results). As the regularisation adds a new term in the loss function, the
computational benefits from fewer iterations will be cancelled out by the extra cost of
evaluating the new term in the loss function. This is why we won’t use any regularisation
when training the linear model.

3.5 Implementation Results

Since we decided to study the use of homomorphic encryption for AD, it is important to keep
in mind the notion of computational complexity. Homomorphic operations are by several

2see Chapter
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Parameter Value

Latent Space Dimension r» 16

Testing fraction g 0.9
Learning rate 7
Mini-batch size b 256
Regularisation term L2 le-4

Table 3.1: Final parameter set used.

orders of magnitude slower than plaintext operations, each addition and multiplication
must be carefully taken into consideration.

Number of HOP The goal during these first experiments was to minimise the number
of required HOP while achieving correct regression scores. To minimise the amount of these
costly operations, we have five possibilities:

o either reduce the number of iterations by

1. reducing the latent space dimension r (Fig. [3.2b))
2. reducing the testing fraction ¢ (Fig. |3.2b))
3. increaseﬂ the learning rate n (Fig.

e or reduce the number of multiplications per iteration by

4. choosing a HE-friendly gradient update method
5. augment the batch size b

Contributions (4) and (5) are discussed in more detail in the next chapter.

Overfitting Danger As for all data science problems, overfitting is the danger. In this
case, if the trained model does not generalise well on unseen data, it could have dramatic
consequences. One of the main sources of overfitting is here the dimension of the latent
space. The higher the dimension, the more complex are our models, the higher the variance
and the higher the danger of overfitting. This behaviour is experimentally confirmed in
Fig. Keeping a small g; and limiting the amount of training data also tend to produce
unwanted underfitting effects (i.e. too simple model).

Final Model Parameters Based on our plaintext analysis, we defined the model
parameters summarised in Table We defined these parameters to keep correct results
whilst keeping an eye on the number of HE-unfriendly computations and the overfitting
danger. We obtain final cross-validated RMSE and MAE scores of 0.2822 and 0.2226
respectively. For a complete discussion on these results, see Section [5.1]

3Increasing the learning rate should be done with care as the overshooting danger is important and
the possibility of losing the convergence property exists.
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Chapter 4

Privacy-Preserving Recommendation
System

This chapter gets to the heart of the matter: how to address the inherent privacy problems
of AD. We will first discuss some privacy attacks related to the training of machine learning
models. We will outline the privacy problems that arise from these attacks and present
our architecture and system model. We will describe and implement our two proposed
protocols and, finally, evaluate them with toy parameters.

4.1 Existing Privacy Attacks

Many recent publications [47), 48], [49] point out the privacy breaches of modern machine
learning models. Among the 3 big categories of ML attacks (i.e. confidentiality, integrity
and availability attacks [50]), we will only discuss the confidentiality attacks as privacy
preserving methods is the focus of this work. Confidentiality attacks can fall in either data
extraction or model extraction attacks. Since the obtained model is here public, model
extraction attacks lose their sense. We will discuss here de-anonymization, gradient leaks
and inference attacks (see Fig. as they had a direct impact on our design choices.

GRADIENT LEAK DE-ANONYMIZATION ‘
a
%ﬁ : \ g
(vl Q @
SERVER —

v
/ : INFERENCE ATTACKS \ ‘
@ d I

&% '

MODEL

Figure 4.1: A diagram of the three studied privacy attacks. We find a federated learning
approach on the left and a anonymization process (e.g. mixnet) on the right.
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4.1.1 Deanonymisation

For a long time it was publicly accepted that removing key identification information (e.g.
names or passport numbers), would yield an anonymized dataset. Over time, more and
more studies highlighted the de-anonymization possibilities when the original dataset is
crossed with external public data (e.g. zip code, gender, etc). The same open government
principles introduced to promote transparency and accountabﬂityﬂ [51], backfires against
the citizens and publicly available (or sold) voter registration lists offer a dangerous
de-anonymization catalyst. An experiment with a voting list of a small town in the
Massachusetts was able to identify 30% of the voters by birth date and gender alone and
a frightening 97% with birth date and zip code [52]. Similar approaches succeeded to
de-anonymize the Netflix Prize dataset by crossing it with IMDb movie ratings [53].

4.1.2 Gradient Leak

Removing key identification information is thus not sufficient. Other leaks occur during
training on private data.

As shown in several studies, intermediate gradients of an iterative optimisation algo-
rithm, may leak confidential information [54] 55, 53, [66]. But, contrary to our intuition,
these gradients leaks even if they are aggregated over a batch of local data [49]. This is a
serious privacy breach for many FL models.

There are two possible stages of gradient leaks: (i) during the aggregation step (user
side) and (ii) during processing (server side). The first situation happens when local
gradients of b different USERS are aggregated to form one unique gradient. A gradient
interception at this stage can directly compromise user data (e.g. see §3 of [54] for a simple
example). Cryptographic techniques can be used to assure a secure aggregation with other
users (e.g. oblivious aggregation [57]). The gradient leak at server side is often inevitable
since the gradients must be processed to update the weights. Addressing this leak is thus
more complex.

To the best of our knowledge, we did not find any work on the gradient leaks of linear
models. The following assumptions are inspired from [49]. They achieve significant results
of leaking gradients with a multi-layer perceptron (MLP) image classifier and not a linear
regression (LR) model, while a MLP is more complex than a LR, one could argue that
more leakage would occur with a LR.

In classical Federated Learning applications, a user ¢ computes local gradients on his
private training data of n samples. It aggregates the n gradients and sends V; to the
server. Classical gradient attacks use dummy variables, feed these into the model and
get dummy gradients. When these dummy gradients are optimised to match the original
gradient as closely, the dummy variables tend to approach the original data.

Here, instead of having 1 user aggregating n gradients, we have n users aggregating 1

L And supply us with a dataset

29



gradient. If we define a super-user (e.g. a trusted aggregator) who gathers and aggregates
all gradients before transmitting the result to the server (i.e. the attacker), both problems
are equivalent and the latter can be reduced to the first one. We conclude thus that single
gradients aggregated over n USERS leak information.

Defense strategies exist to prevent gradient leakage. Three strategies are proposed in
[49]:

1. Adding noise to the gradients. The idea behind this strategy is to hide the real
values of the gradients to the server. Using the principles of Differential Privacy [58],
one can add noise to each gradient of a dataset in a way to keep the same statistical
properties of it. They showed that Gaussian (or Laplacian) noise with a variance of
1072 is needed to avoid leakage.

2. Architecture strategies. The aggregation of b local gradients (i.e. a batch size of
b) results in more difficulties to make the attacker converge as b increases. The higher
b, the more possible permutations exist and choosing the right GD direction for the
dummy gradients becomes hard. To solve this issue, the authors of [49] proposed
to update only one of the dummy samples at each iteration. This seems promising,
but still, the number of required iterations increase with the batch size. Going even
further, [55] showedﬂ that the distortion, resulting from the batching process, is not
uniform over all samples. Even when aggregating over one hundred local gradients,
while most of the images are unrecoverable, around 1/10 of them are approximately
recognisable.

3. Gradient compression. The idea here is to set an arbitrary number of gradients,
with small magnitudes, to zero. [59] shows that at least 20% of the gradients have
to be set to zero in order to leak a limited amount of information. Theoretical works
are able to hold accuracy constant by compressing more than 300 times the gradients
[60]. This results in a sparsity of 99% (far above the required 20%) and results in
an efficient way to prevent gradient leakage. Following our research question, this
strategy has not been studied. However it is an interesting area of research.

Indirectly we will use architecture strategies by aggregating over a (large) batch of different
USERS. But as this is the aim of this work, we will especially address the gradient leak
with homomorphic encryption. This falls thus under the first category.

Differential Privacy could have been used, but it often reduces accuracy [61] and it is
proved that linear regressions and SGD experience high sensitivity to differential noise
append [62].

4.1.3 Membership Inference Attacks

The last privacy issue covered here concerns inference attacks. Authors of [63] have shown
that attackers can find out whether or not a sample has been used for training. For
example, in the case of a ML hospital model trained on medical data, the attackers were
able to know if a certain individual was a patient at the hospital or not.

2still in the image domain with a MLP

30



The attacker could be either an inside user participating in the process or a malicious
outsider. In the first case, the user tries to infer other participants confidential data
using the data exchanged during the training phase. In the latter, everyone having ac-
cess to the model (even a black-box access), can make inferences about the training samples.

Among the possible defense strategies, we have |[Secure Multiparty Computation| (SMC])
and [Differential Privacy] (DP)) [64]. HE adds more overhead but also prevent inside
inference attacks. As data remains encrypted during the training process, a user that
would infer other users’ data would break the scheme. Outsider attacks are more difficult
to address and our proposed solution is described in Section [4.4]

4.2 Privacy Problems

We elaborate here on the privacy issues of each of the 4 problems reported in Section

1. Initial matrix Factorizasion To make the initial factorisation of matrix R in
U and V, all users must share their private information. Privacy-preserving HE-
solutions for matrix factorizasion exists [65] and their work can easily be adapted
to fit in our scheme. We consider the matrix as initially factorised and refer to
their work to achieve a privacy-preserving matrix factorisation using homomorphic
encryption and data masking. Furthermore, we based our 3-party structure (see
next section) on their work to ensure continuity.

2. Emission of a Preference by an user The privacy issues of this problem are
solved thanks to the FL approach. The USER receives the publicly available latent
vector of the new question and locally computes his prediction. The users never
share their latent vector during the process and this part is thus not a problem.

3. New User Cold Start The new user receives the item matrix and learning param-
eters. Once he has answered a set of initial questions, he trains a linear regression
model on these question encodings and his answers . Again, the whole process
happens on his device which prevents privacy issues.

4. New Item Cold Start In Chapter 2, we decided to let the USERs solve the ITEM
cold-start problem. Several private informations (USERs profile and preference) must
be shared during the training phase. This raises several privacy concerns.

We will thus focus our study on solving this last problem as the 3 others are either already
efficiently solved, or does not have privacy concerns.

4.3 System Model

We use a 3-party model consisting of USERs, MLE and SYSTEM. A precise description and
comparison of the three parties can be found in Table [4.1]

The main idea behind this 3-party protocol is that either SYSTEM has the private
data masked or MLE has it encrypted.
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User

MLE

System

who: a user looking for a rec-
ommendation

number: significant and dis-
tributed

role: emit a personal prefer-
ence when among the k se-
lected

have: their past emitted
preferences r;;, own latent
vector u; and the public ITEM
representations V'

have not: access to others’
preferences or personal latent
vectors

who: a unique intermedi-
ate with high computational
power

number: unique, do not col-
lide with SYSTEM

role: aggregate the user-
specific data to obtain (train)
new item representations;
publish the additive masks

have: training parameters
(1/2) and additive masks for
each item

have not: access to USERs
personal data and (clear)
item representations

who: parliament or decision
policy

number: unique, do not col-
lide with MLE

role: initializes the encryp-
tion process; share the pub-
lic keys and publish the final
item representations

have: decryption keys and
the remaining training pa-
rameters (2/2)

have not: access  to
USERs personal data, ad-
ditive masks of MLE and
(unmasked) item representa-

tions

Table 4.1: A description of the 3 parties in our protocols. MLE is unique, although an
organizasion with multiple MLEs could relax the non-collusion hypothesis.

4.4 Threat Model

The SYSTEM wants to obtain the profile of a new item j by solving a linear regression
on the latent vectors of a subset of USERS S*. As the USERS do not want to share their
profile for privacy reasons, SYSTEM must learn the weights of v; in a privacy-preserving
manner. To do so, we introduce between USER and SYSTEM, a intermediate
ILEARNING ENGINE| (MLEJ) that executes the training phase. SYSTEM becomes then a
supervising authority that outsources the (costly) training phase.

The USERs are the owners of the private data and the (MLE, SYSTEM) pair forms the
adversaries. These are considered as honest-but-curious adversaries. As summarized in
[66], such adversaries always follow the defined protocols, but are curious and try to find
out extra information about the data they deal with. SYSTEM initialises the cryptographic
primitive and share the public keys. The USERs encrypt their personal data with it. Under
the assumption that SYSTEM and MLE do not collide, they agree to share their personal
profile and preference with MLE. Avoiding that MLE and SYSTEM obtain the final item
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representation, adds a lot of flexibility to the overall system (e.g. evaluation of a stopping
criterion, continue the training after a first publication of the item representation, prevent
inference attacks, etc.). This brings us to a 3-party organisation with data-masking already
used in several publications [65, [67]. In addition, this organisation is the same as in [65]
which solves the first problem (see previous section), and so, we built our privacy-preserving
cold-start protocols in the continuity of their work.

Using this 3-party structure, the goal is that SYSTEM learns and publish a correct
and private profile v;. Correct signifies here that the difference between the profiles
computed in encrypted form and the one that would have been computed in clear, is
negligible. Private means that no USER data is compromised (neither to the SYSTEM nor
to the MLE) during the learning process and that its result remains unknown to both parties.

Based on the confidentiality attacks discussed in Section we make the following
observations:

e USER data must be aggregated in a privacy-preserving manner.

o To ensure end-to-end confidentiality, we want to prevent all forms of gradient leak
during processing.

e The item representation v; has to stay hidden throughout the learning phase. If
MLE knows the tuple (7, vf, vf“) of the parameter update step , he will be able
to isolate the gradient between two iterations. This happens with a batch size of
b =1 or if MLE deviates from the defined protocol and decides not to aggregate all

received gradients.

o As our model should generalizes well to the addition of meta-data (e.g. gender, zip
code, etc.), data anonymization is not sufficient. Sharing this meta-data in clear,
even after anonymization (e.g. through a mixnet), is holy bread for de-anonymization
attacks.

e SYSTEM must initialise the first weights and send it to all USERs to be sure MLE does
not initialise a second (factice) cryptographic primitive where he has the decryption
key.

Although it is beyond the scope of this StudyEL we note that if the attacker has access to
the intermediate gradients in clear, so far, no existing mechanisms exist to detect integrity
and availability attacks on the model [68]. The MLE could then build adversarial gradients
and completely manipulate the model as he wishes. Therefore, outsourcing a federated
learning process also raises many integrity concerns.

3We focus our study on confidentiality attacks and won’t address integrity attacks.
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4.5 Design Components

4.5.1 Homomorphic Encryption for Arithmetic of Approximate
Numbers

The confidentiality reasons discussed in the previous section, led us to use homomorphic
encryption schemes to protect USERs privacy during the training phase. We will use the
IHomomorphic Encryption for Arithmetic of Approximate Numbers| (HEAAN)) [69] scheme
for our two end-to-end encrypted protocols. We used HEAANE] for its native support and
efficiency with arithmetic on floating-point numbers. HEAAN supports both addition and
multiplication operations together with a refreshing procedure: it is thus a FHE scheme.

RLWE Problem

Like many other FHE schemes, HEAAN bases its security assumption on the[Ring Learning]
With Error| (RLWE|) problem. RLWE extends the classical Learning With Error problem
which (basically) tries to efficiently distinguish encrypted vectors from uniformly random
ones. The aim of the introduction of RLWE is to use the classical LWE formulation over
other, more efficient, algebraic structures (i.e. rings of integer polynomials).

Here we define a simplified version of the RLWE problem [70] which has been adapted
from the original Ring-LWE formulation of Lyubashevsky et Al. [71].

Let us fix an integer N and a prime ¢. Let R = Z|z]/ (xN + 1) and R, = R/qR. Let
X be an error distribution over R,. For a given polynomial s € R,, we define the Ring
Learning With Error distribution RLWE  , s by:

RLWEy gys = {(b,a) ERZ: 0 U(R,) e < x,b=a-s+e.}

Here U (R,) is the uniform distribution over R,. The RLWE search problem is to
distinguish the uniform distribution in Rg with the RLWE distribution. Regev
showed [72] that the LWE problem is at least as hard to solve as several worst-case lattice
problems. Under the idea that lattice-based problems are hard, the LWE problem is also

considered as hard (i.e. infeasible in probabilistic polynomial time). An analogue rationale
can be made for the RLWE problem.

Algorithms of HEAAN

The RLWE problem adds thus some random noise e which makes the encryption scheme
probabilistic and guarantees the hardness assumptions. However, this noise grows the
more homomorphic operations are executed (roughly speaking, noises are added during
homomorphic additions and multiplied together during multiplications).

HEAAN is different from other HE schemes by the way it perceives approximate
numbers. Their main idea is to consider the approximate arithmetic errors inherent to

4Also known as CKKS following the name of its authors.
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computers, as part of the encryption noise. By encoding the message m in the MSB and
the noise e in the LSB, the significant figures are not likely to be destroyed by the noise
if e remains small enough compared to m. This is opposite to BGV and BF-schemes
where noise is stored in the MSBs and the message in the LSBs [73] [74], [75]. During a
multiplication, the approximation errors are multiplied by each other and the bit size
increases exponentially. This is also the case for plaintext operations. However, the
traditional rounding ability of the plaintext space is not possible in the ciphertext space.
Instead, HEAAN proposes a rescaling procedure that reduces the size of the ciphertext
modulus and removes the error located in the LSBs of the message.

As this way of proceeding mimics the ordinary approximate arithmetic, the authors
proved that their scheme has at most 1 bit more precision loss compared to unencrypted
floating-point arithmetic [69].

The HEAAN scheme consists of the following algorithms: KeyGen, Encode, Decode,
Encrypt, Dec, Add, Mult and Rescale; which are defined in [69]. We note here that the
HEAAN scheme encodes (N/2)-dimensional vectors € C into integer polynomials of the
cyclotomic ring. We won’t use the imaginary parts of these vectors although some works
encoded a second real vector in it and achieved performance improvements [].

After each multiplication, the depth of the circuit, the bound on the noise B and the
ciphertext level [ increases while the number of bits of modulus decreases. Once [ reaches
the maximum level L, the modulus has become so small that it is almost not decipherable
anymore. Proposed one year later, bootstrapping for HEAAN [76] allows refreshing the
ciphertext and rewind the modulus. Their work was followed by several improvements of
the original bootstrapping algorithm [77, [78].

HEAAN for Machine Learning

Among the many FHE schemes, we used the HEAAN scheme for its native support and
efficiency for arithmetic on floating-point numbers (especially frequent in ML applications).
Furthermore, the HEAAN scheme is based on the BGV-scheme which allows for efficient
SIMDE] operations [70] which are frequent in ML applications.

HEAAN supports both addition and multiplication operations together with a refresh-
ing procedure. Like other FHE schemes, they allow to evaluate arbitrary polynomial
functions. Non-linear functions are often used in ML applications and can’t directly be
evaluated with HEAAN. Although, one can approximate these with Taylor’s approximation,
this remains costly. On the other hand, TFHE [79] uses lookup tables and can efficiently
evaluate these non-linear functions.

Actually, as we do not use any non-linear functions, our choice of using HEAAN is in
adequation with the literature [80} 8T, 82 [83].

5Single Instruction Multiple Data
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4.5.2 Semantic Security

The scheme presented above is semantically secure. More formally, this means that it
is impossible for a probabilistic polynomial time algorithm that has access to the tuple
([[x]]pk, len(z), pk) to infer any extra information about the plaintext = with non negligible
probability. [12]

We assume that the parameter set of the underlying RLWE problem (N, q, x, s) is
appropriately chosen to achieve a sufficient security level A (e.g. 80 or 128). As discussed
n [84], this means that the degree of the polynomial ring respects:

A+ 110
Nmin Z 79 log(Q), (4'1>

and is rounded to N, the smallest power of two greater than N,,;,. Modulus () represents
the largest modulus of the circuit. The use of is advocated by the authors of HEAAN,
however, the LWE estimator of Albrecht et al. [85] is also widely used to assess the security
of a (R)LWE problem.

4.5.3 Additive Masking

We define the following additive masking schemef| (adapted from [12]). Let a & b define
the bitwise exclusive-or (XOR) of two binary strings a and b and let integer [ denote the
size of our binary secret string x.

KeyGen(l) generates a single-use mask m by choosing a string from {0, 1} according to
the uniform distribution.

Masky(m) encrypts secret x through: c=m @&«

Unmasky,(c) decrypts ciphertext ¢ € {0,1} with: x = m & c.

The general idea behind this scheme is that with ¢ fixed, for every possible x, there
exists a mask m such that ¢ = Mask,,(z). Thanks to additive masking, neither MLE nor
SYSTEM has the sensitive data in clear. For example, let x represent some data a USER
need, but which must remain hidden to MLE and SYSTEM. MLE has [[z]]; and SYSTEM
owns the decryption key k.

 Using the homomorphic properties and with [ = N, MLE will: (i) generate a mask m
with KeyGen (1), (ii) compute [[c]]x = Mask,,([[z]]x) and (iii) send [[c]]x to SYSTEM.
This latter has the HE-decryption key £, but not m and can thus only obtain c.

o A USER needs this . We have: (i) SYSTEM sends him ¢, (ii) MLE sends him m and
(iii) the USER executes x = Unmask,,(c).

Saka one-time-pad or Vernam’s cipher.
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4.6 Proposed Protocols

To tackle the new ITEM cold-start problem, we came up with two possible privacy-preserving
solutions: either a (online) interactive or (offline) non-interactive training protocol. As
the name suggests, in the first setup, the k selected users have to stay online during the
whole process, while in the latter, users can go offline once all their data has securely been
transferred to the MLE.

Homomorphic Operations We note that the ciphertext homomorphic operations
(HOP) in HEAAN are executed slot by slot (e.g. as the Hadamard product does). To add or
multiply a ciphertext with a scalar, one must thus duplicate this scalar in each slot of the
ciphertext. For ease of writing, we will use MultCC (resp. MultCP) for ciphertext-ciphertext
(resp. ciphertext-plaintext) multiplications.

Abuse of notations As we will use the same ITEM j throughout this section, we will
omit the index j. The pair (r;;,v;,) becomes thus (r;, v).

General idea Both protocols share the same general structure, but differ in the way
they handle step 3.

e Step 1 SYSTEM initialises the protocol and shares the public parameters.
o Step 2 Each USER encrypts his private data and sends it to MLE.

» Step 3 MLE applies the Gradient Descent algorithm without (I14) or with (Ilg)
USERS interaction.

» Step 4 MLE masks the obtained item representation and sends the masked, encrypted
vector to SYSTEM. He also sends the (unencrypted) mask to all USERs.

o Step 5 SYSTEM decrypts the masked vector and sends it to all USERs.

Both protocols are schematized in Fig[4.2] and [4.3] and the related pseudocodes can be
found in Appendix [AP.
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Figure 4.2: Non-interactive protocol A. The steps 2-5 correspond to the description of the
protocol in Section 4.6.1} Step 1 (Initialisation) is not shown. After step 2, all USERs can
go offline and MLE takes care of the rest of the job.
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Figure 4.3: Interactive Protocol B. Based on the federated learning approach, USERs
compute locally their gradient at each iteration. The yellow A-B-C-D-E steps constitute
the third step. Step 1 (Initialisation) and 2 (Preparation) are not shown.

4.6.1 II4 Non-Interactive Training Protocol
Main Idea

In this non-interactive protocol, once a USER has encrypted and transmitted his private
data to the MLE, he can go offline. His job is then finished and we won’t need him further.
MLE applies the gradient descent algorithm in a fully-homomorphic way until the stopping
criterion is met (see Section for a complete discussion on the stopping criterion).
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Figure 4.4: Packing b USERs in a single ciphertext [[U]]. We duplicate the initial latent
vector v to fit all slots of [[V]] (yellow).

Description

To take advantage from the high numberﬂ of available ciphertext slots, we will implement
packing techniquesﬂ and parallelise some computations. In particular, we will pack ny
USERSs in a same ciphertext [[U]]. To ease ciphertext manipulation operations, all USER
private data must fit in a vector p of length [p| equal to a power of two. We will define
the batch size b in a way that all USERs of a same batch fit in a unique ciphertext as in
Fig. H We have N/2 slots in a ciphertext of degree N and can thus pack b = % USERS
together. This defines the number of mini-batches (i.e. the number of ciphertexts):

k _ 2k|p|
T 4.2
TR TN (4.2)
The complete protocol is schematised in Fig[£.2] and the computational complexity of each

step is reported in Table [d.2] More formally, we have:

Step 1. System initialisation The SYSTEM generates a (pk, sk) key pair and dis-
tributes pk to the MLE and all USERS. Both MLE and USERS save the pk. The MLE defines
the learning parameter set (1,b). Specific to the HEAAN scheme, the SYSTEM generates
rotation and relinearization keys (respectively noted as Eroriy and Kretin) and send them to
the MLE. The SYSTEM also generates the first random weights:

v(o):(ao a ... aq —1) (4.3)

where a is a random vector sampled from a normal distribution of mean 0. Finally, he
duplicates it b times to fill all the slots, encrypts it and sends [[v(?)]] to the MLE.

"Needed to ensure the hardness of the RLWE problem, see Section
8Sometimes called batching, but we will stick to packing as we already have mini-batches in the gradient
descent method.
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Step 2. Users encrypt and outsource With the idea of minimizisg the number
of HOP, we fit the preference, USER and ITEM bias in a same personal vector p of size
Ip| = d + 2] Each USER i forms his private vector

_ /
pi = (1,u1-1, R ,uid,ri> 5

by prepending his latent vector u; with 1 (for the ITEM bias) and adding r} = r; — 0% at
the end. The USER bias is directly subtracted from his preference r;. He encrypts p; with
SYSTEM pk and sends [[p;]] to the MLE.

Step 3. Gradient Descent by the mle

o Step 3a. Aggregation The MLE shuffles and packs the k received personal vectors
[[p:]] into np ciphertexts [[U]] containing each b personal vectors. [[U]] is thus a
N /o-dimensional vector packed in a single ciphertext, but for clarity reasons we will
represent it here as a b X |p| matrix.

1 Ui ... Uig 7’/1
on=1f: + - : (4.4)
1 Up1 Upd ’I"é

This packing process requires (k — n;) rotations and additions as described in
Appendix [All. Shuffling the personal vectors while packing them is important to
keep the stochastic character of the iterative method. The steps B-C-D are executed
for each of the n, ciphertexts.

o Step 3b. Computing the error E The packed personal ciphertext is multiplied
with [[v)]] to obtain a raw version of E:

/
b upwy ... upw. —r)

/
b upwr ... Ugw, —Ty

Each row contains all the terms of the inner product. To obtain a clean [[E]] MLE
has to sum the rows, extract this sum and duplicate it to all slots of the ciphertext.
This process is described in Appendix [A]l and consumes 1 level. We take advantage
from this consumed level to directly incorporate the learning rate n and prevent 1
additional ciphertext-plaintext multiplication. This produces the final vector E:

E]=1: - ), (4.5)
1Sk nsy 0

with s; the sum of row ¢ in [[E,q]]. As the last column of [[U]] isn’t needed anymore
and would poison the next V = F ® U computation, we set the last column of [[E]]
to zero.

9As a remainder, d is the size of the latent space.
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« Step 3c. Computing the gradients The MLE multiplies [[E]] with [[U]] and
sums the columns to obtain the final gradient [[V(®]]. When all slots are used,
summing the columns does not consume any level (see Appendix [A]l).

o Step 3d. Parameter update Last but not least, the MLE uses the gradient to
update v;.
[ 1) = () B [0V Y]] (4.6)

v

« Step 3e. Bootstrapping At the end of the iteration, a bootstrapping step is
executed to restore the ciphertext modulus to its original level.

Step 4. Publication of the result Once a stopping criteria is met (see Section m
for a detailed discussion), a mask vector mask; is generated and added to [[v;]] to obtain
[[v; + mask;]]. This last value is then sent to SYSTEM for decryption and distribution to
the USERS.

Steps Where HE.AddCC HE.MultCP HE.MultCC
[3a] Aggregation QMLE b—1 - -
[3b] Computation of E  @QMLE  2log,(d) + 1 1 1
[3c] Computation of V.= QMLE log, (b) - 1
[3d] Weight update QMLE 1 - -

Table 4.2: Number of HOPs for protocol A. This corresponds to 1 iteration and 1 mini-batch.
For n iterations over n; mini-batches, these values must be multiplied with a factor nn,,.
Missing steps do not require any HOP. Step 3e (not shown) is the bootstrapping step.

4.6.2 Ilp Interactive Training Protocol
Main Idea

The idea here is that the MLE outsources the costly MultCCs of the gradients to the online
USERs. These have their personal latent vectors u; in clear and the costly MultCC inner
product of step 3 becomes a gentle one with equivalent MultCP.

As depicted in Fig. , we obtain the following exchange in step 3 (for each iteration):
a. The MLE sends the latest item representation v; to all k& USERs.

b. Each USER 7 performs locally the sensitive inner product and computes so his local
gradient. Next, he sends his (encrypted) local gradient to MLE.

c. MLE aggregates all (encrypted) gradients,

d. and updates the latent vector v;.
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These 4 points represent steps 3a-b-c-d hereunder. By outsourcing the (outsourced) data
back to the users (i.e. federated learning), we obtain a double gain: (i) we remove all costly
MultCC and (ii) we delegate -and parallelise- the costly computations to the devices of the
k USERS. This parallelization enables us to reduce the overall depth of the homomorphic
evaluation circuit.

Description of the Protocol

The core of the protocol happens in step 3. It can be used in a levelled setting or with a
bootstrapping step. As the distributed nature of FL does not permit to compute efficiently
real-time weight updates, there is no longer any reason to compute mini-batches and we
use a single batch (b =k and n, = 1).

Step 1. System initialisation The SYSTEM generates a (pk, sk) keypair and sends pk
to the MLEF_U} The MLE defines the learning parameter set (1, b). Specific to the HEAAN
scheme, the SYSTEM generates k,q ;) and k¢, and send these to MLE. USERs only need
the rotation keys kmm The SYSTEM also generates the first random weights:

v = (ao a ... ad) (4.7)

where a is a random vector sampled from a normal distribution of mean 0. It encrypts it
and sends [[v]]*=? to all USERs.

Step 2. User gets ready FEach USER issues his preference r; and gets ready to
participate in the learning process. He encodes his personal profile twice: once without
modification and a second time after multiplying it with 7] This prevents one additional
multiplication at MLE side. He also computes and encodes 7} = r; — b to include his USER
bias in the learning process.

Step 3. Gradient descent We use here the federated learning approach and repeat
the following steps for each epoch ¢,

e Step 3a. Publication of the latest parameters The MLE distributes his last
version of the weights. As he only possesses these in encrypted form, he sends [[v]]®)
to all k USERS.

« Step 3b. Local computation of the gradient Each USER i receives [[v]]® and
enriches it with his confidential data (u;,r;) to obtain his private gradient of epoch t:

VY = (wl[o)]® = 7:)u; (4.8)

We notice that the only HOPs required here are additions and plain multiplications.
He then sends his encrypted gradient [[VU]]Z@ back to the MLE.

0The USERs perform only plain additions/multiplication and don’t need pk

"Technically, they only need log(d) rotation keys.

12We recall that we made the hypothesis that USERs won’t act as malicious adversaries. Here, a malicouis
USER could multiply with a disproportionate n
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o Step 3c. Aggregation of the gradients The MLE aggregates the received gradi-

ents.
V) =3 [V (4.9)

i

o« Step 3d. Update of the parameters Finally, the MLE uses the aggregated
gradients to update v, again with a single homomorphic subtraction.

[ = )] BallV., ] (4.10)

« [Optional] Step 3e. Bootstrapping When the number of iterations per boot-
strapping (ipb, see Section [4.8.2)) is reached, a bootstrapping step is executed to
restore the ciphertext modulus to its original level.

Step 4. Publication of the result Once a stopping criterion is met, a mask vector
mask is generated and added to [[v]] to obtain [[v + mask]]. This last value is then sent
to SYSTEM for decryption and distribution to the USERS.

Steps Where HE.AddCP HE.AddCC HE.MultCP HE.MultCC
[3b] Local V QUSER 1+ logy(d) - 2 -
[3c] Aggregation QMLE - k—1 - -
[3d] Weight update QMLE - 1 - -

Table 4.3: Number of HOPs for 1 iteration of protocol B. Steps not represented, do not
require any HOP. Step 3e (not shown) is the bootstrapping step.

4.6.3 Stopping Criterion

There are numerous ways to stop the iterative gradient descent process. This process is
also called early stopping [86]. Among them we have:

1. the maximum number of iterations is reached.

ii. the difference in the objective function for held-out data (i.e. validation set) is
smaller than a threshold.

iii. the total absolute difference in the weights v+ and v® is smaller than a threshold.
iv. the gradient norm is smaller than a threshold.

Item (i) is often used and uses the convergence property of gradient descent. However, this
does not tell whether or not the algorithm has converged yet nor if the model is overfitting
the training samples. Item (ii) implies a significant number of homomorphic multiplications
to evaluate the objective function on the validation set. However, it provides a guarantee
that the model keeps improving and generalises well. The idea underlying item (iii) and
(iv) is similar. Once the norm of the gradients (or the difference between v and v(+Y) is
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sufficiently small, one can assume the gradient descent algorithm has converged.

To bear in mind, is that all these values are homomorphically encrypted and the
comparison with a threshold is not that easy. Two main approaches exists.[87] uses the
Newton approximation and arithmetic schemes (e.g. the HEAAN scheme) to evaluate
the sign(.) function. The second approach is to use non-arithmetic operations (e.g.
table lookup) to perform the comparison. The TFHE scheme is among the most efficient
schemes for these non-arithmetic operations. [88] showed that using efficient packing and
optimisation algorithms, arithmetic and non-arithmetic circuits have comparable amortised
time to evaluate the sign(.) function. However, they conclude that TFHE still performs
better when evaluating a single comparison.

Among the 4 items proposed above, only the first one does not require this encrypted
comparison circuit. For the 3 others, we adopt the general notation ||A®|| < w where A®
is the value of the stopping function and w the defined threshold. We define the sign of
2z = ||AD|| — w as the stopping criterion; when sign(z(*sire)) = —1, the method stops.

We could directly include the sign function in the parameter update of ([1.1)):
[0"]) = [[0]] + [[siga(=)]] - n [V, ]]V)] (4.11)

This allows us to bound the homomorphic circuit, but ¢4, — tfina superfluous epoch
would be evaluated. To avoid these redundant epochs, we could involve the SYSTEM and
let it decrypt [[sign(z®)]]. Evaluating the sign(.) function on MLE side prevent SYSTEM
from discovering 2(*) (and thus A® if he knows w or A1) — A® if not). This process
leaks only 1 bit among the |z| bits. This single-bit leak is hardly unavoidable since it
defines if the MLE must continue the iterative method or not. The first solution (4.11))
prevents this leaks at the cost of ¢,,4; — ¢ ina €xtra epochs.

Intuitively we would say that computing the gradient norm would require fewer multipli-
cations than computing the objective function over a held-out set. However due to efficient
packing techniques, both criteria could require the same amount of multiplications.
We also note that evaluating a single comparison in HEAAN is costly (evaluating a circuit
of depth O(logn) for n-bits numbers [88]).

To conclude this discussion, we recommend to use a combination of the first approach
and one of the 3 others. For example, the MLE could evaluate the stopping criteria every ipb
number of iterations. This process can then easily be parallelized with the bootstrapping
step.

4.7 Privacy of the Protocols

We base the security of our protocols on the IND-CPA (i.e. semantic security) property of
HE [12].
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4.7.1 Privacy of user data

In protocol B, as USER data never leaves his device, his private data will never be directly
compromised. In protocol A, ciphertexts containing private USER data are outsourced
to the MLE. Under the hypothesis that MLE and SYSTEM do not collaborate, are honest-
but-curious adversaries and the parameters of the RLWE problem are correctly defined, if
MLE learns something more on the ciphertext than his size, he has broken the IND-CPA
property of HEAAN. By doing so, he breaks the underlying RLWE problem and can thus
break some worst-case lattice problems. As this is considered as infeasible, we can assume
MLE will never learn anything more than what he is given.

SYSTEM will never receive any raw USER data and will never be able to learn anything.
Since USER data is encrypted end-to-end, there is no danger of de-anonymisation.

4.7.2 Gradient Leaks

Even if USER data never leaves his device as in protocol 1, it can be indirectly compromised
due to possible gradient leak attacks of the MLE. As gradients remain encrypted end-to-end,
HE offers a solution to the inherent leak of gradient descent methods. The MLE can update
the weights v() while all gradients remain totally encrypted. The intermediate weights v(®*)
remain encrypted during the exchange and there is no way to infer any information about
the gradients.

4.7.3 Membership Inference Attacks

If the ITEM representation v is known by SYSTEM and MLE, they could generate dummy
profiles u; and make membership inference attacks to know whether or not w4 is present
among the profiles of the k selected USERs. This is a minor attack as k can be large
and the number of possible profiles u, infinite. However the attacker could isolate some
components of the latent space (e.g. a component contrary to the principles of the SYSTEM)
and make inference attacks on this component only.

To prevent any form of membership inference attack, we kept all representations v,
hidden from SYSTEM and MLE thanks to an additive masking scheme.

4.8 Implementation

We implemented both protocols and evaluated them on our dataset with toy parameters.
The results were obtained on a laptop with a Intel i7 CPU and 16GB of RAM. The codes of
our 2 implemented protocols can be found on GitHub: https://github.com/brabantm/
AD-training. All codes run on a single core.

4.8.1 Python Toy Example

To ease the comparison of the results between the models in clear and the ones encrypted
in the ciphertext space, we kept the same language and implemented a Python toy example
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for each of the 2 protocols. Python is definitely not the most efficient language for FHE,
but again efficiency was not the main goal of this study.

To obtain results in reasonable time we used between 1/5 and 1/20 of the dataset for
assessing the performances of our protocols. We rounded the number of training samples
to a power of two to obtain fully packed ciphertexts. We kept the 9:1 ratio between the
number of samples in the test and training set.

We used the Python py-fhe library [89]. We noticed that it has a non-conventional
way of sampling the distributions during the setup and encryption steps. Instead of
sampling the error e from a discrete Gaussian Distribution DG (o), they sample it from
a discrete triangular distributionﬁ with probability p = 0.5. This gives a smaller ¢ and
would potentially lead to security breaches. Therefore, we wouldn’t recommend py-fhe for
production purposes. However as a toy library, it is easy to get into and well-coded.

py-fhe implements the original bootstrapping algorithm proposed in [76], since then
different improvements have been published [77, [78]. As shown in [78], faster bootstrapping
reduces computing time by a factor of 30 while increasing utility by a factor of 50. This
inefficient bootstrapping will stand out during execution.

4.8.2 Parameter Choice

We discuss here the parameters of the HEAAN scheme and explain the choices we made.
All our used (toy) parameters are reported in Table .

Scaling Factor A We define the scaling factor A = 2?°. These bits are not superfluous
as bootstrapping drastically reduces precision [76]. Ideally we should have use two different
scaling factors as in [70]: one for ciphertexts encodings and one for plaintexts. This
enables us to consume only half a level during each MultCP. However, the library we used
did not allowed for that, so plaintexts and ciphertexts are encoded using the 22° scaling
factor. We also define log Ay = 2!°. This increase precision during bootstrapping, but all
bootstrapping operations consume then log(AAy) bits instead of log A.

[70] uses A = 23Y and Ay = 2°, our choice keeps the same precision during bootstrapping
while consuming fewer moduli bits during the overall HOPs. This comes at the price of a
negligible precision loss during plain HOPs as the bootstrapping step is HEAAN’s precision
bottleneck.

Modulus Qu The ciphertext modulus ()g depends on the depth of the homomorphic
circuit that must be evaluated. We defined the initial modulus of all our ciphertexts as

log(Qo) = log(A¢A) +ipb - (L -log A), (4.12)

with ipb the number of iterations per bootstrapping and L the depth of the circuit.

13The discrete triangular distribution considered here samples values from {—1,0,1} with respective
prOba'bﬂity (1/177 P, 1/1’)'
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Parameter N ipby ipbp logQ, logQ, | k ba mny
Set-1 64 1 12 635 1160 32 4 8
Set-11 256 1 12 635 1160 128 16 8
Set-111 1024 1 12 635 1160 128 64 2
Set-IV(ipb) 256 - ipb 85 610 128 - -
Set-V (k) 64 - L 785 785 k - -

Table 4.4: Toy parameter sets used for evaluation. We do not claim any security level
here. The 3 rightmost columns are problem-dimension parameters. The reported n; are
for protocol A. bp is always equal to k and ny, (of protocol B) equal to 1. "L" stands for
"levelled".

Modulus Q; We must also define a modulus ();. This second modulus is the highest
possible modulus obtained during bootstrapping. However, a fraction of it is lost during
the (homomorphic) evaluation of the bootstrapping circuit. We define @)1 in a way to
obtain )y after the bootstrapping step. An analysis of our used library gives:

log(Q1) = log(Qo) + (8 + Ntayior) - log(AA) (4.13)

with 74y = 7 the number of iterations of Taylor’s degree 7 approximation of exp ().
We remind that the bootstrapping HOPs consume log(AAg) bits instead of log(A). This
gives better precision during bootstrapping.

Depth L Both protocols have different depths L. Using the values of Table 4.2 and [4.3]
we obtain the depths of both circuits (L4, Lg) = (3ns,2). For a same depth L, protocol B
can make 3n;,/2 times more iterations. We kept this ratio so both protocols have the same
moduli and set thus ipbg = 3% and ipby = 1.

Ring degree N For a same security level A, the ring degree N is directly correlated
with the highest modulus )1, which depends on the depth of the circuit L. In turn, L
depends on the protocol and the dimensions of the problem. We can insert in (4.1)),
solve for N2, and find the minimum degree ensuring \ bits of security. The final N is set

to the smallest power of two larger than the obtained N,,;,.

4.8.3 Results

Performances

We report on the performance results of both protocols in Table Regarding protocol
B, step 2b requested the evaluation of £ times two MultCPs. As this would normally
be parallelised over the k USERS, this step was here the most time-consuming one. We
noticed a strong decrease in computing time over the iterations (3 to 5x). We suppose
this corresponds to the USERs being stored closer and closer to the CPU. We took the
maximum computing time (i.e. first iteration) instead of the last (smallest) one.
However, each USER could store his personal vector in a CPU-friendly manner and boost
the performances.
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Protocol A [3a] Aggr. [3b] Err. [3c] Grad. [3e] Boots. Total

Set-1 4.109 1.946 0.803 51.12 597.978
Set-11 33.80 2.595 1.415 106.1 143.91
Set-111 195.7 14.82 10.13 3090.9 3311.5
Protocol B - [3b] @User [3c|] Aggr. [3e] Boots. Total
Set-1 0.0822 0.0119 54.5¢ 3.9803
Set-11 0.9919 0.0323 102.12¢ 7.9565
Set-111 4.046 0.0778 2639.5 2643.6
Set-IV(1) 0.6332 0.0240 38.79 59.472
Set-IV(L) 0.7852 0.0383 - 0.8235
Set-V(32) 0.1047 0.0041 - 0.1088
Set-V(128) 0.0949 0.0102 ; 0.1051
Set-V(512) 0.0950 0.3962 - 0.4912

Table 4.5: Time performances (in seconds) of both protocols. The steps are noted between
brackets. Step 3d has an average computing time less than 107 and is not shown. a
exponent means this value is amortised over the number of iterations per bootstrapping
ipbg. Step 3b is very dependent of how memory is used. We noticed a strong decrease in
computation time over the iterations. We took the maximum (i.e. first iteration).

Precision

This assesses the correctness of the model computed in a private manner w.r.t the one
computed in clear. We didn’t have the time and resources to make a complete cross-
validated evaluation of the precision of both protocols. As an example, the dotted lines
in Figure and show the true values and the solid one, the HE approximation of
our protocols. With our choice of A = 22°, we observe a negligible difference between the
encrypted and plaintext weights v;.
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RMSE evolution of both protocols RMSE evolution encrypted vs clear
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Figure 4.5: The RMSE evolution of both Figure 4.6: RMSE evolution of 5 ITEMs
protocols for parameter Set-II. Dotted lines with their corresponding true plaintext val-
represent the ¢rue plaintext values. ues (dotted) for protocol B (Set-II).
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Chapter 5

Discussion and Further Work

We discuss here the results obtained in both of the above chapters and give some directions
of further work. Related work regarding the privacy-preserving protocols of chapter 4, will
also be discussed.

5.1 Prediction Task

5.1.1 Performance

The final cross-validated regression scores of each of the 53 ITEMs are shown in Fig. [5.1f1
With average RMSE values of 0.2822, the obtained results are encouraging but definitely
not sufficient for such a demanding system. This is mainly due to the simplistic approach
we kept with as after-thought the homomorphic evaluation of it. The limited amount of

data we used also restrained our results.
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Figure 5.1: Boxplot and regression scores for each of the 53 ITEMs. The lighter, the better.
We notice a series of ITEMs that pulls the results down. For comparison, the horizontal
dotted line represents the constant (mean) model.

I'We used the final parameter set as defined in Table
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5.1.2 Further Work

We list hereunder a non-exhaustive list of further work related to our chosen approach for
predicting single vote outcomes.

Matrix Factorisation

We believe that sticking to the matrix factorisation approach, has numerous benefits.
Firstly, it allows for a certain degree of interpretability of the responses as the final result
are a linear combination of different terms. This makes the avatars transparent in the way
it achieves the prediction. Secondly, the factorised profiles can easily be supervised and
guardrails can be added to avoid undesired actions. Next, MF reacts well to the addition
of external metadata. Adding this metadata is essential to fine-tune users’ profiles. Finally,
the bi-matrix approach fit well into the federated learning setup.

[18] used a Bayesian approach and combined Gaussian Process with latent factor models
to predict regional vote outcomes. They achieved better results with this combination than
with each of the models individually. [90] combines MF with Generalised Linear Models
and use high-dimensional historical data to factorise regional vote outcomes. Generalised
linear models seem an interesting direction to continue the study at the level of individual
users.

Latent Space

A thorough analysis of the latent space must be carried out to understand all the ins and
outs of it. As it is meant to evolve with time, it should be supervised to avoid dangerous
drifts. Efficient data-visualisation tools could be used to monitor and track this sensitive
space.

In our eyes, the latent space is one of the cornerstones for raising awareness of the
different issues at stake and make them comprehensible to all. For example, one of the
2021 Swiss votations concerned the Economic Partnership Agreement with Indonesia. The
decomposition of the question in different causes helps to understand all the ins and outs
of it. While one might have thought that economic issues would be the only predominant
issue here, it was quite the opposite. The import of Indian palm oil (and its environmental
and health consequences) was at the heart of the referendumE] Being able to explain the
prediction results and their link with other domains is also a possible solution for the
cognitive bandwidth problem described in Sec. [I.1.1}

More Data for Solving the Cold-Start Problems

Out of curiosity, we tried out some linear and non-linear models and found slight perfor-
mance improvements. However as the literature suggests [18, 27], we believe that adding
external data is essential for better cold-start solutions. Other emerging technologies as

Zhttps:/ /www.swissinfo.ch /eng/swiss-direct-democracy-could-undo-a-free-trade-deal-with-
indonesia /46422650
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natural language processing [91] could extract information from bills and votings and so
help solve the cold-start problem.

Bias

As in every ML model, the bias-variance trade-off is sensitive matter [92]. Especially in this
system, bias could have dramatic consequences. A (too) high variance in the models would
result in a possible overfitting on the preferences of the k selected USERs. Being among
the k selected would then give your preference a greater importance. The selection process
of the k USERs is thus a highly sensitive task and must best represent all participants.
Another source of bias is the design bias. An interesting discussion regarding models
inherently biased by their designers can be found in [93].

5.2 Privacy-Preserving Cold-Start Protocols

5.2.1 Comparison of Both Protocols

Both protocols are different by the way they handle the problem. The interactive one
requires USERs implication and availability, while the non-interactive one gets the job done
on his own.

We are aware HE is often used to reduce the USER-side communication and computation
overhead of other techniques (e.g. secure multi-party computation). Our interactive
protocol IIg goes in the opposite direction and requires user participation. However only
MultCP are performed on USER side and this allows for low overhead and high flexibility. By
keeping all gradients encrypted end-to-end, even aggregated ones, we prevent confidentiality
breaches and limit the possibilities of integrity attacks.

Computational Complexity

Party AddCP AddCC MultCP MultCC
Protocol A MLE - ny (b+ 2logyd +logy b+ 1) ng 21y

USER - - - -
Protocol B MLE - k - -

1 USER 1+log,d - 2 -

Table 5.1: Comparison of the complexity and depth of both protocols for 1 iteration. n is
the number of mini-batches. As a remainder, n, = 1 and b = 1 for protocol B.

Table compares the complexity of protocols. It clearly highlights the differences
between both protocols. In the non-interactive protocol 114, a USER shouldn’t make any
computation at all and it is the MLE that makes them all. Due to the centralised character
of the protocol, MLE can make real-time gradient updates (see discussion in Section .
Thanks to packing techniques, the first protocol has a depth of 3n, levels per iteration.
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Public Key Rotation Key Relinearization Key
Protocol A v X X
Protocol B X log,(d) keys v

Table 5.2: SYSTEM keys necessary for the USERs in both protocols. The reason behind the
log,(d) rotation keys is explained in Appendix

Although this is N/6d times fewer levels than the naive way (4.2)), the depth of the circuit
remains consistent (O(n)). If we give up the real-time updates and consider only a single
batch, we obtain a depth in O(1) (see Appendix [AB).

On the other hand, the interactive protocol 115 delegates some computation to the
USER. Interesting to point out is that by doing so, USER data never leaves his device and,
at the same time, we avoid all costly MultCC. But to avoid a depth of the circuit linear
in k, all multiplications are parallelised and real-time gradient updates are not possible
anymore. Making mini-batches loses its sense and we form one unique batch. We obtain
then a depth of 2 instead of 2k.

Communication Costs

Protocol A has only a limited communication cost as only 1 ciphertext is exchanged
between USER and MLE (step 2). Furthermore, the only key that must be exchanged is the
public key. Protocol B has a significant communication overhead which is proportional
to the number of iterations. At each epoch, 2k ciphertexts are exchanged between USER
and MLE. Depending on the size of the underlying RLWE problem (and thus the size
of the ciphertexts), this could become problematic. Furthermore log(d) rotation keys
must also be transmitted to all USERs to allow ciphertext rotations. This adds an extra
communication overhead. The keys exchanged in both protocols are reported in Table

Leveled or Not

Protocol A can hardly be used in a levelled setting. The number of consumed levels would
explode (see Fig. and the ciphertext size will follow this trend. For example, with
parameter Set-II, protocol A consumes 48 levels per epoch while protocol B consumes
only 2 of themﬁ Moreover these levels are MultCP and are executed way faster then MultCC.

On the contrary, protocol B can be used in both settings as the number of consumed
levels remains low. Using protocol B in a levelled setting is even more interesting since
this drastically reduces the training time. For example, with parameter Set-1I, MLE is
able to update the parameters in 1s. If we do not take any communication latency into
consideration and assume all USERs have the same computational power as used here,
15 iterations could be executed in 14.57s in the levelled setting against 14m46s with
bootstrapping (and 36min for protocol A)E]

30r even one single level if we use a v/A scaling factor as discussed in Section
4However this must be balanced by the fact that we do not use the latest bootstrapping improvements
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Computational cost for 25 iterations Communication costs for 25 iterations
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Figure 5.2: We fixed N = 2048 and d = 16. Keys exchanged are considered as ciphertexts
for (b).

Convergence Rate

As the non-interactive protocol can compute the gradients using the latest available
weight set, evaluating mini-batches make sense and n;, weight updates are made at each
iteration. The convergence rate of protocol A is thus higher than for protocol B. This is
experimentally confirmed on Fig. [4.5

Scalability

We discuss here how our protocols scale with an increase of a parameter, the other staying
constant.

o Increase of N Protocol A takes advantage of the number of slots to pack a higher
number of USER profiles in a same ciphertext. An increase in N, reduces n; and so
does the complexity (and depth) of the iteration circuit. However, by increasing N,
we increase the size of all ciphertexts and make all computations slower.

e Increase of d If the size of the latent space d increases, the opposite as above
happens and the depth of protocol A increases (4.2). Protocol B does not experience
any significant change.

o Increase of k Protocol B scales well to an increase of the number of selected USERs.
Its complexity remains unaltered. Procotol A will suffer from an increase of n,
and so will the depth of the circuit. To absorb this increase in depth, the ring degree
must be increased to keep A constant and we observe N o v/kd for protocol A.

5.2.2 Related Work

Due to the recent GDPR regulations and the constantly increasing number of ML applica-
tions, a wide range of privacy-preserving training protocols and schemes have emerged.

as discussed in Section
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Among this jungle of schemes, there is something for everyone. For curious readers, we
refer to these interesting surveys [94], 95].

As mentioned in our research question and in section we restricted our study to
the iterative, homomorphic based, linear regression privacy-preserving training. We report
here some works that could have been used in our use case and that, among many others,
are worth reading. If we relax the homomorphic constraint, several schemes could be
used with for each of them their strengths and drawbacks. Regarding secure distributed
federated learning, we recommend [96]. For alternative privacy-preserving MF techniques,
we suggest garbled circuits [97] and differential privacy [64] O8].

If we relax the iterative constraint, numerous schemes solve the regression problem
with the least squares method [66]. If we relax both constraints, many other works are
related to privacy preserving federated learning [96, [63]. Finally, for the case of hybrid
recommendation systems using neural networks and complex activation functions, we
recommend [I5], [99].

5.2.3 Potential Use Cases

Our two proposed protocols are a mix of ideas from several different protocols [70, 65, T00].
They offer highly private ways to train gradient descent models on distributed data. While
protocol A is a rather classical way to outsource the training using HE, protocol B is more
unusual and has specific constraints (e.g. USERs must stay online and agree to do heavy
computations). However we believe that protocol B could be used in specific applications
(e.g. high value-added applications dealing with highly private data and a large number
of users). And especially if the organiser has a limited computation power. By using
accelerated gradient descent methods (e.g. Nesterov momentum [70]) one can increase the
convergence rate, reduce the number of iterations and only require the users to stay online
for a few minutes.

5.2.4 Further Work

First it would be interesting to study the way our protocols would react when implemented
using the latest bootstrapping improvements and evaluated with 128 bits security parame-
ters. We believe protocol B would keep its efficiency due to the shallow depth of its circuit
and the absence of MultCC.

Recently [101] showed that approximate homomorphic encryption schemes (e.g. HEAAN)
can verify the IND-CPA property and still be completely insecure. Their attacks on most
implementations of HEAAN were successful. They define an extension IND-CPA® which is
secure against their attack at the cost of a decrease in precision. A study of an IND-CPA”
HEAAN scheme and its performance implications would be necessary to ensure the privacy
of our protocols.

We believe that efficient HE-friendly packing techniques are crucial to make FHE
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usable. We implemented a horizontal packing technique for gradient descent methods in
O(n) per iteration, but suggest that vertical packing would be way more efficient. Real
time update wouldn’t be possible anymore. In a similar way as in [I02] and as discussed in
Appendix [A}f, one could already execute the outer product u; ® u; and outsource a d x d
matrix (wrapped in ciphertext) instead of a vector. This could have many advantages and
reduce the depth of the circuit.

Although the use of HEAAN seems to fit well with linear models, more extensive
models require complex non-linear functions. For such models, other schemes, such as
TFHE, seem more appropriate [79)].

Among the three musketeers of secure computationﬂ, we studied only (a fraction of)
homomorphic encryption. Secure Multi-party Computation and Functional Encryption, the
two other valiant musketeers, offer both a wide range of possibilities. Lightweight oblivious
aggregation combined with gradient compression techniques seems to us a promising area
of research to address the privacy problems related to gradient leaks in this particular use
case.

Shttps: //www.esat.kuleuven.be/cosic/blog /the-three-musketeers-of-secure-computation-mpc-fhe-and-
fe/
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Conclusion

When progress is driven by the promising results of Al and machine learning, privacy
is often set aside. But as many recent publications suggest, machine learning models
retain, leak and undermine personal data. We discussed the examples of de-anonymization,
gradient leak and inference attacks from the perspective of a voting assistant avatar.

More technically, we formulated four general problems which, we believe, constitute
the core problems a augmented democracy avatar must solve. We defined a collaborative
filtering recommendation system and built two privacy-preserving protocols to address
the new item cold-start problem. We showed their feasibility by implementing two toy
examples and evaluated them with a Smartvotd’ dataset.

Our matrix factorisation approach is versatile and offers interesting generalisation
possibilities (e.g. the addition of metadata or stopping criteria). However, it does provide
relative accuracy. The addition of external data sources and the use of generalised linear
models, seem a promising direction of further research. The distributed approach allows
each user to keep control of its profile. The use of homomorphic encryption when the profile
is to be outsourced ensures end-to-end privacy, but makes it computationally heavy and
difficult to scale. This could be remedied by exploring alternative secure computation tools.

To the best of our knowledge, this is a first step towards a primary technical construc-
tion of an augmented democracy avatar. It should be seen as a proof-of-concept that
augmented democracy -while preserving users’ confidentiality- is possible. We do not claim
to have the solution, but rather wish to highlight the path taken and the reflections we
have had.

Augmented democracy comes with numerous dangers. However, it is based on some
idealistic ideas that are interesting to be considered. Simply by its existence, it brings to
light certain problems of current democracies and highlights the importance of bringing
citizens closer to democracy.

In a near future, our problem formulation and privacy-preserving protocols could
further evolve to build personalised voting assistants. As most public consultations (or
referenda) often achieve limited participation levels, such systems could help and assist
citizens in their duty and bring a wind of change to these public consultations.

6 A Swiss Voting Assistant Application.
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Appendix A

Appendices

1. Sum methods

We use a utility function NaiveSum([[U]], d, scale, k,ot). The length d defines the length
of a USER vector. b of such USER vectors are packed in the ciphertext [[U]]. Factor scale
defines if we sum the columns (scale = 1) or rows (scale = d).

Algorithm 1 Utility Sum Function

Input: A ciphertext vector [[U]], a packing length d, a scale factor scale and rotations
keys krot
Output: The ciphertext [[U]] where all the scale slots are summed over a length d.

1: function Na1veSum([[U]], d, scale, kyot)

2. [[sum]] « [[U]]

3 for i in range(log, d) do

4 step < scale - 2°

5: [[tmp]] <— HEAAN.Rotation([[sum]], step, kyot(step))
6 [[sum]] <— HEAAN.Add([[tmp]], [[sum]])

7 end for

8 return [[sum]]

9: end function

When summing the rows, only 1 slot per row has the right value after performing
NaiveSum. This is because, rows are mixed together during the rotation steps. The
remaining slots contain thus sum results over 2 different rows (i.e. USERs).
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Algorithm 2 Sum the columns

Input: A ciphertext vector [[U]], a packing length d, rotations keys k,,; and the relin-
earization key k,ein
Output: The ciphertext [[U]] where the d columns are summed together.

1: function SumCoLumMns([[U]], d, krot, kretin)

2: [[dirty]] < NaiveSum([[U]],d, 1, ko)
3: [[clean]|| <— HEAAN.MultiplyPlain([[dirty]], mask, K,csin)
4: return NaiveSum([[clean]], d, 1, ko)

5. end function

Summing the rows, do not consume any level if all slots are used. This is because we
use a scale factor and the whole row is rotated together.

Algorithm 3 Sum the rows

Input: A ciphertext vector [[U]], a packing length d, a number of rows ¢ and rotations
keys kr‘ot
Output: The ciphertext [[U]] where the ¢ rows (of length d) are summed together.

1: function SuMRows([[U]], ¢, d, mt)
2: return NaiveSum([[U]], ¢, d, ko)
3: end function

2. Pseudocodes

We show here some interesting pseudocode to help understanding the overal structure.
The complete code with all 3 parties can be found on https://github.com/brabantm/
AD-training,.

Protocol A

We do not show the Rescale and LowerModulus steps required between each multiplica-
tion. We use a sequential circuit so their use is straightforward. The learning rate 7 is
incorporated during the mask multiplication in Line 12.
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Algorithm 4 Non-Interactive Protocol 114

Input: A ciphertext vector [[U]], a packing length d, a number of rows ¢ and rotations

[pel])

b)

> Step 3a

> Step 3e

keys krot
Output: The ciphertext [[U]] where the ¢ rows (of length d) are summed together.
1: function GRADIENTDESCENTA(([[po]],- - -, [[Pk]])
2: while StoppingCriterion not True do
3: ([[6o]], - - -+ [[bn,]]) ¢ MakeRandomBatches(([[po]],- - -
k(] < MakeEpocha(([[boll .. [fbw]), (V)
5: [[v]] - HEAAN.Bootstrap([[v]], keys)
6: end while
7 return [[v]]
8:

end function

9: function MAKEEPOCH4 (batches, ¢, d, ko)

10: for [[U]] in batches do

11: [[Eraw]] < HEAAN.Multiply([[U]], [[v]],

12: [[E]] < SumColumns([[Eawl], d, krots kretin)
13: [[Vyaw]]  HEAAN. Multlply([[ 11, [[U]],
14: [[V]] + SumRows([[V,awl], 1U1/d, d, kyot)

5 [[v]) « mEaaN. Ada([(v]) (V)

16: end for

17: return [[v]]

18: end function

'relin)

relin)

> Step 3b
> Step 3¢

> Step 3d

Protocol B

We do not show the Rescale and LowerModulus steps required between each multiplica-
tion. We use a sequential circuit so their use is straightforward. The learning rate 7 is
incorporated during the plain multiplication in Line 6.
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Algorithm 5 Interactive Protocol Ilg

Input: A ciphertext vector [[U]], a packing length d, a number of rows ¢ and rotations
keys krot
Output: The ciphertext [[U]] where the ¢ rows (of length d) are summed together.

1: function GRADIENTDESCENT_USERg(([[po]],-- -, [[Pk]]))

2 while StoppingCriterion not True do

3 Wait for [[v]] from MLE

4 [lei]] <= HEAAN.MultiplyPlain([[v]], wi, Kretin) > Step 3b
5: [[ei]] « HEAAN.AddPlain([[e;]], —7;)

6 [[Vi]] < HEAAN.MultiplyPlain([[v]], (Ir - u;), Kretin)

7 Send [[V,]] to MLE

8 end while

9: end function

10: function GRADIENTDESCENT_MLEg(batches, ¢, d, ko)
11: while StoppingCriterion not True do

12: Send [[v]] to all k& USERs > Step 3a
13: Wait for [[V,]] of all k USERs

14: [[agg]] « [[Vol]

15: for i in range(1, k) do > Step 3¢
16: [[agg]] < HEAAN. Add({[agg]], [[Vi]])

17: end for

18: [[v]] <= HEAAN.Add([[v]], [[V]]) > Step 3d
19: end while

20: return [[v]]

21: end function

3. User matrix

In a similar manner as in [I02], we observe that the square of the loss function disappears
when computing the gradient. We can then rearrange the gradient as:

1 n
Vo, L(v}, b; ﬁz UV; — 15U (A.1)
i—1
1 n n
S n z:l i=1
1
== (Avj - Y), (A.3)

Where A and Y can be completely pre-processed on USER side with their confidential
(wi, ;) pair. This halves the number of multiplications. However, each USER must now
outsource a (d + 2) x (d + 1) matrix instead of a (d + 1) vector.
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2
1 Uil c. Uiq Tij

Uit u“ o Ui UGq mjuﬂ

M; = (A, Y;) = (A4)

2
Uid UWUidUi1 - - - Usq rijuid

This is not problematic for protocol B since most slots are unused. Regarding protocol A,
this means that we can pack (d + 2) times less USERs in a single ciphertext while halving
the number of the multiplications. This is not cost-effective (as d > 0).

4. Real-Time for protocol A

We note that protocol A could also be used in a non-real-time setting (as protocol B).
We would then update the weights once per iteration (instead of n; times currently). In
a similar way as in Appendix [A] each USER packs his M; matrix and outsources it. The
MLE aggregates all matrices M = Y, M; and performs a single multiplication with v to
obtain the gradient. After having sum the rows, we obtain then the gradient:

V=|: - - - (A.5)

Where "-" represents dirty sums over 2 different rows. It remains for us to extract this
sum (with a binary mask), and duplicate the first column to the remaining ones to obtain
the final gradient.

In summary we can thus make non-real-time updates for I14 and consume only 2 levels
instead of the current 3n, levels. This gives then for steps 2-3A-D of protocol A:

Step 1. System initialisation Identical as in [4.6.1] We remind that the v vector has
the following form

U(O) = ((IO a ... Qg —1) 5 (AG)
duplicated to fill all slots.

Step 2. Local Preprocessing and Encryption FEach USER i preprocess locally his
data to form the A; and Y; matrices, respectively of dimension (' x r') and (r' x 1) with
r" = d+1 to include the bias term. He concatenates both matrices and obtains his personal
data matrix M;:

2
1 Us1 Usd Tij
2
Uq1 Uy U1 Uid TijUq1
M; = (A, Y;) = . (A7)
2
Wid  UigUWi1l - - - Usq TijUid
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To ensure the privacy of his matrix M;, each USER encrypts his matrix with the public
key of SYSTEM

HMZH = HE'Encrypt<Mi7kaYSTEM)7 (AS)

and sends it to the MLE. As soon as this is done, USER i can go offline. In the HEAAN
scheme, we encoded the matrix row-wise (i.e. one ciphertext for each row of the M; matrix).

Step 3. Gradient descent The MLE stores all received matrices M; and executes for
each iteration ¢/[1]

Step 3a. Aggregation by the mle The MLE uses the additive homomorphic
property of the scheme to aggregate the private matrices M;.

[[M]] = ZO [[M]) (A.9)

)

He sets A as the first (r + 1) ciphertexts of [[M]] and Y as the last one.

Step 3b. Computation of the gradients The MLE uses a single multiplication
to compute the gradients:

[V, ]] = [[M]] © [[v] (A.10)

However he must then sum the rows as in Appendix X and this consumes 1 level.

Step 3c. Parameter update Last but not least, the MLE uses the gradients to
update v; with homomorphic additions.

(1051 = [[vs]] = nl[V,] (A.11)

Step 3d. Bootstrapping At the end of the iteration, a bootstrapping step is
executed to restore the ciphertext modulus to its original level.

!The general case with a (single) batch of size b = k is here presented, the case of stochastic gradient
descent or mini-batch gradient descent with 0 < b < k is a direct extension of it.
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