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Abstract

Embedded software security has become nowadays a prominent concern driven by the
widespread use of micro-controllers across a diverse range of applications including
IoT devices. Ensuring robust security against side-channel attacks has become a cru-
cial objective for enterprises. This thesis specifically focuses on the evaluation of the
resilience of AES software implementations on micro-controllers against side-channel
attacks. The study delves into the process of conducting a template attack, encom-
passing both the training and attack phases, to assess the effectiveness of such attacks
thanks to state-of-art methodologies. Furthermore, the resilience of two distinct AES
implementations, namely lookup table based and fixsliced AES, is thoroughly exam-
ined. The findings underscore that, despite the incorporation of countermeasures,
software implementations remain susceptible to compromise given a sufficient number
of traces. This work sheds light on the significance of implementing robust security
countermeasures in embedded software systems to effectively mitigate the risk of side-
channel attacks.
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Introduction

In recent years, the proliferation of micro-controllers has led to their integration into a
wide range of critical systems, including embedded devices, Internet of Things applica-
tions, communication systems and more. This widespread deployment of these devices,
emphasizes the importance of ensuring the security and resilience of micro-controllers.
While cryptographic algorithms are commonly used to protect sensitive information
stored or transmitted by micro-controllers, those algorithms are not immune to at-
tacks. One significant threat for the security of micro-controllers is the side-channel
attacks (SCA). Instead of focusing on the possible breach of the algorithm, they target
the physical security of the device.

Challenges associated with the physical security of micro-controllers against these
threats emerged in the past years. First, because micro-controllers are often de-
ployed in resource-constrained environments, limiting the implementation of complex
security measures. Then, the small size and low power consumption characteristics
of micro-controllers make them vulnerable to physical tampering and unauthorized
access. Consequently, investigating the resilience of software encryption algorithm
against side-channel attacks on micro-controllers becomes a critical aspect.

Numerous cryptographic algorithms exist to protect sensitive information. Not all
of them are suitable for micro-controllers due to the resource constraints. The ideal
algorithm should be fast and efficient in terms of space utilization and power consump-
tion. Symmetric encryption schemes are more appropriate to meet those constraints.
A widely recognized and robust cryptographic algorithm for symmetric encryption is
the Advanced Encryption Standard (AES). Since its standardization by the National
Institute of Standards and Technology (NIST) in 2001 [11], this algorithm has not
encountered any critical threats and is still considered acceptable by the NIST for
symmetrical encryption nowadays [2].

The resilience of the AES software encryption algorithm against side-channel attacks
on micro-controllers is a critical aspect to investigate. Its algorithm is robust, but
its implementation on micro-controllers may introduce vulnerabilities that can be ex-
ploited through side-channels. Understanding the challenges faced in securing micro-
controllers against physical threats and side-channel attacks is essential for implement-
ing effective countermeasures and enhancing the overall security of micro-controller-
based systems.

This thesis investigates the resilience of different AES software implementations on
micro-controllers against side-channel attacks. An introduction to the AES algorithm
will be first provided. Then the focus will be shifted toward one of the most well-
known side-channel attacks, namely template attack and various tools and techniques
for assessing the effectiveness of this attack will be presented.

Next, two implementations of the AES will be introduced. One of them will be a
naive implementation of the algorithm, while the other will be a more sophisticated
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and optimized version.

Finally, the practical resilience of those implementations will be evaluated thanks to
measurements conducted on a micro-controller. This will contribute to the under-
standing of the challenges and strategies involved in securing micro-controllers against
physical security threats.



1 Theoritical background

1.1 AES

The Advanced Encryption Standard, also known as Rijnadel, is a block cipher based
on a substitution-permutation network developed by Joan Daemen and Vincent Rij-
men whose specifications are described in [9]. It is a symmetric encryption algorithm
(encryption and decryption use the same key) which operates with key sizes of 128,
192 or 256 bits. The block diagram of the AES execution can be seen in Figure 1. As
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Figure 1: Block diagram of the AES encryption

illustrated, the AES performs the same operations many times, this operation, called
round, is performed n times where n depends on the key size. For key size of 128,
192 or 256 bits, there are respectively 10, 12 or 14 rounds. The operations executed
within a round are denoted by the building blocks and are described in the following.
A different key is used for each round and those different 128 bits keys are derived
from the initial one thanks to a key expansion algorithm. One should notice that the
key used for the first round corresponds to the initial key and the template attacks
against AES are therefore focusing the first round of the execution. This is the reason
why the key expansion algorithm will not be described in the following. Moreover,
only 128 bits key size will be investigated in this work and for now on, AES will refer
to AES with 128 bits key size.

1.1.1 Buidling blocks

The AES operates on 4 x 4 matrix of bytes to represent the different internal states
during the encryption. Let s” be the state matrix at the beginning of the round r
where the initial state s” stores the 16 bytes of the 128 bits plaintext. The encryption
is performed by different blocks working with arithmetic in Fys.

By By By DBy
r_ |Bi Bs DBy DBij
By Bg Biy, Biy
By By DB Bis

AddRoundKey : The Add Round Key ensures key mixing thanks to a bitwise XOR
between the state and the key. This is used to have a keyed permutation such as only



the receiver, knowing the key, can decrypt the ciphertext.
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SubBytes SubBytes is the operation responsible of the confusion. It performs an
inversion in Fys followed by an affine transformation on each byte.
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In the affine transformation, by and by corresponds respectively to the MSB and LSB
of the byte B. SubByte is the only non-linear block of the AES and can be pre-
computed to create a substitution box or S-Box, a table of 256 elements containing the
corresponding output. It is why the SubBytes operation is sometimes called the S-Box.

ShiftRows : ShiftRows is one of the block performing the diffusion. It performs a
circular left shift on each row with a shift value depending on the row index (left shift
of i for the row 7). In hardware, this can be implemented by a simple wire crossing.

By By Bg Bi
By By Biz Bi
By By By Bg
Bis By By Bn

ShiftRows(s") =

MixColumns : MixColumns is the second block performing diffusion. Each column
is associated to a polynomial such that a(x) = a3z’ + asx? + a1z + ag where q; is
the i*? byte, of the column. This polynomial is then multiplied by another fixed one
c(z) = 032340222 +012+02 mod x*+1. This can be written as a matrix multiplication
where s}’ j denotes the j*™ byte of the i*" column of s”.

02 03 01 017 [sf,
01 02 03 O1] [s},
01 01 02 03| |s,
03 01 01 02) [sl,

MixColumns(s;) =



1.2 Divide and Conquer approach

The AES uses a 128 bits key size. One could attack this 128 bits key at once by
enumerating all the 2!?® different possible values. Even if this attack is theoretically
possible, in practice exhaustive key search is too long to be successful. To reduce the
number of possible values in the enumeration process, one could try to attack more
keys of smaller sizes called sub-keys. For instance, attacking 4 sub-keys of 32 bits or
32 sub-keys of 4 bits. This approach is called a divide and conquer attack.

The AES is originally designed not to encrypt the 128 bits plaintext at once but by
encrypting it using arithmetic in in Fos. It implies that the 128 bits are sometimes
manipulated by block of 8 bits and this operation is repeated 16 times. This behavior
can be seen during the AES encryption with the SubBytes block which operates the
inverse operation in Fos on the 16 bytes independently. Moreover, this block is also
the only non-linear block of the AES execution. It means that two similar plaintexts
(i.e. differing from one bit) encrypted with the same key can have more than one bit
of difference at the output of SubBytes. This would not have been the case with a
linear block such as xoring .

SCA commonly focuses on the output of the SubBytes operation of the first round.
This place is chosen because of the non-linear behavior of the SubByte block but also
because the secret key is xored with the plaintext just before this block. As those
operations does not affect more than 8 bits together it is a suitable place to operate a
divide and conquer attack where each attack targets the output of one S-Box. Finally,
there are 16 independent attacks aiming the 8 bits S-Box output. Figure 2 represents
the composition of the AddRoundKey and SubBytes blocks of the first round with
notation for the different internal states. In this figure, B; and K; corresponds to the

B; SBOX —> ¥

Figure 2: Schematic and notations for an attack on the S-Box output

ith byte of the plaintext and key and X; and Y; to its corresponding S-Box input and
S-Box output. Those notations will be used in the following and the i will generally
be omitted for the sake of simplicity.

1.3 Side-channel attack

Side-Channel Attack refers to attacks that take advantage of any form of leakage of
a device to find information about its sensitive variables (i.e. its cryptographic key).
Introduced by Kocher et al in [15], they are nowadays used to evaluate the resilience of
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processors against physical attacks. Those attacks can be invasive, by disrupting the
behavior of the device, or they can just monitor the behavior and not interfere with
the device operations.

The non invasive attacks are called as Side-Channel Analysis Attacks (SCAA) because
they only analyze the device behavior. They exploit the information carried by the
leakage and compare it with the knowledge of the encrypted plaintexts. Their are
many types of SCAA, depending on the type of leakage used. It gives different SCAA
such as timing, electromagnetic or power analysis attacks. Timing attacks [16] exploit
non constant time execution of an algorithm due to branches, cache misses, etc. Elec-
tromagnetic attacks [12] use the electromagnetic radiations emitted whereas Power
Analysis Attack (PAA) takes advantage of the power consumption of the device dur-
ing the encryption.

One of the most important PAA is the Template attacks (TA). It works on the princi-
ple that the power consumption of a device follow a given distribution which depends
on the values being manipulated. It is based on divide-and-conquer principle where,
instead of recovering the full key at once, each byte of the key is attacked indepen-
dently. This helps to reduce the complexity of the attack as well as its time execution.

The TA is usually performed in two phases:

Firstly, a training phase can be conducted by the attacker where he collects multiple
traces with different known plaintexts and keys. The goal of the training phase is to
profile and model the leakage of a device when it manipulates a sensitive variable. To do
so, the attacker chooses a model following the leakage distribution and he characterizes
the model thanks to the training traces. For instance, one could assume that each
sample of the leakage follows a gaussian distribution and the training traces are used
to compute the corresponding mean and standard deviation. In the end, the training
phase aims to obtain a model for every internal state value.

Secondly, the attacker tries to recover the value of the sensitive variables for new leak-
ages. To achieve this, he uses the trained model on the new traces to derive different
probabilities associated to the sensitive variable values. The highest probability should
correspond to the correct internal state value if the model corresponds to the actual
leakage distribution.

In this thesis, one will focus on recovering the 128 bits key used during an AES en-
cryption by using a divide and conquer template attack with models on 8 bits.

1.4 Training phase

In the training phase, the attacker is able to record the leakage of many encryptions
with different plaintexts and keys which are both known. This set of leakage and its
corresponding data is referred to as the training set. The goal of the training phase
is to use the training set in order to profile the leakage of the device. This leakage
follows a certain distribution that is unknown by the attacker and which depends on
the value of the internal state (i.e. the ouptut of the S-Box). A statistical model must
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be selected to represent the unknown leakage distribution for a given internal state
value and the training set is then used to estimate the model’s parameters. At the
end of the training phase, 16 attacks are built where each of them is focusing on the
S-Box output. One will only present how to construct the attack for one S-Box, the
combination of the 16 S-Boxes will be shown in section 1.5.

One attack is composed of 256 models, one for each 8 bits S-Box output value. In this
section, one will firstly present how to choose and build the model from the training
set. Then, one will introduce some tools, relying on information theory, that measures
the quality of the model built.

1.4.1 Point of Interest

The recorded leakage traces contain samples that can be relevant or irrelevant depend-
ing on which internal state is modeled. For instance, Figure 3 shows the execution
of AES encryption. The attack focuses on the first round of the encryption thus the
samples associated to the other rounds could be not useful. The relevant samples are
commonly called Point of Interest (POI). They should be well chosen in order to fit
accurately the model to the true leakage distribution of the device. Moreover, even if
all samples of the first round can be useful, some of them could give more information
than others. For instance, the samples acquired at the same time as the processor
loaded the S-Box output are much more informative than others samples. There exists
a statistical tool for finding those most informative POI which is called Signal-to-Noise
Ratio (SNR).

Leakage of an AES encryption
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Figure 3: Ten rounds of an AES encryption

1.4.2 Signal-to-Noise Ratio

The SNR computes the signal to noise ratio between the leakage and a certain internal
state Y. It quantifies the amount of information about the internal state Y within the



leakage and it is defined in [17] as :

¥y (Br(L)))

£, (Vr(L]))

where the hat symbol ~ denotes the estimation of a statistic and Lg represents the

random variable associated to the leakage of all the traces T that have an internal
state Y with a value y.

SNR =

After the SNR computation, each sample of the trace has a value corresponding to the
amount of information about Y for that sample. This value is referred to SNR value
and if a sample has a big SNR value, it indicates that the sample is relevant to get
information about Y.

In the training phase, all internal states can be computed as the plaintexts and keys are
known. That is why the SNR is useful to find the most informative samples associated
to the corresponding internal state. The number of POI (npo1) can then be chosen by
selecting all the samples with a SNR value over a given threshold or by selecting the
npor samples with the greatest SNR value.

1.4.3 Template modeling

The leakage distribution of a device is generally unknown by an attacker. Template
modeling aims at approximating the unknown distribution with a simple model and
then finding the parameters that characterize it thanks to the training set.

The leakage of a device encrypting 2 different plaintexts should be different. Actually
it is also the case even if both plaintexts are the same. For the first case, it comes
from the difference with the values manipulated and for the second one, the variations
in the measurements are caused by electronic noise (coming from the device or the
probing equipment). If one assumes that this electronic noise is gaussian, then one
can represent each sample of the leakage by a normal law. This normal law is char-
acterized by two parameters : a mean and a standard deviation. The mean depends
on the plaintext encrypted and the standard deviation is coming from the noise. Each
of them can be estimated from the training set and the attacker can use the model of
one of the samples for the attack.

For a better modeling of the actual leakage distribution, multiple samples can be used
together and multivariate analysis is useful to take them all into account. With the
gaussian assumption, the best possible choice for the model is a multivariate normal
distribution. The probability density function (pdf) of this distribution for a new trace
1" and for an internal state value y is given by :

new 1 1 new — new
N |uy,zy>=|exp(—<le — 1) =S~ )

Ve, T

Where 1"V is the leakage vector of a new encryption with ng samples, p, and 3, are
respectively the mean vector and the covariance matrix of the leakage distribution for
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the internal state value y. Both of them are unknown but can be approximated by
their sampled values. They are obtained thanks to N; training traces and they can be
written as :

i =T ltr 2 _ C ltr ltr

p‘y_ (y) y Ov(yuy)
Where 1" corresponds to all of the training traces and lty]r is its linear subspace for
which all leakages have the internal state value y. One attack will be modeled by 256
multivariate gaussians that can be represented thanks to the corresponding sampled
mean vector and covariance matrix.

1.4.4 Linear subspace template

Template attacks is described as one of the most powerful divide and conquer SCA [7,
8] despite its high computing and storing cost. For instance, if all samples are used,
there are 2 x 256 x 16 vectors! of ng elements to store. In order to reduce the size of
the template, a linear projection can be performed from the leakage domain of size ng
to a linear subspace of size ng by the use of a dimensionality reduction matrix W of
size ng X ng.

Therejf/ore, the resulting pdf N (W1 T| £, ﬁl;) is characterized by fi, = E(ng—r)
and 3, = Cov(WIY ', WU ")

In this work, the leakage (1) used in the linear subspace transformation has already
been reduced with the POI selection. This reduced leakage, denoted 1%, is obtained by
only keeping the samples with a SNR value over a given threshold. This transformation,
called SNR reduction, gives the matrix Itr of size Ny X npor composed by the npor
most informative columns of 1.

1.4.5 LDA-based template

Linear Discriminant Analysis (LDA) based template is a linear subspace modeling
where the matrix W is composed by the direction that maximize the inter-class and
intra class ratio. Those directions {wm}Zdzl are chosen in order to maximize the ratio

T
W_SBW }atween Sg, the inter-class scatter, and Swy, the total intra-class scatter, as
w SWw )

described in [22] :

IK|—1

Sp= > Niliy —m)(fy, — )"
k=0
IC|-1 Ny—1

Sw = Z Z (L7 — g, ) (1 — fuy)

k=0 n=0

!The covariance matrix can be stored as a diagonal matrix because one can assume that the noise
between 2 different samples is uncorrolated.



_ Kl-1 - . . . :
Where 1 = ﬁ Z|k:|0 1, and 17 is the n' trace of 1'". As Sp is semi-definite and
symmetric and w is scale invariant, the maximization can be rewritten as :

s;/’s;ls? =uauT

Where the matrix U corresponds to the eigenvectors of the empirical covariance matrix
3i. Finally, the directions {wm}zdzl are associated to the ng largest eigenvalues of A.

For the sake of understanding, the notation ng will be referred as ny4, in the rest of this
document. The final gaussian distribution, after SNR reduction and LDA-templates,
is given by :

N (WinewT ’E(WWT), Cov(WItr " Wit ))
Where W is the projection matrix of size njg, X npor found by LDA. Thanks to SNR
reduction and LDA-based templates, the vectors stored for representing the gaussian
distributions are much smaller than before. Moreover, the cost of computing those

parameters is reduced.

Limitation. As highlighted in [8, 22|, the use of LDA templates is restricted to some
conditions. Firstly, the condition of equal covariance or also known as homoscedascity
that is assumed for simplifying the optimization problem. Secondly, the computation
of Sy implies that the number of traces N; must be greater than the number of POI
npo1 otherwise the covariance matrix becomes singular.

1.4.6 Information theory metrics

During the training, the leakage for every internal state value can be modeled by
a sampled statistical distribution. This sampled distribution could, sometimes, not
represent the true distribution due to estimation or assumption errors in the leakage
model. The estimation errors are caused by an insufficient number of traces used to
profile the model and the assumption errors can be related to an incorrect choice of
the density estimation (i.e. assumption of gaussian noise). Introduced in [13, 23],
information theory helps to evaluate the accuracy of the model by giving bounds
to the amount of information present in it for worst-case attacks. This amount of
information corresponds to the number of bits that can be found thanks to the model
when evaluating it on a new trace.

1.4.7 Mutual information

Denoting Y and L discrete random variables associated to the S-Box output and the
leakage. The Mutual Information (MI) between the leakage and the S-Box output is
given by :

MI(Y;L) =H(Y) + ) Pr(Y =y)) Pr(L=IY =y) logo Pr(Y =y|L=1) (1)
yey lel

Where H(Y') is the entropy of Y and can be rewritten as H(Y) = logy(])|) assuming
uniformly distributed values. ) denotes the set of all possible S-Box outputs and
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|V| its cardinality. As highlighted in [6], the real leakage distribution is unknown
but it can be approximated by its sampled estimate. Using the simplified notation
Pr(Y =y) = Pr(y), the MI computed by sampling is given by:

Ni(y)
NIV L) )+ 3 Pi(y) S Ntl(w log, Pr(yll, (i) (2)
yey i=1

Where Ny(y) corresponds to the number of traces in the training set with the same
S-Box output y and [,() is the ith leakage of an encryption with a S-Box output .
The true unknown distribution Pr({|y) of equation (1) is replaced by its empirical value
in equation (2). Since the empirical distribution converges toward its real value when
N; — 0o, MI(Y; L) also tends to MI(Y; L). Unfortunately the distribution Pr(y|l) is
unknown and therefore MI(Y'; L) cannot be computed. Even if the MI cannot be found,
it may be bounded by two limits, a lower and upper one, and those bounds converge
toward the same value as the number of traces for the training phase increases.

1.4.8 Perceived Information

The Perceived Information (PI) corresponds to the lower bound of the MI as shown
in [6]. It represents the amount of information in the leakage that will be exploited
by an attacker if he uses the model to get a value for Pr(y|l) [10]. Thus the unknown
probability of Equation (2) is approximated by its estimate on the model. The PI is
computed on a new set of traces consisting of Npy leakages that are not used for the
templates modeling and this gives:

Nei(y)
1 o )
PI(Y; L) )+ Pr(y) > log Primodel [y[ly (1))
yey i=1 Ne(y)

As the traces used for the PI evaluation are not the traces taken for the model building,
the PI is always smaller than the MI. Moreover, it can have negative values indicating
that the sampled distribution obtained on the new set of traces is too different form
the estimated model.

1.4.9 Hypothetical Information

The Training Information (TI) corresponds to the higher bound of the MI as shown in
[18]. It represents the amount of information obtained if the model built corresponded
to true leakage distribution. It can be found by overfitting the MI which is achieved
by using the model on the traces of the training set to get an estimation of Pr(y|l).
This can be written as :

Ne(y)
1
TI(Y; L) )+ D Pr(y) D 7 1082 Prinodeily|ly (1)
= 1 t(y)

In other words, TI relies on the model instead of its empirical distribution. This implies
that it carries possible biases coming from the choice of the model.
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1.5 Attack phase

When the attacker has obtained a model for every output of the S-Box, he can use
it on new leakages. When he evaluates a new leakage on to the models, he gets 256
probabilities, one for each S-Box output. The probabilities can then be mapped to
their corresponding S-Box input thanks to the bijective relation between the inputs
and outputs of SubByte. As the attacker knows the plaintext used for the encryption,
he can relate those probabilities to their corresponding sub-key value.

In this section, one will first present how to compute the different probabilities of the
S-Box output given only one leakage. Afterwards, one will illustrate with an example
how to find the probabilities associated to the sub-key from the ones associated to
the S-Box output. Then, one will show how to combine those probabilities together
when the attacker can have access to multiple leakages with the same encryption key.
Finally, one will present how to combine the different sub-keys probabilities together
to retrieve the full 128 bits key.

1.5.1 S-Box output probabilities derivation

In the attack phase, the goal is to derive the probabilities of the different S-Box outputs
y given a new leakage 1"V by computing Pr(y[1"®V). Unfortunately, this probability
cannot be found continuously and that is why it is approximated by its sampled value
Pr[y[1"®%]. This value can be obtained by applying Bayes theorem such that :

Bely|ev] = PrI"¥|y[Prly] ~ Pr[I"V]y]

y B |y|—1 B D/‘—l 5 new |, %
o S Prfwew)y]
> Pr |y | Prly*]
y*=0

lﬁr[lnew}

The last equality coming from the assumption that all y are supposed to be uniformly
distributed.

In the training phase, the attacker has built a model giving the sampled probability
P;rmodel[WineWw] for every internal state value y. Thus, after SNR reduction and
LDA-projection of 1"V, the attacker can use the profiled gaussian models to get an
approximation of PAr[y\Winew] for every y such that:

T Bt oW
Prly|wite] » Dot WL, ¢ g 1y g
Zy*:() Prmodel[W1neW|y*]

1.5.2 Sub-key probabilities derivation

The attacker generally wants to find the encryption key instead of the value of the S-
Box output. To retrieve the probabilities associated to the key from lﬁr[y|WineW], one
can use the bijective proprieties of AddRoundKey and SubBytes. Let use the notation
from Figure 2 with SBOX ™! denoting the inverse of SubBytes, b, k and z the value of
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the B, K and X. The sub-key probabilities derivation is illustrated in Table 1 for one

leakage 1"V,
y 0 |1 2 |- | 254 | 255
Pr[y[WI™*] | 0.01 | 0.2 | 0.003 | --- | 0.009 | 0.05
z=SBOX"l[y] | 82 | 9 | 106 |--- | 12 | 125
k=xz®b 94 | 5 | 102 | - 0 | 113

Table 1: Hlustration of the sub-key probabilities derivation with b = 12 and random
probabilities

The derivation corresponds to an index reordering based on the value of the plain-
text. In this table the probability for the sub-key k = 0 when b = 12 is given by :
Pr[k = 0|W1"*V] = Pr[y = 254|W1**¥] = 0.009

In most cases, the attacker has recorded multiple traces with the same encryption key
but with different plaintexts. Let 17V denote each of those leakages with i € [1, N,]
and where N, corresponds to the number of attacked traces. Assuming independent
executions, he can combine every lﬁr[k|l?ew] together and the aggregate probability for
the sub-key k is given by :

Na
Prlk[I"] = [ [ PrlkIWLY]
=1

The attacker can then sort the different k’s from the most probable to the least based

on their probabilities. This most probable value k* = argmax lﬁr[k\lgﬁw] should cor-
k€[0,255]
respond to the true sub-key value. To avoid rounding errors, due to the product of

small probabilities, one can compute P;r[k\lgﬁw] by summing all the log probabilities of

Prlk|W1rev].

1.5.3 Key enumeration and rank estimation

In the best scenario, the most probable value k* for each sub-key corresponds to the
correct one. But it usually happens that one or many correct sub-keys are not ranked
as the likeliest. Therefore, key enumeration on the sub-keys probabilities vectors must
be performed in order to find all correct sub-keys. An attacker can easily perform
enumeration up to 2322 different 128 bits keys as shown in [28]. In our case of formal
study of security analysis, it is useless to use this algorithm to evaluate the resilience
of a device to a SCA. Why ? Because it gives a binary indication on whether the SCA
can find the key or not. With this approach, it is impossible to see the level of security
when the SCA is not able to retrieve the secret key. For instance, to see if the rank
of the key is much higher (2!%) than 232 or a bit above (2%°) that value. In the first

2This is for an attacker using a single core device, an attacker relying on the computation power
of the Bitcoin infrastructure could enumerate 2°% keys per second.
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case, the device resilience is much better than in the other one.

In order to separate those two different cases, a tool called rank estimation has been
developed in [26, 20] to find the key rank without the need of enumeration. It com-
putes the rank of the full key (between 1 and 2'?®) based on the different sub-keys
probabilities vectors and knowing the correct full key. This tool is commonly used by
evaluators to have an indication on the resilience of devices against a certain SCA. The
devices with a key rank below 232 are considered as unsecured against the SCA and
the other ones can be ranked based on their key rank value to indicate their resilience.

The rank estimation algorithm used in this work corresponds to the one described in

[20]. It is based on histograms and can give the median rank of the attack as well as
its lower and upper bound for the full 128 bits key.
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2 AES 128-bits software implementations

One will investigate the resilience of different AES software implementations on the
same device against the template attack described in Section 1. Those implementa-
tions follow the FElectronic Code Book (ECB) mode of operation. ECB is the simplest
encryption mode which operates independent AES encryption on consecutive plain-
texts. One focuses on this mode because, even if it is the most vulnerable [19, 21], it is
still proposed by many micro-controllers vendors such as STMicroelectronics or Texas
Instrument in their new chips.

The execution of the AES, as shown in Section 1.1, is quite simple to implement
in practice. The only difficulty resides in the software implementation of SubBytes,
the only non-linear block. It can be implemented as a Lookup Table (LuT) or by
using logic gates to execute the inversion and the affine transformation. The software
implementations considered in this document are :

o Tiny-AES a LuT implementation optimized to reduce its code size.

o Fizsliced AES a constant-time implementation optimized for its speed execution.

2.1 Lookup table based AES

Tiny-AES is a LuT based AES written for 8 bits micro-controllers whose code can be
found on github. LuT based means that it uses a precomputed table storing for each
of the 256 inputs, the corresponding output of the SubBytes block. This choice of
implementation is designed for small code size and intended for cases where memory
footprint and portability are more important than performances.

To illustrate how the implementation works, one uses the following notations for both
128 bits plaintext and key where b; is the i*" bit of the plaintext and B; its i'" byte :
Bo B
pt = [Iboblb2b354b5bﬁb7lIbsbgbwbn131217135141315I big - - - b127]
key = [kokikaokskakskekr kskokiokiikiokiskiaks ki - - - kiar]
Ko K;

In this implementation, the key and the plaintext are manipulated one byte at a time.
The two first operations performed on one byte of the plaintext are illustrated in Fig-
ure 4 for a 32 bits architecture.

32 bits 32 bits 32 bits
0
R Bs 0 0 0 AddRoundKey X3 0 0 0 SubBytes € 0 0 0
0 _ 0 _
R |K|o|o]o K= ROR Ks | o | o | o | R=SBOXII | k3 | o | o | o

Figure 4: Tiny-AES implementation of AddRoundKey and SubBytes for 32 bits ar-
chitecture

The figure represents the key xoring of AddRoundKey between the plaintext byte Bs
15


https://github.com/kokke/tiny-AES-c

and the key K3 followed by the LuT implementation of SubBytes. Each byte is stored
in a 32 bits register R? and R! leaving 24 bits unused during the computation. The
other 15 bytes of the plaintext are encrypted the same way as Bs.

In the Tiny-AES implementation, AddRoundKey and SubBytes are not consecutively
performed for each byte. In fact, the 16 key xorings are first performed and then the 16
LuT S-Boxes are executed and all of those 32 executions are performed independently.
As a consequence, when the attacker records the leakage, each sample of the trace is
going to carry information about the encryption of only one byte. It means that only
the manipulation of those 8 bits is going to appear in the measurements with some
unknown electrical noise. With enough training traces, the templates should model
perfectly the leakage distribution associated to the 8 bits and the noise. Therefore,
the probabilities PAr[y|lneW] for all y should correspond to the true distribution if the
leakage distribution of the device really follows a gaussian distribution. One will verify
this hypothesis in Section 3.

2.2 Fixsliced AES

With the Tiny-AES implementation, only one byte is encrypted at a time even if the
processor architecture is greater than 8 bits. One could try to take profit of the ar-
chitecture size and encrypt as many bytes at the same time as possible. For instance,
encrypting 2, 4 or 8 bytes for architecture with register sizes of 16, 32 or 64 bits.
Figure 5 illustrates this approach for 32 bits registers. In this figure, one encrpyts 4

32 bits 32 bits 32 bits
0
RO | Bo | Bi | By | Bs AddRoundkey | X0 | X1 | X2 | X5 SubBytes oo | | 2| 1
0 0
Rl || 6l K R’ = ROR K | K | k&n | k3 | RO=SBOXIR) | gy | k, | K, | K3

Figure 5: Illustration of the encryption of 4 bytes in parallel with LuT based AES on
32 bits architecture

plaintexts at the same time. The execution is faster compared to Tiny-AES, but the
main advantage of encrypting more bytes in parallel, for side-channel resilience, is that
the leakage becomes noisier. Let’s assume that the attacker keeps the template attack
with models on 8 bits. In this configuration when one register is used, 4 bytes are en-
crypted in parallel. The attacker is going to model the leakage with template on 8 bits.
But in the leakage, the register manipulates those 8 bits in addition to 24 others that
are not taken into account in the template. In fact, those 24 bits act as noise because
they are not used within the model. This noise, due to other parallel encryptions, is
called algorithmic noise. It should impact the attacker because he would need more
training traces, compared with Tiny-AES, to have a good templates model and the
models obtained should not give as much information as before. The reason of that is
because the templates are built on the assumption that the leakage follows a gaussian
distribution. This could be the case with only electrical noise, but the algorithmic
noise does not follow this distribution. Its distribution is always deterministic and
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cannot be modeled apart if the attacker considers the other 24 bits in the template
modeling. This can be achieved by increasing the size of the template with models
on 16, 24 or 32 bits. Due to algorithmic noise, the templates should not model the
leakage distribution as accurately as with the Tiny-AES implementation.

Unfortunately, a 32 bits LuT, as in Figure 5, is not realistic for micro-controller. It
would need to store a table of 232 x 4 ~ 17GB in memory which is too much for
micro-controller application. To store less data, one could do 4 tables lookup, one for
each byte, in parallel. But this approach would need 4 CPUs running the LuT oper-
ation in parallel and most of the micro-controllers only have one CPU at their disposal.

To counter this problem, one could change the way of calculating the SubBytes op-
eration in order to still have this algorithmic noise in the leakage without relying on
LuT. This can be achieved by performing the SubBytes operation with logic gates
instead of precomputing it. With this approach, one stores each bit of a byte B; in a
different register, called slice. This approach is called bitslicing [29] and its bit packing
is illustrated in Table 2 with one plaintext for 32 bits registers.

32 bits
RY | b
R' | by
R? | by
R3 | b3
2 o Bi| - | Bis|0|--10
R | bs
RS | bg
R" | by

Table 2: Conceptual bitsliced bit packing on 32 bits architecture for one plaintext

To perform the SubBytes operation, some logical functions (XOR, AND, OR,...) are ap-
plied between the registers in a correct way in order to do the inversion and the affine
transform in Fgys. This logical implementation of the S-Box is commonly called bit-
sliced S-Box. It has the advantage to ensure a constant-time execution of SubBytes
and it enables a parallel execution of the S-Box on multiple bytes. The attack, with
the bit packing as shown in Table 2, still focuses on the output of the bitsliced S-Box
Y;. The only change with the LuT based S-Box is that the Y; has now its different
bits in different registers. By consequence, each register only manipulates one bit of
Y; with 15 other bits of algorithmic noise corresponding to the other Y;. With this
configuration the ratio between the bits of Y; modeled in the template and the number
of bit of algorithmic noise is reduced. It changes from 2—84 =0.25 to % = 0.0666.

In Table 2, one can see that only half of the registers are used. One could use the
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unused bits to encrypt another plaintext for example. The fixscliced AES, described
in [1], takes this idea but also improves the implementation of the bitsliced AES imple-
mentation. In bitsliced AES, the bits within a register are moved during the ShiftRows
operation. It introduces some overheads in the execution that fixslicing aims to reduce
by omitting ShiftRows and adapting MixColumns accordingly. With this approach,
the bits in each register/slice stays fix, hence the name fizslicing. Fixslicing increases
the performances at the cost of a bigger code size because 4 different MixColumns
implementations have to be stored to compensate the omission of ShiftRows.

Many bitsliced S-Boxes have been developed in the literature [14, 29] in order to re-
duce the number of logical functions. The one used in the fixsliced implementation
corresponds to smallest bitsliced S-Box known and has been developed by Boyar and
Peralta in [3]

The fixsliced implementation used in this document can encrypts 2 different plaintexts
with different keys and is available on github. To illustrate how the implementation
works, one uses the following notation to represent the plaintext and its corresponding
key where i € [0, 1]:

By Bi
. L " . . . . . . . . 1 . .
pt* = [bobi bbb b5bsb7 bsbybiobi1b12013014b15 big - - - biar]
key’ = [ﬁékikékékikékék%!fé% 11'0]911'1 i2ki3ki4kisl iﬁ“'kiz?]
K§ Ki

The fixsliced plaintext bit packing is shown in Table 3 and consists of interleaving
the different bytes of each plaintext in a given order to fill the eight 32 bits registers.
FEach byte is not order as in Table 2 for optimization reasons with the Mixcolumns
operation.

32 bits
RO | b3 | by
R | b | by
R? | b6 | by
R | by | by
Br | By Biy | By

RY | bg | b
R> | by | b
RY | by | i

RT | b | bl

Table 3: Fixsliced bit packing representation on 32 bits architecture for 2 plaintexts

The execution of fixsliced AES for the two first rounds is represented with a block
diagram in Figure 6 where the blue refers to the operations of AddRoundKey and
the red to the operations of SubBytes. In this figure, the packing rectangle block
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corresponds to the fixsliced packing of Table 3. A timeline execution of the code is
also represented® in Table 4. In the table, one can see that each operation manip-
ulates 32 bits and the SubBytes operation is not as straightforward as the LuT of
Tiny-AES. It corresponds to the operation done to for computing the bitsliced S-Box
and it performs the 32 S-Boxes in parallel. In Table 4 for the bitsliced S-Box, the reg-
isters, previously storing the keys, are used as temporary registers for the computation.

Time Operation

0 | RO=R'®R®
R > R Iy

® > £ & L e 1 Rl — Rl D R9
5| L N LN ——
R A g . 3

pt! > ;‘ oA Ri > & 7 R? —_ R? D R15

>PA L > -
R ‘A\ 4 [N & 8 R8 — Rd P R5
i 9 | R®=R0® RS

backing [ 127 | RS = RS @ R®
128 | RT=R*@ R?

key® >

key' >

RH

Table 4: Simplified time execu-
Figure 6: Block diagram of AddRoundKey and tion of the two operations of the
SubByte for the fixslice implementation first round

The attack mounted on this implementation focuses on the output of the bitsliced S-
Box. The attacker still models the templates on the output of a classical S-Box Y; with
i € [0,15] for one of the two plaintexts. The only difference is that when one register
is manipulated, the attacker is going to find only one bit of information in the leakage
for 31 bits of algorithmic noise. At each operation, the attacker is going to have a
model build on one bit of data and 31 bits of algorithmic noise. For one register, the
ration between the number of bits of Y; and the number of bits of algorithmic noise
is given by % = (0.032. Therefore, the attack performances should be less important
than with Tiny-AES.

3In this table, Time does not correspond to a cycle count but it gives an indication on which
operation is executed at which time.
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3 Experimental results

In this section, the experimental setup and the application of the template attack on
both implementations will be presented. The results obtained for each implementation
will be analyzed and critiqued. Finally a comparison between both software will be
conducted.

3.1 Experimental setup

The experiments are performed on a ARM Cortex-M4 STM32F303RD mounted on a
CW308 UFO board. The Cortex-M4 has an architecture on 32 bits and is operating at a
clock frequency of 8MHz, generated using an external quartz. The side-channel leakage
is measured with a CT 1 current probe from Tektronix and the signal is sampled at 5
GSamples/sec by a PicoScope 5000 with 12 bits of resolution. With this configuration,
one cycle on the targeted device corresponds to 63 samples in the measurements.

3.2 Tiny-AES

The leakage of the Tiny-AES implementation is shown in Figure 7. In this figure, one
can see that the first round is between sample 0 and around sample 7500 thanks to
the repetition of the rounds. The key expansion and the plaintext bit packing have
already been performed before the recording and the trace in Figure 7 only shows the
encryption of the plaintext for the first 3 rounds.

Tiny-AES leakage consumption

| First round | Second round Third round

20000 -
15000

10000

5000 A

—5000 1

—10000 4

0 2500 5000 7500 10000 12500 15000 17500 20000
Samples

Figure 7: Power consumption of the first 3 rounds of the Tiny AES implementation

3.2.1 SNR

The SNR evaluated on the output of each S-Box (Y;) is shown in Figure 8a for every
sample in the trace. In this figure, one can distinguish 4 different sections :
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Figure 8: SNR values for each S-Box output computed on 25k leakages

e The first section, with samples between [0, 2300], corresponds to moment where

the AddRoundKey is performed. The S-Box is a bijective relation between its
inputs (X;) and outputs (Y;). If one can find information on Y;, then due to the
bijective relation some information can be found on X;. As one can see, the SNR
value for the key xoring is less important compared to the output of SubBytes.

The second section corresponds to samples between [2300,5050]. It is where
the LuT S-Box is performed. The S-Box is applied on each byte independently
as one can see in Figure 8b. The SNR value decreases within each block of 4
consecutive bytes. It could be explained by the fact that the bytes are stored
in a 4 X 4 matrix of uint8_t within a 32 bits architecture. When one byte of
the matrix is manipulated, the 3 others bytes of the same row are loaded as well
because of the 32 bits register size. The decrease could be linked the position of
the byte in the register. Some bytes may leak more or less depending on where
they are located in the register. This assumption has not been verified but we
think that the decrease in SNR is more related to the position of the data in the
32 bits register than to the software execution of the AES.

The third section of the traces, with samples between [5050,8000], corresponds
to the execution of the diffusion layer which composed by ShiftRows and Mix-
columns. For ShiftRows, the bytes are shifted 1 by 1, it implies that 2 bytes
are manipulated at the same time. For MixColumns, they are manipulated by
blocks of 4. As multiple bytes are manipulated at the same time, it introduces
algorithmic noise in the leakage. This is why the samples of this part of the trace
have a smaller SNR value.

The last part of the trace, with samples between [8000,20000], corresponds to
the execution of the other rounds. As the SNR is computed on the output of
the first S-Box, it is normal to have a SNR value of 0 for those samples. The
diffusion layer and the key xoring of the second round has made the knowledge
relative to Y; disappeared in trace.
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The SNR values of the AddRoundKey and SubBytes are quite important. For those
operations, only one byte is manipulated by device and some variations between two
same encryptions are due to electrical noise. SNR is defined as SNR = % =

VIE[P]]
E[V[N]]
assumes a Hamming Weight (HW) leakage, then this can be rewritten as SNR =
V[bin(g[:@'NE)’n:np I _ O'5X£f’vx[](\}]]70'5) where bin corresponds to a binomial. For AddRound-
Key and SubBytes, the noise variations are only due to electrical noise N = N.. As one
computes the SNR on 1 byte (n, = 8), the variations of the predictable signal V[P]= 2.
The values of the SubBytes operation have a SNR of 3.5. It means that the electrical
noise variations E[V[N,]] = 0.57. This value is quite small compare to the numera-
tor. In addition, it is obtained for traces that are not averaged. One should obtain
better SNR value for averaged traces at the condition that the electrical noise follows

a gaussian distribution. In that case, the averaging should reduce the value of E[V[N]].

where P corresponds to the predictable signal and N to the noise. If one

For the ShiftRows operation, two bytes are manipulated at the same time, one is

predictable and the other is not, therefore some bits act as algorithmic noise. Let N,

denote the algorithmic noise. Here, n, = 8 and the SNR can be computed as :
VIE[P]] Vbin(p = 0.5,n = n,)] 2

B[VIN, 1+ NoJ] _ EV[N.] + Vioin(p = 05,n = na)]] ~ EVINJ +2 = °

with the equality when there are electrical noise variations. If one supposes that
E[V[N,]] is the same as for the previous samples, then the SNR for ShiftRows should
be 2+%W ~ 0.8. This approximation corresponds to the SNR values obtained for most
of the peaks between [5050,5300]. For sure, one should keep in mind that this theoret-
ical SNR value is obtained on the assumption of an HW leakage. This could explain
why all samples do not have a SNR value around 0.8.

For the Mixcolumns operation, one predictable byte (n, = 8) is manipulated at the
same time as three others (n, = 24). If one takes the electrical noise into account, then

the SNR value observed can be approximated by SNR = m < 0.33 with the

equality when there is no electrical noise variation. In our case, SNR = ﬁ ~ 0.3.
This value corresponds to the SNR value of the most of the samples between [5300,8000]
observed in Figure 8b. Nonetheless, some SNR peaks slightly above 0.3 can be seen
in that figure. Those peaks occur only for the second byte of each row Y; with
i € [1,5,9,13]. They could be linked to the software code execution but we have
not looked into it. The presence of the peaks for the byte Yy at sample 8000 and 9800
has also not been investigated and they are considered as noise in the following.

To see if the SNR analysis done previously is correct, one will look at the SNR values for
averaged traces. With averaged traces the value of E[V[N,]] should be reduced. There-
fore, the SNR values associated to the AddRoundKey and SubBytes should increase
significatively. On the other hand, the SNR values of ShiftRows and MixColumns
should tend to their corresponding bounds. It is illustrated in Figure 9 for traces av-
eraged 10 times. As one can see in Figure 9a, the SNR values of the AddRoundKey
and SubBytes increase as expected because the value of E[V[V,]] went from 0.57 to
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0.14 tanks to the averaging. Figure 9b shows as well that the SNR values, for the

ShiftRows and Mixcolumns, have changed and they are closer to their corresponding
bound.
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Figure 9: SNR values for each S-Box output computed on 25k leakages averaged 10
times

3.2.2 POI

In Figure 8a, there are a small number of samples with a significant SNR value for
each Y;. To take most of the relevant samples into account, one will choose the POI
as the samples of the first round that have a SNR value over a given threshold SNRyy,.
The threshold used in this document corresponds to the maximal SNR value for the
samples between 8000 and 20000. The SNR values obtained on this interval should
correspond to the noise. Let SNRy;, denotes the maximal SNR value on this interval. It
could be assumed that SNRy;, corresponds also to the maximum SNR value of the noise
in the first round. Therefore, every sample within 0 and 8000 with a SNR value over
SNRyp, should carry information and could be used as POI. The samples selected as
POI for each Y; are represented in Figure 10 by the small points over the SNR curves.
One should notice that the inexplicable peaks of Ys are excluded from the selection
of the POIL. The number of POI (npor) selected for each byte is written in Table 5.
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Figure 10: POI sample selection on the first Table 5: Number of POI selected for each
round of the trace byte

The number of POI for each round is quite similar. It is around 1000 samples. By
contrast, the first round consists of around 8000 samples. It means that in the trace
only 1 sample out of 8 is useful to find information about a given byte. It is not a lot,
but hopefully, the information carried in the sample is quite important. This is shown
by the high value of SNR. In [24], it is shown that the correlation coefficient between
the predictable transitions (P) and the global transitions (G = P 4+ N) is proportional

to the SNR value such as : )

TPG =
31+ sww

Based on this equation and the value of the SNR, one can see that the correlation
coefficient has a value up to 0.9 for some samples. It indicates that for those samples,
the information is highly correlated with the leakage. To sum up, although the number
of POI is relatively small, they carry a lot of information.

(3)

3.2.3 LDA-based templates

The POI selected can be used to construct the LDA-based templates. To evaluate
their quality, one can look into the MI contained in each template. This MI represents
the information between the leakage and the output of the S-Box. As explained in
Section 1.4.7, the MI cannot be computed, but it can be bound by the PI and TI.
Moreover, with enough training traces, the PI and T1I should converge toward the MI.
The convergence of the PI and TT is illustrated for 2 bytes in Figure 11 for different
values of nyq, representing the number of dimensions kept after the LDA projection.
The 16 templates can be seen in Figure 22. In this figure, one can see that for any
value of nyq,, the convergence of the PI and T1 is achieved after 20k traces of profiling.
The traces used during the profiling have random plaintexts and random keys. For the
16 templates, the PI is always increasing. It means that with more training traces, the
model gives more information until it saturates. On the contrary, the TI stays almost
constant for most of the templates. It shows that the model does not overfit the TI
when a small number of traces are used during the training phase.

25



Values [bit]

""" Niga=1 Niga=2 ==+ Nga=3 Niga=4 === Niga=>5 Nga=6 === Niga=7 Niga=8  -=+= Niga=9

Figure 11: PI and TI convergence of the LDA-based templates of Yy and Yi4 for
different mq, values. The PI, depicted by the dashed lines, is evaluated on 5k traces
and the TI is drawn with plain lines.

It can be seen that the convergence value of the PI and the TI, in other word the MI,
varies for different value of mg, until saturation. At first sight, one could say that a
small ng, value should give good results for the MI because the first dimension of the
LDA should carry more information than the following ones. But this is not the case.
Figure 11 shows that higher dimensions also carry some information as njq, increases,
so does MI. The reason of this behavior is illustrated in Figure 12. The figure shows
the different eigenvectors of the LDA projection matrix of Y5 for the samples of the
first round.

In this figure one can see that some eigenvectors, representing the dimensions, with a
higher value still carry information for the POI. This is the case for the eigenvectors 7,
8 and 9 which can give information for the POI around sample 3800. Therefore, to find
the good value of m4,, one has to increase its value until the MI saturates. In Figure
11, the MI stops to increase after njg, = 8. For this value, the MI is almost equals to
8 bits for all templates. It means that if an attacker uses one of the templates on a
new leakage, he should retrieve the 8 bits corresponding to the S-Box output of that
leakage. In other word, the attacker could retrieve the byte associated to the leakage
with only one leakage.

3.2.4 Rank estimation

Once the PI and TI have converged and increasing njq, no longer improves the MI, the
attacker can build the templates for each byte. Then, he can use those templates on
new leakage for which he only knows the plaintext. As explained in Section 1.5, he can
retrieve the probabilities vectors associated to the sub-key thanks to one or multiple
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Eigenvectors of the LDA projection matrix for Yq
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Figure 12: First 9 eigenvectors of the LDA matrix projection for the byte Yy. The blue
points correspond to the selected POL.

traces. Those multiple traces use the same encryption key but they have different
plaintexts. At the end, he gets 16 vectors, one for each sub-key. Each index of the
vector corresponds to one of the 256 sub-keys. The value associated with the index
represents the probability that the leakage was encrypted with that particular sub-key.
To see if the attacker can find the full encryption key, one can evaluate the rank of
the key based on the 16 vectors. The key rank of the attack on Tiny-AES is shown
in Figure 13 for multiple attack traces. The graphs shows the median key rank after
200 executions of the attack on different traces with the same encryption key. If the
median key rank is below 232, drawned in brown, then enumeration can be performed
to retrieve the key and the implementation is not resilient to the SCA.

Median key rank obtained after 200 trials

Median rank

1 2 3 4 5 6 7 8 9
Number of trace attacked

Figure 13: Median key rank after 200 executions for different number of attack traces.
The templates are built with 20k training traces and mnyg, = 8

As one can see in the figure, only 1 trace is needed to break the implementation. This
is what was expected from the amount of MI present in the templates. For each of the
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byte, the templates should give 8 bits of information with a new trace. Therefore, the
entire key can be found with only one trace.

3.3 Fixsliced AES

The leakage of the Fixsliced AES implementation can be seen in Figure 14. The
repetitions in the leakage are not as clear as in the Tiny-AES implementation. It
is because there are 4 different implementations of the MixColumns operation. The
first MixColumns is executed during the first round, the second MixColumns imple-
mentation during the second round and so on and this sequence is repeated each 4
rounds. The different MixColumns implementations can be seen in the leakage due to
their difference in time execution. Like in the first implementation, the key expansion
is performed before the recording, but this time, the bit packing of the plaintext is
caught in the measurements. It takes place during the first 1000 samples of the trace.
Those samples will be not used in the choice of the POI to provide a fair comparison
with the other implementation. The code is designed for speed execution. This can
be seen in the figure as it executes 2 times more rounds than Tiny-AES for the same
number of samples.

Fixsliced AES leakage consumption

Bit packing
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Figure 14: Power consumption of the first 5 rounds of the Fixslice implementation

The fixsliced implementation can encrypt 2 plaintexts with 2 different keys. For the
sake of simplicity, one has chosen to encrypt 2 times the same plaintext with the same
key. Compared to what was said in the global description of the code in Section 2.2,
this choice implies that for each register it is possible to model 2 bits instead of 1
amongst the 32. Therefore, the ratio between predictable bits and bits acting as algo-
rithmic noise is equals to 1/15 instead of 1/31.

The bit packing of the fixsliced implementation does not fill the registers with the
bytes in a ascending order. The corresponding indexing is shown in Table 6 for the
output of the S-Box. One should look at this table as an illustration to see where each
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byte is located in the register and not for its strict representation. In this table, the
Y; represents 2 same bits used within a 32 bits register.

32 bits
BY \ B! \ B? \ B3
[ Y [V [ Y [ [V ] [¥% [V [Y[Yi[¥ [V

Table 6: Illustration of the register indexing for fixsliced implementation

3.3.1 SNR

In this implementation, the 16 S-Boxes are executed in parallel. For the sake of read-
ability, the SNR is represented in Figure 15 for each byte of the register. In this figure,
only the SNR values of the first round are depicted because for the other rounds this
value is close to 0. The figure clearly shows that more or less information is leaked

B° B!
Y3 — Y2
Y7 — Y
— Yn | Y10

) — s y. H ( Yia
\

bt w2 mend 1T 1
T || O i s A ‘\1 i
g h ikl LIV HV‘ il [
i W 1 W Qv‘ ﬁ
| (KA | | J‘
y l W i

‘HM‘ VUL

wo
2
2 B2 B3
DZ: Y; — Y
G- 1 ()
Ys — Vs
— Y — Y
— Y13 — Y12

000 00 1000
Samples

Figure 15: SNR values for each S-Box output computed on 500k leakages

depending on where the bits are stored in the register. The SNR curves of Y; within
each B’ are quite similar. On the contrary, the SNR curves between two different B’
do not look the same. It shows that our hypothesis, which was that some bits of the
register leak more information than other due to their position, could be true. In the
same figure, one can see that the SNR values are more than 10 times smaller than
with the Tiny-AES implementation. The reason of this decrease is explained in the
following.
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In this figure, one can distinguish 4 different sections :

e The first section, with samples between [1400,2000], corresponds to the Ad-
dRoundKey operation. The 8 peaks correspond to the 8 key xorings, one for
each register. The higher value for the last peak cannot be explained as the key
xoring is executed as a loop. This may be du to the behavior of the CPU. Af-
ter the last iteration, he could empty the register before the program continues
its execution. Therefore, it could give more information than during the other
executions of the loop but this assumption has not been verified.

e The second section, with samples between [2000, 3900], corresponds to the bit-
sliced S-Box execution. The bitsliced S-Box manipulates the 8 registers alto-
gether to perform the SubBytes operation. It executing several logical functions
on different pairs of registers and the functions are executed in an order that may
seem random at first glance. Those operations are the reason why the shape of
the SNR values does not follow any particular pattern in the figure.

e The third section, with samples between [3900, 5000], corresponds to the ex-
ecution of the first MixColumns implementation. In this section, the 8 peaks
correspond to the execution of a XOR between 2 registers. The SNR values in
between the peaks correspond to the execution of more complex instructions us-
ing multiple registers at the same time. The SNR decrease between the 4 graphs
could be explained by the position of B7 in the register.

e The fourth section, with samples between [5000, 20000], corresponds to the ex-
ecution of the other rounds. For this part of the signal, the samples have SNR
values close to 0. After MixColumns, some information can still be found in the
signal. It is illustrated by the small ripples after sample 5000, but their SNR
values is to small compared to the rest of the signal. Thus, it is not useful to
take those samples into account for the choice of the POL.

For the AddRoundKey operation, all SNR, values fall below 0.06, apart for the last
xoring operation. During this operation, each register manipulates 2 bits of predictable
signal (n, = 2) for 30 bits of algorithmic noise (n, = 30). If the leakage follows a HW
distribution, this gives a theoretical SNR value of :

Vbin(p = 0.5,n = ny)] 0.5

SN E[V[N] + V[bin(p = 0.5,n = ng)]] - E[V[N,]] + 7.5] < 0.066

This is what is observed for each Y; in Figure 15. Nevertheless, this theoretical value
is obtained under the assumption of a HW leakage which could not always be the case.

For the bitsliced S-Box and the MixColumns operations, every operation manipulates
two or more registers at the same time. It means that the theoretical SNR value,
assuming a HW leakage, should also be at most 0.066. On one hand, the SNR values
for the bitsliced S-Box are around this value. For some Y; it is a bit over 0.066 but
this could be linked to the position of the Y; within the register. On the other hand,
the SNR values of MixColumns are sometimes much higher than 0.066. Therefore, the
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assumption of HW leakage is not really valid for this part of the signal.

The leakage of MixColumns does not tend to follow a HW distribution. Nevertheless,
one can still use Equation 3 to give an indication on the correlation between the leakage
and the predictable transitions to see if the samples of this part are useful or not. The
correlation coefficients fall between 0.2 and 0.35 depending on which byte and samples
is considered in the trace. This means that, for the samples between [3900,5000], there
is a correlation between the manipulated bits and the leakage. This correlation coeffi-
cient is not as high as for Tiny-AES but it still indicates that the information known
for those samples are correlated to the leakage.

To see if the SNR curves become better with less electrical noise, one has performed
the same SNR computation on traces averaged 10 times and this is shown in Figure
16.
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Figure 16: SNR values for each S-Box output computed on 500k leakages averaged 10
times

When the electrical noise is reduced, one can see that the SNR values increase for all
samples of AddRoundKey and get closer to 0.066. For the bitsliced S-Box, one can see
where the different registers are manipulated compared to the SNR, curves of Figure 15.
Averaging has reduced the electrical noise and allowed a better estimation of the SNR.
Moreover, those value of SNR, are now much closer to 0.066 for most of the bytes. with
some exceptions for the Y; of B® and B'. The MixColumns operation is still clearly
visible with the 8 different peaks, but now the samples in between those peaks have a
much important SNR values than before. It means that those samples contain as well
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some information about the leakage that was not possible to see without averaging.

3.3.2 POI

The SNR values of the different samples in the trace are quite small compared to the
previous implementation. However, in this case, because all S-Boxes are performed in
parallel, their is a greater number of points with a relevant SNR value for each Y;. In
order not to miss information contained by some samples with smaller SNR values,
one has chosen to take all samples of the first round, points between [1400,5000], as
POL.

One could also have chosen the POI as previously. By computing SNRy, on the
samples from the other rounds and taking all the samples within [1400,5000] with a
SNR value greater than SNR;,. This has been done and the difference between both
approaches is quite small. With the POI selection, one loses some information due to
some informative samples that are not taken into account and it results in a smaller
difference of MI after convergence of the templates.

3.4 LDA-based templates

The PI and TI convergence of the templates, using all samples of the first round as
POI, is shown for byte Yy and Y74 in Figure 17 for different values of n14,. The tem-
plates for the other bytes are shown in Figure 23. One can see in the figure that the

Yo Y1a

Values [bit]

Profiling Traces

""" Niga=11 ==+ Nga =17  --+- nyga=23 0 MEa=29 - Nga=34 Niga=41
Niga=14 Niga=20 Niga=26 Niga=31 -+~ Niga=38

Figure 17: PI and TIT convergence of the LDA-based templates of Yy and Yi4 for
different nyq, values. The PI, depicted by the dashed lines, is evaluated on 50k traces
and the TT is drawn with plain lines.
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convergence is achieved after 400k traces for most of the templates. Some templates,
with a higher value of n14,, do not converge precisely after 400k profiling traces. They
would need a bit more training traces to converge toward the MI. In those cases, the
gap between the PI and TI after 400k profiling traces is less than 0.5 bit. Thus, we
assumed that those templates have also converged. In the figure, the PI (resp. TI)
increases (resp. decreases) with respect to the number of profiling traces for all tem-
plates. It means that the MI presents in the templates is better approximated with
more and more training traces.

In the figure, the values of the nyq, are bigger than those for Tiny-AEs. It can be
explained by the number of POI which is bigger than before. More POI means that
some samples could carry smaller amount of information. To take those samples into
account one has to increase the number of dimensions. In addition, the maximum
value of MI after convergence is also higher when nyq, is increased. It is because the
higher dimension still have information. This can be seen in Figure 18 for the difference
between njg, = 11, 14 or 17. In this figure, one can see that there is still information
in the higher eigenvectors of the matrix projection than if one only kept the first 11
ones.

Eigenvectors of the LDA projection matrix for Y14
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Figure 18: LDA projection matrix eigenvectors for the byte Y14 in the fixsliced imple-
mentation

In Figure 23, one can see that after a given nyq, value, the MI starts to saturate and
the saturation value is not the same for all bytes. For instance, the template for the
byte Yy has a MI two times bigger than the one for the template of the byte Y4 as
illustrated in Figure 23. The reason to this come from the value of the eigenvectors
of the projection matrix. For byte Yi4, the maximal value of Figure 18 is 1.5 x 107,
the maximal value of the eigenvectors of Yy, shown in Figure 19, is 3 x 1076, As the
values of the eigenvectors are 2 times more important for Yy than for Yi4, the MI is 2
times bigger in the first case than in the other one.

In Section 3.3.2, it has been said that the selection of POI can reduced to total MI
in the templates. Figure 24 shows the PI and TI convergence with POI selection. If
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Eigenvectors of the LDA projection matrix for Yq
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Figure 19: LDA projection matrix eigenvectors for the byte Yy in the fixsliced imple-
mentation

one compares the different values with those of Figure 23 without POI selection, one
can see that the POI selection reduces the MI in the templates. This reduction is not
important but it shows that sometimes it is better to use all samples of the trace than
to select some sample to speed up the calculations.

3.4.1 Rank estimation

One can use the templates obtained with 400k training traces and mjg, = 41 on new
traces to see if an attacker can find the encryption key used for those leakages. The
median key rank of the attack is illustrated in Figure 20. One can see that the attacker

Median key rank obtained after 200 trials

Median rank

1 2 8 9

3 4 s 6 7
Number of trace attacked
Figure 20: Median key rank after 200 executions for different number of attack traces.

The upper and lower bounds of the median key rank correspond to the dashed lines.
The templates are built with 400k training traces and njq, = 41

needs at least 3 traces to be able to recover the key because after 3 traces the key rank
is below 232 and enumeration is possible. The reason of the 3 traces could come from
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the MI of the byte 14. For this byte, the MI = 3. It means that with a new trace one,
the template should be able to find 3 bits out of the eight for K14. Therefore one would
need at least 3 traces, in the best case, to find the full 8 bits of Ky4. To verify this
assumption, let’s look a at the byte median key ranking. It represents the same thing
as the key ranking but the rank estimation is performed on each byte independently
instead of the whole key. This byte key ranking is shown in Figure 21. One can see

Ko K1 Kz K3
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=
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_—

Number of trace attacked

Figure 21: Median byte key rank after 200 executions for different number of attack
traces. The templates are built with 400k training traces and njg, = 41.

that 3 traces are needed for the median rank of Kq4 to be equals to 1 which is what
was expected. It is interesting to note that the rank of K4 requires more attack traces
than K74 to reach the value of 1. This would not have been expected as the MI for
this byte is 4.3.

3.5 Comparison between the implementations

Both implementations were attacked by the same SCA. The different parameters and
results obtained for each implementation are summarized in Table 7.

For the Tiny-AES implementation, the attack focused a small amount of POI that
carried a lot of information as indicated by the SNR value. The number of training
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Implementation | SNR max | npor | Training traces | niga | MI | Ngrace attacked

Tiny-AES 3.5 ~ 1000 20k 8 8 1

Fixsliced AES 0.14 3600 400k 41 | = 3.5 3

Table 7: Summary of the different parameters and results between both attacks

traces required for the model to converge toward the maximal MI was relatively low
and the full key could be retrieved using only one trace. This type of attack can be
considered as ”vertical” because it emphasizes the quality of the information carried by
the selected POI rather than the quantity of samples. The attack was easily performed
thanks to the high-quality of the leakage caused by the basic implementation of AES
which do not use countermeasures.

On the other hand, the attack on the fixsliced AES implementation took into account
a larger number of POI since obtaining high SNR values was not feasible. As a result,
more training traces were required to converge toward a smaller MI. However, the num-
ber of attack trace needed to recover the full key was not significantly higher than for
the Tiny-AES implementation. This attack can be considered as a "horizontal”. Due
to the low SNR value, the attacker focused on increasing the number of samples used
to construct the templates rather than relying on the quality of individual samples.
In this case, the attacker prioritized quantity over quality. A ”vertical” attack would
not have achieved the same results because the fixsliced implementation leverages the
register size to minimize the amount of information leaked during measurements.

Overall, the results indicate that the Tiny-AES implementation is more vulnerable to
the side-channel attack due to the higher quality of the leakage, whereas the fixsliced
AES implementation provided a better resistance against the attack thanks to algo-
rithmic noise. Nonetheless, both of them can be broken with a enough measurements.
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Conclusion

This thesis aimed to evaluate the resilience of AES software implementations on micro-
controllers against a powerful divide and conquer SCA. The results demonstrated that
the basic implementation of Tiny-AES was found to be vulnerable as the key could be
broken with one leakage. On the other hand, the fixsliced AES, which incorporates
countermeasures such as algorithmic noise, provided a better resilience, as more train-
ing traces were needed to break the implementation.

It is important to note that the attack only modeled 8 bits of the signal. By expanding
the number of bits, such as using 16, 24, or 32 bits, some parameters like the number of
training traces or the dimension of the LDA could potentially be reduced. Increasing
the number of bits modeled helps to reduce the impact of algorithmic noise and thus
improves the accuracy of the templates, but at bigger computational cost.

Furthermore, an alternative attack strategy, that could have been explored, is the Soft
Analytical Side-Channel Attacks (SASCA). This attack method, as described in [27],
leverages the probabilities obtained by the divide and conquer attack and considers all
bytes simultaneously. By incorporating the analytical strategies for key recovery with
the traditional divide and conquer approach, SASCA has demonstrated good perfor-
mances in side-channel attacks that could improve the results obtained.

Our results indicate that relying solely on algorithmic noise is insufficient to ensure
resilience against SCA with software implementations. While algorithmic noise, such
as in the fixsliced AES implementation, provides some level of protection, it is not
enough on its own. Additional countermeasures could be explored in conjunction with
algorithmic noise to enhance security. One possible improvement is the use of coun-
termeasures like masking, shuffling, or noise addition. These techniques aim to further
obfuscate the sensitive data and reduce the leakage of information. However, it is
important to note that even advanced countermeasures, like software masking on 32-
bit architectures, have been shown to be susceptible to attacks as demonstrated in [4].
Therefore, while these countermeasures can provide better protection, they may not be
enough to ensure the resilience of software implementations against sophisticated SCA.

In order to significantly increase the resilience of implementations on micro-controllers,
a potential solution lies in executing the encryption using dedicated hardware accel-
erators. Specialized hardware should reduce the leakage of sensitive information and
thereby enhance the resilience. However, simply relying on hardware implementation
alone may still leave the device vulnerable, as highlighted in [25].

To increase the resilience of AES implementations on micro-controllers, the aforemen-
tioned countermeasures, such as masking and noise addition, could be applied on the
hardware accelerators as emphasized in [5]. This combined approach, leveraging hard-
ware acceleration with countermeasures, offers a more robust solution to mitigate the
leakage of information and should improve the overall security of AES implementations
on micro-controller.
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Appendices

A  LuT based AES
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Figure 22: PI and TI convergence of the 16 LDA-based templates for different njq,
values. The PI, depicted by the dashed lines, is evaluated on 5k traces and the TT is
drawn with plain lines.
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Figure 23: PI and TI convergence of the 16 LDA-based templates for different njq,
values. The PI, depicted by the dashed lines, is evaluated on 50k traces and the TT is
drawn with plain lines.
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Figure 24: PI and TI convergence of the 16 LDA-based templates for different njq,

values with POI selection for Fixslice AES. The PI, depicted by the dashed lines, is
evaluated on 50k traces and the TI is drawn with plain lines.
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