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Abstract

Modern stream processing engines, such as Apache Flink, enable the processing
of large volumes of data in real time within distributed environments. However,
in many collaborative scenarios involving multiple organizations, these streams
contain sensitive data, and processing them on untrusted cloud infrastructure raises
major privacy concerns. Traditional approaches that rely solely on encryption
protect data at rest and in transit but do not preserve its confidentiality whilst
processing is underway.

This thesis addresses the problem of collaborative processing of sensitive streams
belonging to multiple tenants in an untrusted distributed environment. To address
this issue, we propose a hybrid architecture combining a distributed stream process-
ing engine with Intel Software Guard Extensions (SGX) secure enclaves. The aim
of this approach is to retain the advantages of modern stream processing engines
for the distributed orchestration of streams, whilst delegating operations handling
sensitive data to secure components running within enclaves.

Our architecture is based on a clear separation between the distributed in-
frastructure and confidential processing. Apache Flink continues to handle the
orchestration, routing, and parallelization of data streams, whilst sensitive opera-
tions, e.g., joins between streams from distinct tenants, are executed exclusively
within SGX enclaves after the data has been decrypted in it. We also offer an
architecture that separates the responsibilities for processing orchestration from
those for processing sensitive data, as well as a configurable operator that enables
the dynamic integration of secure collaborative stream processing.

A working prototype based on Apache Flink and Intel SGX has been developed
to experimentally evaluate this architecture. The results show that it is possible
to integrate confidential collaborative processing into a distributed stream pro-
cessing pipeline without running the entire engine within an enclave. However,
the evaluation highlights the costs of secure execution, particularly latency, sus-
tained throughput, and state management in complex collaborative processing.
Despite these limitations, the results demonstrate the practical feasibility of a
hybrid architecture enabling the confidential processing of multi-tenant streams
whilst maintaining compatibility with existing distributed infrastructures.
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Chapter 1

Introduction

The explosion of event-driven distributed systems and the widespread adoption of
cloud infrastructure have profoundly transformed the way organizations collect and
utilize their data. In many fields, data is now generated as continuous streams that
must be processed in real time to enable event detection, the monitoring of critical
infrastructure, and rapid operational decision-making. Modern stream processing
engines thus enable the construction of distributed pipelines that continuously
ingest and process large volumes of data from multiple sources.

In many scenarios, the true value of this processing becomes apparent when
multiple organizations can collaborate and cross-reference their respective data.
This collaboration becomes particularly valuable in fields such as healthcare, trans-
portation, energy, or critical infrastructure, where information held by different
entities can generate significant value when correlated in real time.

However, these collaborations also raise major privacy and security concerns.
The data being processed may contain sensitive information, such as medical,
location, behavioral data, or any Personally Identifiable Information (PII)1. In
the European context, regulations such as the General Data Protection Regulation
(GDPR) [1] impose strict requirements regarding the processing, sharing, and
protection of such data. More generally, recent regulations on critical infrastructure,
such as the Network and Information Security Directive (NIS2) [2], also strengthen
security requirements for systems that handle sensitive or critical data.

These constraints make it difficult to use shared cloud infrastructure directly
for the collaborative processing of sensitive data. Traditional stream processing
engines generally require full access to the data during processing, making it visible
to the execution infrastructure, the cloud operator, or the various distributed
components of the pipeline. In a multi-tenant context involving several independent
organizations, this trust model often becomes unacceptable.

1Data that directly or indirectly identifies an individual.
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Consider, for example, a collaboration between a hospital network and a public
transit operator. The hospitals collect real-time data on medical admissions,
observed symptoms, and the geographic areas involved. Meanwhile, the transit
operator has information on the stations with the highest ridership, the routes
used, and passenger density across the urban network.

The Table 1.1 shows the main passenger flow data provided by the transport
operator. Each event describes the status of a station at a given time, including
the numbers of arriving and departing passengers and an estimated occupancy rate.
This flow thus provides a real-time overview of station usage and local mobility
density across the network.

Table 1.1: Passenger occupancy stream
Attribute Description
event_id Unique event identifier
timestamp Event timestamp
source_ts_ms Source timestamp (ms)
station_id Station identifier
count_in Number of entering passengers
count_out Number of exiting passengers
occupancy_pct Station occupancy percentage
ingestion_ts Ingestion timestamp

The Table 1.2 shows the main flow of admissions generated by the hospital
network. Each event corresponds to a pseudonymized hospital admission and
contains temporal, geographical, and medical information, such as the hospital
concerned, the nearest station, the symptom category, the severity level, and the
diagnostic outcome.
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Table 1.2: Admissions stream
Attribute Description
event_id Admission event identifier
patient_id Pseudonymized patient identifier
timestamp Admission timestamp
source_ts_ms Source timestamp (ms)
hospital_id Hospital identifier
nearest_station_id Nearest station
zip_code Patient area code
symptom_code Symptom category
severity Severity level
test_result Diagnostic result
ingestion_ts Ingestion timestamp

Correlating these two data streams could enable rapid identification of local
epidemiological trends or areas with high concentrations of respiratory cases. Such
a collaboration could, in particular, rely on a join query between the data streams
produced by the two organizations:

SELECT
admissions.symptom_code AS symptom_code,
admissions.severity AS severity,
admissions.source_ts_ms AS admissions_source_ts_ms,
passengers.source_ts_ms AS passengers_source_ts_ms,
passengers.station_id AS station_id,
passengers.occupancy_pct AS occupancy_pct

FROM admissions
JOIN passengers
ON admissions.nearest_station_id = passengers.station_id

This collaborative query enables correlation between two sensitive data streams
from two separate organizations: hospital admissions and transport network occu-
pancy data. The hospital tenant provides, for each admission, a symptom code, a
severity level, and the ID of the nearest station. The transport tenant provides, for
each station, a measure of network occupancy. The join thus enables a medical
event to be linked to a local mobility context.

The value of this query lies in generating information that neither the hospital
nor the transport operator can obtain from their own data. It makes it possible,
for example, to identify admissions associated with certain symptoms in areas with
high transport density, or to contextualize more serious cases by examining the
occupancy level at the relevant station. The value of the analysis, therefore, lies in
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the inter-organizational correlation itself.
This thesis focuses on the challenge of enabling collaborative processing of

sensitive data streams across multiple tenants within an unreliable distributed
infrastructure, as represented in Figure 1.1, while limiting data exposure during
processing.

Apache Flink
cluster

CLOUD
PROVIDER NETWORK /

UNTRUSTED

Joint analytics results

TENANT A NETWORK

Datastream
producer

Services

Datastream
producer

Services

TENANT B NETWORK

Data join

Operation
on data

Operation
on data

APACHE FLINK
PROCESSING PIPELINE

ZOOM IN

Sensitive data transit  Sensitive data transit in untrusted places

Figure 1.1: Classical architecture for stream processing

To address this problem, we propose a hybrid architecture combining a dis-
tributed stream processing engine with Intel Software Guard Extensions (SGX)
enclaves. The main idea behind our approach is to retain the advantages of modern
stream processing engines for distributed stream orchestration, while delegating
operations that manipulate sensitive data to secure components running within
enclaves.

In our architecture, data is encrypted before being fed into the distributed
pipeline. The stream processing engine acts primarily as a communication relay and
orchestration component, without access to the content of the business data until
the data is no longer confidential. Sensitive collaborative operations, particularly
joins between streams belonging to different tenants, are executed exclusively within
Intel SGX enclaves after the events have been decrypted in it.

Our main contribution is therefore the design and implementation of a confiden-
tial multi-tenant stream-processing architecture that clearly separates distributed
infrastructure from secure processing, as shown in Figure 1.2. Specifically, we
propose:

• A hybrid architecture that separates the stream processing engine from the
embedded components.
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• A configurable operator that enables the execution of secure collaborative
processing.

• An Intel SGX enclave responsible for processing sensitive streams and per-
forming join operations.

• A separation between the control plane and the data plane.

• a working prototype based on Apache Flink, Message Queuing Telemetry
Transport (MQTT), and Intel SGX.

Apache Flink
cluster

CLOUD
PROVIDER NETWORK /

UNTRUSTED
Encrypted sensitive data transit

Joint analytics results

Datastream
producer

Services

TENANT A NETWORK

Datastream
producer

Services

TENANT B NETWORK

Non sensitive data transit Sensitive data transit 

Intermediate
with enclave

Intermediate
with enclave

APACHE FLINK
PROCESSING PIPELINE

ZOOM IN

Data join
SGX

enclave
process

Figure 1.2: Secure multi-tenant stream processing 2

We then experimentally evaluate this architecture across several processing
workflows and join operations between streams from different tenants. The results
show that it is possible to integrate confidential collaborative processing into a
distributed stream processing pipeline while maintaining an architecture compatible
with existing engines. The evaluation also highlights the costs of cryptographic
operations and the constraints associated with execution within Intel SGX enclaves.
The evaluation notes in particular that Intel SGX’s impact is most pronounced
for stateful collaborative workloads involving joins and stream correlation, where
sustained throughput declines more rapidly under load.

However, the prototype presented in this work remains limited to a restricted
subset of processing operations and does not constitute a complete Structured

2The diagram shows an Apache Flink workflow in which two tenants process their data
individually using Intel SGX before performing a join, but it could just as well be a join using
Intel SGX.
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Query Language (SQL) engine, capable of applying any SQL operation to given
data. Furthermore, certain advanced communication security mechanisms, such as
the full integration of Remote Attestation over Transport Layer Security (RA-TLS)
between tenants and enclaves, have not yet been implemented in our experimental
environment. Our primary objective in this thesis is to demonstrate the feasibility
of a hybrid architecture enabling the confidential collaborative processing of multi-
tenant streams in a distributed environment.

The remainder of this thesis is organized as follows.
Chapter 2 introduces the background and state of the art. It presents the fun-

damental concepts of stream processing engines, with a particular focus on Apache
Flink, as well as existing approaches to privacy-preserving collaborative data pro-
cessing, including cryptographic techniques and Trusted Execution Environments
(TEE) based on Intel SGX.

Chapter 3 defines the problem addressed in this work. It introduces the system
model, trust assumptions, threat model, and objectives considered throughout the
thesis.

Chapter 4 presents our contributions. It describes the proposed architecture,
discusses the main design choices, details the prototype implementation, and
illustrates the execution of a secure collaborative workflow.

Chapter 5 evaluates the proposed approach through a series of experiments. It
analyzes the impact of Intel SGX on latency and throughput across a complete
workflow, as well as the practical feasibility of our secure multi-tenant stream
processing architecture.

Finally, Chapter 6 concludes the thesis and discusses several directions for
future work.

All our development artifacts, including the prototype, benchmark scripts, and
other auxiliary tools used for evaluation, are available on a dedicated GitHub
repository.3

3https://github.com/mdevolde/multi_tenant_stream_processing
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Chapter 2

Background and state of the art

This chapter presents the key concepts necessary for understanding our work, as
well as a review of the state of the art in existing approaches.

We will begin by introducing modern stream processing engines, and more
specifically Apache Flink, to understand the benefits these distributed architec-
tures offer for real-time data stream processing, as well as the privacy and security
issues they raise in shared cloud environments.

Next, we present the main approaches proposed to protect the collaborative
processing of sensitive data. We first discuss cryptographic approaches, then ap-
proaches based on Trusted Execution Environments (TEE), specifically Intel
SGX.

2.1 Stream processing engines
To understand the advantages and disadvantages of the solutions discussed below,
it is important to know how stream processing engines work. To do this, we will
use Apache Flink as our example, since it is the stream processing engine our
solution integrates with.

2.1.1 Apache Flink
Apache Flink is a stream processing engine based on the Dataflow Programming
Model [3]. In this model, an application is represented as a graph composed of
operators, where each node corresponds to a transformation applied to a data
stream, and each edge represents the flow of data between these transformations.

Data is processed continuously, as it is generated, unlike traditional batch
approaches, where data is collected and then processed. This model is particularly
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well-suited to systems that generate data in real time, such as Internet of Things
(IoT) sensors.

Apache Flink provides a set of operations for transforming data streams,
including basic transformations such as map and filter, aggregations, joins between
streams, and time-window operations. This model enables the creation of complex
pipelines by combining multiple operators, each applying a specific transformation
to the data it receives, as represented in Figure 2.1.

Operation
on data

Operation
on data

Operation
on data

Operation 
on data

Sink
(output)

Source

Source

Stream
partition

Parallelism = 2
Parallelism = 1

Operator

Data transit

Figure 2.1: Parallel dataflow, operators graph1

System architecture

Apache Flink consists of two main components. The JobManager is responsible
for coordinating processes, planning tasks, and managing resources, whilst the
TaskManagers are responsible for ensuring that operators process data correctly, as
represented in Figure 2.2.

When a job is submitted, it is converted into a distributed execution graph.
The operators are distributed across different TaskManagers, enabling parallel and
scalable processing.

Parallelism is one of Apache Flink’s key advantages. Each operator can have
multiple instances, with each instance processing a portion of the data stream.
This makes it easy to utilize resources effectively across a cluster.

This architecture, which involves transferring data between multiple machines,
has security implications. When data travels between multiple nodes in the cluster,
several privacy risks arise. Sensitive information may be transmitted over untrusted

1Inspired by Apache Flink documentation [4]

10



networks, temporarily stored in memory or on disk on remote machines, or be
accessible to administrators who control the infrastructure. Distributing operators
across multiple machines also increases the attack surface and makes it more
difficult to implement strong privacy guarantees during processing.

Job submission
Flink client Job manager

(Central Work Coordination)
TaskManager

(WorkerNodes)

TaskManager
(WorkerNodes)

TaskManager
(WorkerNodes)

Figure 2.2: Job and Task managers2

Time and event management

Apache Flink offers several time management models, which are essential for
stream processing. Processing time corresponds to the local time of the machine
processing the data, whereas event time corresponds to the time at which the event
was generated at the source.

This concept is important for event processing. If, for example, we want to
process all events that occur within a 1-minute window, this distinction is important.

The event-driven model is the preferred choice, as it allows data streams to be
processed correctly even when they arrive out of order or with delays.

Apache Flink handles these situations using watermarks3, which enable it to
estimate the elapsed time in the stream and trigger computations for time windows.

Windows (tumbling, sliding, session) allow data to be grouped by time intervals,
enabling processing on these groups.

2Inspired by Apache Flink documentation [4]
3In Apache Flink, a watermark is a timestamp embedded in the data stream, indicating that

no events with a timestamp older than this watermark should arrive.
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Fault tolerance

Some Apache Flink operators are stateful, meaning they can maintain internal
state between events, thereby influencing processing.

Apache Flink supports checkpointing, which means it periodically saves its
internal state and, in the event of a failure, restores the operators’ state to the last
checkpoint.

This state can be distributed and stored across the cluster’s nodes, or even
offloaded to an external storage system. Once again, this has security implications,
as the data is stored in memory, persisted to disk, and transferred between nodes.
Because operator states may contain sensitive data, their persistence or transfer
between different nodes in the cluster introduces additional privacy risks. An
attacker controlling the infrastructure could potentially access the checkpoints,
observe state transfers, or attempt to modify the persisted data.

Programming interfaces

Apache Flink provides several programming interfaces for defining processing
pipelines. The DataStream API is a low-level API for manipulating data streams,
whilst the Table API provides declarative interfaces for expressing transformations
as queries. These interfaces enable users to manipulate data streams and apply
complex transformations in a simple and expressive way. This is particularly true
of SQL queries, which allow joins and aggregations to be expressed naturally.

2.2 Security and privacy-preserving approaches
for collaborative stream-processing

Currently, various solutions are available for processing sensitive data in an un-
trusted environment. These solutions enable data exploitation while ensuring its
confidentiality.

In our context, it is also important to have solutions that allow collaboration
on sensitive data without revealing its content to the other party.

There are two main approaches:

• Cryptographic approaches can enable calculations on encrypted data.

• Approaches based on Trusted Execution Environments (TEE), which pro-
tect the execution context
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2.2.1 Cryptographic approaches
The first approach to handling sensitive data in an outsourced environment is
cryptographic.

Secure Multi-Party Computation (SMPC)

In our context, several parties need to perform joint calculations and analyses on
their data whilst keeping it strictly confidential. The data cannot, therefore, be
shared in plain text, and it is difficult to identify a suitable location for analyzing it.
Sending the data to one of the parties does not meet confidentiality requirements,
nor does analyzing it in the cloud without taking any security measures. Yet we
need a result.

Zhao et al. [5] present a survey about Secure Multi-Party Computation (SMPC),
a theoretical solution to this problem. The idea of SMPC is that each participant
keeps their data private. This data is then transformed (e.g., via secret sharing or
garbled circuits), and a distributed protocol is established to compute a common
function that produces a result without ever revealing any information beyond
what can be deduced from the output.

Despite strong technical guarantees, SMPC has significant limitations. The
protocols are often costly, particularly for complex queries, and impose significant
efficiency overhead. These two factors make SMPC difficult to scale in real-world
applications. This paper clearly illustrates the dilemma between privacy and
efficiency.

Privacy-preserving inter-database operations

Another cryptography-based solution, presented by Liang et al. [6], involves perform-
ing common operations (joins, intersections) whilst preserving the confidentiality
of each party’s data.

In this context, sensitive data must not be shared, but it must still be possible
to compare or combine it to extract common information.

The paper proposes distributed cryptographic protocols that enable intersection
and join operations between two databases, whilst limiting the information disclosed.
Each participant learns nothing about the other’s data that does not contribute to
the result of the intersection or join, except for the sizes of certain data sets.

These protocols rely on hash functions and digital signatures, which reduce
computational costs compared to more general approaches such as SMPC, and are
designed for asymmetric use.

Although experimental evaluation suggests they are performance-feasible, these
protocols assume participants are semi-honest. That is, they may try to deduce
information but must adhere to the protocol.

13



Privacy-preserving joins

Li et al. [7] focuses specifically on the problem of secure joins between mutually
untrusting entities, in which neither party wishes to reveal its sensitive data. The
aim is to enable joins on confidential data so that no information is revealed beyond
what can be deduced from the inputs and the final result, assuming other tenants
are honest but curious.

The authors highlight the limitations of existing solutions, particularly in
certain security definitions used for privacy-preserving joins. They show that
these definitions may allow unwanted information leaks, for example, via implicit
assumptions or intermediate results. To address this issue, they propose a new,
stricter definition in which confidentiality is formalized as the independence of
memory access patterns from the data being processed.

The proposed approach relies on a secure coprocessor, which is the only trusted
component in the system. This model allows computation to be delegated to an
untrusted infrastructure whilst ensuring the confidentiality of data processed within
the coprocessor. This solution, therefore, represents a trade-off between approaches
that rely on a fully trusted third party and those based on secure multiparty
computation, which are often more computationally-intensive.

Three algorithms are proposed, offering different trade-offs between privacy
and performance. The first two guarantee complete privacy, making memory
accesses independent of the data, whilst the third compromises on privacy to
achieve performance gains, accepting a certain probability of data leaks.

Experimental results show that this approach delivers significant performance
gains over SMPC-based solutions whilst maintaining strong privacy guarantees.

Yannakakis algorithm

Wang et al. [8] examine a scenario in which several entities (in this case, two parties)
hold sensitive data and wish to execute complex queries (joins, aggregations)
together without compromising their data confidentiality.

One possible solution, as discussed above, is to use secure computation tech-
niques that enable calculations to be performed on data without revealing the data.
However, such approaches are often very costly and inefficient for complex queries.

To address this, the authors draw on a classic database algorithm, the Yan-
nakakis algorithm, which enables certain join queries to be evaluated efficiently in
an unsecured environment. The idea is to adapt this algorithm for use in a secure
environment.

To achieve this, it is necessary to protect not only the final data but also the
intermediate results and the data-manipulation process to prevent information from
being disclosed during the calculation. To achieve this, they used cryptographic
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methods (such as secret sharing and garbled circuits) that allow encrypted data to
be manipulated and distributed among participants, consequently preventing any
single participant from gaining access to the complete data.

The resulting protocol enables a well-defined class of queries to be executed
efficiently. Experimental results show excellent performance, since the cost is linear
in data size and polynomial in query size.

Discussion

Cryptographic approaches deliver particularly strong confidentiality guarantees. By
distributing computations across multiple participants or by processing encrypted
data directly, they prevent any single entity from gaining access to the plaintext
data. In many models, they also reduce, or even eliminate, the need to rely on a
central infrastructure or a trusted third party.

These properties make these approaches particularly attractive in collabora-
tive contexts involving multiple organizations that do not wish to disclose their
respective data. They also enable the construction of security models based pri-
marily on mathematical guarantees rather than on trust in a hardware or software
infrastructure.

However, these solutions also have several practical limitations. Advanced
cryptographic mechanisms, such as secure multiparty computation or certain forms
of homomorphic encryption, often introduce significant complexity in the design and
implementation of applications. This complexity increases further when processing
becomes dynamic or distributed, or when it requires complex operations on the
data.

In the context of distributed stream processing, these constraints become partic-
ularly apparent. Modern stream processing engines rely on continuous processing,
frequent network exchanges, and significant latency constraints. However, certain
cryptographic approaches introduce a significant computational overhead that can
severely reduce the system’s sustainable throughput or complicate integration with
existing engines such as Apache Flink.

As we have seen in the papers below, solutions with a more reasonable overhead
must either be less generic, compromise on the security model, or partially change
the trust model by introducing trusted third parties such as coprocessors. This
clearly illustrates the dilemma between performance and confidentiality.

Furthermore, integrating these mechanisms into an existing distributed archi-
tecture often requires a significant redesign of the processing chain. Operators,
data formats, and communication mechanisms sometimes need to be adapted to
the cryptographic primitives used, which limits the transparency of the integration.

Thus, cryptographic approaches constitute a family of solutions offering partic-
ularly strong security guarantees, but at the cost of integration complexity and
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performance issues that can become problematic in certain large-scale or low-latency
stream processing scenarios.

2.2.2 Trusted Execution Environments approaches
To overcome certain limitations inherent in cryptographic approaches, another
family of solutions relies on secure execution environments, known as Trusted
Execution Environments (TEE). Unlike cryptographic approaches, the aim is not
to perform computations on encrypted data, but to protect the environment in
which sensitive data is analyzed.

The emergence of these solutions stems from the need to address the complexity
of cryptography-based solutions, which only increases as the volume and complexity
of processed data grow. As we shall see, these TEE-based solutions involve a
trade-off: placing one’s trust in the processor manufacturer.

Intel SGX

Intel SGX (Software Guard Extensions) is a hardware extension available on
selected Intel Core and Intel Xeon processors that enables the creation of secure
execution environments known as enclaves [9]. These enclaves are isolated execution
contexts in which code can run apart from the rest of the system.

Unlike traditional security models, Intel SGX assumes that the operating
system, the hypervisor, and system administrators cannot be trusted. Isolation is
guaranteed by the processor itself, so even a compromised system cannot access
the contents of an enclave, as represented in Figure 2.3.

The Intel SGX model is based on reducing the trusted zone. Only the enclave
itself and the hardware are considered trustworthy if they have been verified (and
thus, indirectly, the enclave manufacturer), whilst the rest of the chain is regarded
as potentially malicious.

SGX Enclave
- Code execution
- Confidential data

Untrusted environment

Trusted environment

Untrusted System
(OS, hypervisor, applications)

Figure 2.3: Intel SGX principle
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Memory model and isolation Intel SGX enclaves store their code and data in
a dedicated memory area known as the Enclave Page Cache (EPC). This memory is
protected by a hardware encryption mechanism known as the Memory Encryption
Engine (MEE), which encrypts enclave pages as they leave the processor package
and verifies their integrity upon restoration.

EPC is a protected region of the Processor Reserved Memory (PRM), a memory
region reserved by Intel SGX inside the Dynamic Random Access Memory (DRAM).
Data in it is decrypted only within the Central Processing Unit (CPU) while in
use. This ensures that even an attacker with access to the physical memory cannot
read or edit the data within the enclave. These processes are represented in the
Figure 2.4.

Access to the enclave’s memory is subject to strict controls. Only code executed
by the enclave can access its data, and any attempt to access enclave memory from
outside the enclave is blocked by the hardware, thanks to the Enclave Page Cache
Map (EPCM), where metadata about EPC is stored, including the enclave that
owns entries. Although the operating system remains responsible for memory
management, including allocation and paging, it cannot read the contents of enclave
memory.

If the EPC memory becomes full, Intel SGX uses a secure paging mechanism.
Pages from the enclave can be moved to unprotected memory, where they remain
encrypted, and their integrity is maintained. When they are restored to the EPC,
their integrity and freshness are verified by the hardware, ensuring they have not
been altered.

Untrusted environment

Trusted execution environment

Protected enclave memory

CPU package (inside the processor)

- Registers
- CPU caches
- Execution of enclave code
- Processing of enclave data

Enclave code and data
are processed in plaintext here,
isolated and access-controlled

by SGX hardware

CPU execution context
(plaintext)

SGX hardware

Memory Encryption
Engine (MEE)

Acess control
(e.g. EPCM checks)

Other SGX
components

System memory (DRAM)

Processor Reserved Memory (PRM)
(hardware protected region)

Enclave Page
Cache Map

(EPCM)

Metadata used by
SGX to enforce
access control

Enclave Page Cache (EPC)

- Enclave code pages
- Enclave data pages
- Enclaves stack, heap, etc

Other untrused memory
- OS/hypervisor data
- Application memory
- Other processes' memory

Encrypted
+ integrity
protected

Figure 2.4: Intel SGX Architecture
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Enclave lifecycle The lifecycle of an enclave [10] is strictly controlled by the
processor via a set of specific instructions. ECREATE initializes an empty enclave,
EADD adds memory pages containing code and data, EEXTEND updates the
enclave’s cryptographic measure, and EINIT finalizes the enclave and makes it
executable. Once initialized, the enclave can be entered through EENTER and
exited through EEXIT to return to the untrusted environment. This entire process
ensures that the contents of the enclave are fully defined and verified prior to
execution, consequently enabling subsequent verification of its authenticity.

Enclave transitions Unlike a conventional process, an Intel SGX enclave cannot
interact directly with the operating system or with external hardware resources.
Interactions between the untrusted world and the enclave, therefore, take place via
explicit transition mechanisms known as Enclave Call (ECALL) and Outside Call
(OCALL).

An ECALL corresponds to a call made from the untrusted application to a
function executed within the enclave. This mechanism is used when an application
wishes to transmit data to the enclave for confidential processing.

Conversely, an OCALL corresponds to a call made from the enclave to the
untrusted world. As Intel SGX enclaves cannot directly execute certain system
operations, such as network access or standard system calls, these operations must
be delegated to the host process via OCALLs.

These transitions introduce an additional cost associated with context switches
between the secure and untrusted worlds, as well as with protected memory copy
mechanisms. In applications that rely heavily on Intel SGX, these transitions can
thus contribute significantly to the overall execution cost.

Enclave identity Each enclave has a cryptographic identity called MRENCLAVE,
computed by EEXTEND, which is a cryptographic hash of the enclave’s initial contents
(code + data).

Another important property of the enclave is MRSIGNER, which identifies the
enclave’s signer (it is a cryptographic hash of the signer’s public key).

These credentials provide several security guarantees. They ensure that the
authenticated code is executed, namely the code that was initially loaded. They
form the basis of the certification mechanisms discussed in the following sections
and enable remote tenants to make informed decisions.

The key point to understand is that Intel SGX not only allows you to create a
secure enclave, but also to measure the initial code and then verify its authenticity.

Local attestation Local attestation is a mechanism that allows two enclaves
running on the same machine to mutually verify each other’s identity.
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This mechanism relies on generating a report that contains, in particular, the
enclave’s identity (MRENCLAVE).

This report is created by Enclave A and is intended for Enclave B. The processor
will derive a REPORT KEY specific to enclave B, which will be used to calculate
a Message Authenticated Code (MAC) on the REPORT. Enclave B can derive the
same key and verify the MAC.

The receiving enclave can then verify this report and confirm the identity of the
sending enclave. This mechanism is effective for local multi-enclave architectures,
but does not apply to remote communications.

Remote attestation Unlike local attestation, remote attestation allows an
external entity to verify that an authentic enclave is executing code defined within
a legitimate Intel SGX enclave.

To perform remote attestation, an enclave generates an object called a quote,
which contains its measure (MRENCLAVE), information about the platform, and
optionally application data. This quote is signed by an Intel-certified hardware key,
guaranteeing its authenticity.

The legacy mechanism is based on Enhanced Privacy ID (EPID), a group
signature that preserves the platform’s anonymity. The token is sent to a centralized
service, the Intel Attestation Service (IAS), which verifies the signature’s validity
and returns the result.

This model has several limitations, including its reliance on an external Intel
service and its limited suitability for modern distributed environments. Furthermore,
this system has been out of use since IAS was discontinued in 2025.

The current mechanism is based on ECDSA signatures and a certificate
infrastructure, and is called Data Center Attestation Primitives (DCAP). In this
model, the quote is signed with a key linked to the platform, a certificate chain
is used to verify the signature, and validation can be performed locally without
contacting Intel, provided you have the necessary certificates.

This mechanism is better suited to cloud environments, as it enables scalable
and autonomous attestation.

Remote Attestation over Transport Layer Security (RA-TLS) Remote
attestation can be used in conjunction with Transport Layer Security (TLS) to
form a mechanism known as Remote Attestation over Transport Layer Security
(RA-TLS) [11]. This approach intends to establish a standard secure channel whilst
ensuring that the remote end corresponds to a legitimate Intel SGX enclave.

In the context of our thesis, this mechanism plays a particularly important
role, as it allows the various tenants to verify that they are communicating with
an authentic Intel SGX enclave executing the expected code. This property is
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essential for establishing a secure channel between a tenant and a secure enclave.
In this model, the server runs within an enclave and automatically generates a

TLS key pair at startup (unique for each startup). To bind this key to the enclave,
a hash of the public key is included in the Intel SGX report. This report is then
converted into a quote, which provides cryptographic proof that the TLS key belongs
to a given Intel SGX enclave.

The attestation elements (quote, attestation report, certificates, etc.) are then
incorporated into the server’s X.509 certificate as custom extensions. This certificate
is self-signed, with Intel SGX serving as the trust anchor in place of a traditional
Public Key Infrastructure (PKI).

When establishing the TLS connection, the certificate is transmitted to the client,
as in a standard handshake. The client then performs the following verifications:

• Validation of the TLS certificate.

• Validation of the Intel SGX attestation contained in the certificate extensions.

• Validation of the correspondence between the TLS public key and the key
from the quote.

If all checks pass, the client can be confident that it is communicating with an
authentic Intel SGX enclave, that the code executed by the enclave is as expected,
and that the TLS key used indeed belongs to this enclave. Thanks to these
mechanisms, a secure channel is established that protects both the communication
and the identity of the remote endpoint. The full procedure is detailed in the
Figure 2.5.

Vulnerability to side-channel attacks Intel SGX enclaves do not protect
processes from side-channel attacks.

Nilsson et al. [12] present a survey of known attacks against Intel SGX, with a
particular focus on side-channel attacks. Unlike traditional attacks that seek direct
access to protected memory, side-channel attacks exploit indirect effects of CPU
execution, such as cache hits, page faults, execution times, branch predictions, and
speculative execution. The paper shows that, even though Intel SGX effectively
protects enclaves from a malicious operating system or hypervisor, it remains
vulnerable to these microarchitectural leaks.

One of the most significant attacks against Intel SGX relies on side channels,
particularly cache attacks, demonstrated by Götzfried et al. [13].

Intel SGX enclaves use the processor’s caches to access data and instructions
efficiently. Although these caches are shared with the rest of the system, Intel SGX
does not provide mechanisms to prevent information leaks through these channels.
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Figure 2.5: RA-TLS workflow
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The authors of the paper demonstrate a cache timing attack. In this model,
an attacker with elevated privileges (root level) deliberately fills certain cache lines
with their own data, then allows the enclave to execute. After execution, they
measure which cache sets have been modified, using hardware counters among
other methods.

These observations reveal which regions of memory were accessed during ex-
ecution. For cryptographic algorithms such as Advanced Encryption Standard
(AES) [14], these access patterns depend directly on the secret key in certain
vulnerable implementations.

By exploiting this information and applying a method of progressively eliminat-
ing candidates, the authors manage to fully reconstruct the AES key used within
the enclave.

This attack highlights a fundamental limitation of Intel SGX: it remains vul-
nerable to side channels.

Usage of Intel SGX in stream processing

Intel SGX has already been implemented in a real-world application for analyzing
medical data streams by Segarra et al. [15].

In the medical sector, a series of sensors continuously collect inherently sensitive
medical data (e.g., cardiac data). However, they lack the processing power to
analyze it. This analysis must therefore be delegated to cloud services. But cloud
services are external third parties that may be malicious or compromised with
respect to our data’s privacy. We therefore need to outsource due to limited
resources, but we have concerns about confidentiality given the nature of the data.

The idea was to use TEEs (in this case, Intel SGX) to process the data within
secure enclaves. A complete prototype based on SGX-Spark (a modified version of
Apache Spark to run sensitive code with Intel SGX) was therefore developed, specif-
ically adapted for stream processing (by integrating Intel SGX into an existing
engine), demonstrating that Intel SGX provided strong guarantees of confidential-
ity and integrity whilst maintaining a reasonable overhead.

Secure pipelines with Intel SGX

In the context of stream processing, current engines (Apache Flink, Apache Spark,
etc.) offer few security guarantees, and integrating security mechanisms is difficult
because it complicates application development, deployment, and data management.
Havet et al. [16] present a solution to enable secure, scalable, and easy-to-program
stream processing in untrusted environments.

This paper proposes combining several approaches. It relies on a Dataflow
Programming Model, which allows applications to be structured as data transfor-
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mation pipelines, and uses Intel SGX to ensure the confidentiality and integrity of
the processed data.

The idea is to enable sensitive data to be encapsulated within Intel SGX
enclaves (encrypted in transit, sent to the enclaves, and decrypted and processed
within them), whilst providing developers with a high-level abstraction. This allows
the writing of processing pipelines without explicitly managing cryptographic
mechanisms and low-level security (note that attestation and key management are
assumed to have already been handled in the paper).

The developed framework, SecureStreams, enables the construction and deploy-
ment of these pipelines using a Lua-based scripting language and has demonstrated
high throughput with manageable overhead, showing that the overhead associated
with using Intel SGX is real but does not compromise usability in practice.

Data aggregation with Intel SGX

One way to anonymize sensitive data so that individuals can no longer be linked
to it is to aggregate the data before analysis. However, in many contexts, this
aggregation must be outsourced to an untrusted environment.

Silva et al. [17] present a solution to address this problem. A good example is the
processing of data generated by smart metering systems, which continuously collect
detailed data on users’ energy consumption. This data collection enables optimized
energy management, but raises a major concern: a household’s consumption data
can be used to infer lifestyle habits (presence at home, activity at home, etc.).
However, the data is sent to an infrastructure that may not be trustworthy.

This paper, therefore, proposes using Intel SGX to securely aggregate this data.
The idea is to send this data to the cloud (via a secure channel after authentication),
process it within enclaves, and output only aggregated results, without exposing
individual data. The solution is generic and simple.

This paper, therefore, presents a comprehensive architecture for secure data
aggregation in the cloud using Intel SGX and demonstrates that this architecture
provides the confidentiality and integrity guarantees associated with Intel SGX
but incurs considerable overhead, making the solution suitable for scenarios where
strict latency requirements are not essential.

Discussion

Approaches based on Trusted Execution Environments offer a different strategy
from purely cryptographic solutions. Rather than performing calculations on
encrypted data, they seek to protect the execution environment itself in order to
guarantee data confidentiality during processing.
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Technologies such as Intel SGX thus enable sensitive code to be executed in
enclaves isolated from the rest of the system. This hardware-based isolation signifi-
cantly limits data exposure, even in an untrusted environment where the operating
system, hypervisor, or infrastructure administrator may not be trustworthy.

One of the main advantages of these approaches lies in their performance.
Compared with many advanced cryptographic solutions, TEEs generally incur lower
overhead and enable relatively complex processing to be performed at performance
levels that may even approach normal, depending on how you use the enclave’s
resources. They also integrate more easily with existing systems, as processing can
often be carried out with minimal changes to the application code.

The attestation mechanisms offered by these environments are also a key factor.
They enable remote verification of the code’s identity executed within the enclave
before any secrets or sensitive data are transmitted to it, thereby strengthening
the system’s security guarantees.

Nevertheless, these approaches also have several limitations. Unlike crypto-
graphic approaches, they rely on an assumption of trust in the hardware manufac-
turer and in the TEE’s implementation. The trust domain, therefore, includes the
processor, the microcode, and part of the associated hardware ecosystem.

Intel SGX enclaves also present significant technical constraints, notably limited
protected memory. As memory requirements increase, secure paging mechanisms
can significantly degrade performance. These limitations become particularly
apparent in complex or highly stateful distributed processing.

Approaches based on Trusted Execution Environments thus strike a balance
between security, performance, and ease of integration. They make it possible
to build confidential distributed systems that are more practical to use, whilst
introducing new trust assumptions and certain hardware limitations.
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Chapter 3

Problem statement

As part of this work, it is essential to precisely define the actors involved in the
system, their trust relationships, and the security assumptions underlying our
approach.

Our goal is to study a model for the collaborative processing of sensitive data
streams in an untrusted cloud environment, while maintaining strict control over
the data actually disclosed to the various parties.

3.1 System model
Our system is a distributed data stream processing system that enables multiple
independent organizations to collaborate on their data in an untrusted cloud
environment.

Each organization generates its own data streams, which may be sensitive, and
wishes to use this data jointly with other parties without disclosing all the raw
information it possesses.

In this context, the system must enable operations on data, such as aggregations,
data cleaning, or joins between streams, while limiting the exposure of sensitive
data to what is strictly necessary.

3.1.1 Actors and components
The system comprises several categories of participants and components.

Tenants are independent organizations that generate continuous data streams.
This data may contain sensitive information, such as medical data, personal identi-
fiers, or location information. Generally speaking, the data contains Personally
Identifiable Information (PII). Tenants wish to collaborate on certain joint
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analyses while retaining control over the data they agree to disclose through the
system.

Data processing is performed using Apache Flink, a distributed stream pro-
cessing engine in which processing is represented as graphs of operators. This
engine is deployed on a distributed cloud infrastructure that provides the resources
necessary to run the processing pipelines.

To protect sensitive data during processing, certain operations are delegated to
Intel SGX enclaves. These enclaves execute code that can be remotely attested
and are the only components authorized to handle sensitive data in plaintext.

The system may also include several separate enclaves. Some enclaves can
be deployed individually by a tenant to perform data transformation or cleaning
operations before sharing or joining, or by multiple tenants to join multiple streams.

3.2 Trust model
The participants in the system do not fully trust one another, but they are
nevertheless willing to collaborate through the platform to produce certain shared
outcomes.

Each tenant wishes to retain control over the data disclosed to other parties.
Tenants, therefore, agree that certain derived information may be produced by the
system, such as aggregated, cleaned, or joined data, but do not wish to expose
their raw data in plain text to other participants or to the cloud infrastructure.

The trust model also depends on the type of operation being performed.
In the case of operations involving a single tenant, such as cleaning or trans-

formation operations prior to sharing, the tenant can deploy its own enclave and
trust only the code it deployed by using an attestation mechanism.

In collaborative operations, such as joins between multiple data streams from
different organizations, tenants must share a common trust in the code executed
within the enclave responsible for the operation. This trust is also based on Intel
SGX attestation mechanisms, which allow each participant to verify the enclave’s
identity and the executed code before transmitting data or encryption keys.

The cloud provider is considered untrusted from a confidentiality standpoint.
Since it controls the physical machines, the operating system, and the runtime
environment, it can monitor communications and stored data, or even attempt to
alter the system’s behavior.

Since Apache Flink runs on this cloud infrastructure, it inherits the same trust
model and is also considered untrusted in the absence of additional safeguards.

Intel SGX enclaves, on the other hand, constitute the system’s primary trust
zone. Sensitive data can be decrypted and processed there, and its memory contents
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are protected against external access. The enclaves are expected to execute exactly
the code attested to and validated by the relevant tenants.

Finally, communication channels are also considered untrusted. The system,
therefore, assumes that data may be observed, intercepted, or modified during
transmission. Therefore, no intermediary involved in communications is considered
trustworthy.

The trust relations are represented in the Figure 3.1.

Tenant A Tenant B

Apache Flink

SGX enclaves

Collaboration (no trust)

No trust

Trust (after attestation)Cloud
infrastructure

Figure 3.1: Trust relations between system actors

3.3 Actors capabilities
This section describes the capabilities of the various actors in the system and the
assumptions made about their behavior.

Tenants are considered cooperative but mutually distrustful participants. They
voluntarily use the platform to perform certain joint analyses, but may seek to
infer additional information from the results produced, observable metadata, or
data they already possess.

They may also decide to share only a portion of their data, or to preprocess it
in their own enclaves before participating in a collaborative workflow.

The cloud provider is considered a powerful adversary. It can observe data at
rest, in transit, and in storage. It can also modify communications, inject malicious
code, or attempt to alter the execution of the processing pipeline. Since it controls
the operating system and the hardware infrastructure outside of Intel SGX, it has
privileged access to the execution environment.

Since Apache Flink relies on cloud infrastructure, it is subject to the same trust
assumptions and must therefore be considered untrusted for processing sensitive
data in plaintext.

Intel SGX enclaves are designed to protect the confidentiality and integrity of
the code and data they execute. An attacker cannot directly read the enclave’s
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internal memory or modify the attested code running within it. However, cer-
tain external interactions with the enclave remain observable, including network
communications.

3.4 Goals
Our solution must meet both functional and security objectives to be usable in a
real-world collaborative stream-processing environment.

From a functional standpoint, the system must support stream-processing
operations on sensitive data within an existing distributed engine. The various
tenants must be able to define transformations, aggregations, or joins without
making significant changes to the underlying infrastructure.

The system must also maintain performance levels compatible with the con-
straints of stream processing. The security mechanisms introduced must not
hinder continuous stream processing or impose prohibitive overhead on latency or
throughput.

From a security perspective, the system must ensure that sensitive data is never
exposed in plain text to the cloud infrastructure or to other tenants, except for
information explicitly authorized by the collaborative workflow.

The system must also allow tenants to verify the identity of the enclaves
executing sensitive processing, as well as the code actually being executed, before
any data or cryptographic secrets are shared.

Finally, the system’s objective is not to completely eliminate any possibility
of information leakage. Certain information derived from the results produced
is intentionally disclosed as part of collaborative operations, particularly during
joins or aggregations. The goal is therefore to enable controlled sharing of the
information necessary for joint analysis, while minimizing the exposure of raw
sensitive data.

In the illustrative scenario used in this study, hospitals and the transportation
operator pursue complementary objectives through their collaboration. Hospitals
aim to detect local epidemiological trends more quickly by correlating medical
admissions with urban mobility data. For its part, the transit operator seeks to
identify areas or routes likely to experience an unusual concentration of cases to
adapt its operations or real-time monitoring.

However, this collaboration must not lead to uncontrolled disclosure of the
data held by each organization. Hospitals do not wish to expose patients’ detailed
medical information or allow direct access to their internal data flows. Similarly,
the transit operator does not wish to reveal all of its ridership or mobility data
to external entities. The system must therefore enable collaborative processing
that produces only the information explicitly necessary for the joint analysis,
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while limiting exposure of raw data to the distributed infrastructure and to other
participating tenants. Of course, in addition to these guarantees, the system must
deliver acceptable performance to ensure that data is processed correctly in real
time.

3.5 Out of scope
For the purposes of this work, vulnerabilities related to side-channel attacks affecting
Intel SGX are considered to be outside the scope of the study. We therefore assume
that the confidentiality and integrity guarantees provided by enclaves are fulfilled.
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Chapter 4

Contributions

The main objective of this thesis is to propose an architecture that enables collabo-
rative stream processing operations on sensitive data within an untrusted cloud
infrastructure while significantly limiting exposure of plaintext data.

Our approach seeks to address several concurrent constraints. On the one hand,
tenants must be able to collaborate to perform certain common operations, such
as stream joins or transformations before stream joins. On the other hand, they
wish to retain control over the data actually revealed through these processing
operations. The system must therefore allow for the execution of collaborative
operations without exposing the entirety of the raw data to other participants or
to the cloud infrastructure.

A second important objective is to preserve, as much as possible, the properties
and execution model of modern stream processing engines. Systems like Apache
Flink already provide advanced mechanisms for distribution, parallelism, stream
management, and fault tolerance. Fully reimplementing these features in a closed
environment would be an extremely complex task and would introduce a particularly
large Trusted Computing Base.

Our goal, therefore, is not to build a new secure stream processing engine
from scratch, but rather to propose a hybrid architecture that integrates secure
processing into an existing engine with minimal impact on its operation.

This approach also aims for realistic deployment. Solutions that require deep
modifications to the distributed engine’s runtime, the operating system, or the
virtual machine are often difficult to maintain and integrate with existing infrastruc-
ture. We therefore seek to minimize the modifications required to the processing
engine in order to maintain an architecture that is easily deployable in standard
cloud environments.

Another important objective is reducing the attack surface. The more code
executed within the enclave, the larger the potential attack surface becomes, and the
more difficult the constraints associated with Trusted Execution Environments
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are to manage. Our approach, therefore, seeks to limit the role of enclaves to
processing truly sensitive operations, while leaving orchestration, routing, and flow
management mechanisms to the traditional stream processing infrastructure.

Finally, our architecture must remain sufficiently generic to support different
types of processing. The system must not be limited to a single workflow but
must allow dynamic definition of single-stream operations as well as collaborative
operations between multiple streams belonging to different tenants.

These objectives lead to a hybrid architecture in which the stream processing
engine retains its role as a distributed orchestrator, while operations that handle
sensitive data are delegated to Intel SGX enclaves that execute verifiable, isolated
code.

4.1 System overview
This section provides an overview of the proposed architecture and the key security
properties it aims to ensure. Specific implementation details will be discussed in
the following sections.

The proposed architecture is based on a clear separation between the components
that orchestrate data streams and those that process sensitive data. This separation
is the central principle of our approach.

The system connects multiple tenants that generate continuous, potentially
sensitive data streams. These streams are routed to a distributed stream processing
engine that coordinates their flow and execution within the application pipeline.
However, unlike a traditional pipeline, the processing engine is not responsible for
executing operations that manipulate sensitive unencrypted data.

Sensitive operations are delegated to secure components running in Intel SGX
enclaves. These enclaves constitute the system’s primary trusted zone. They
are responsible for decrypting data, performing confidential transformations, and
producing results authorized by the collaborative workflow.

The architecture also distinguishes between two categories of logical flows: a
control plane1 and a data plane2.

The control plane is used to initialize secure processing. In particular, it
enables enclave configuration, the exchange of information necessary to establish
cryptographic sessions, and the distribution of keys used to protect data flows.

The data plane, on the other hand, carries the business events themselves. This
data remains encrypted during its transit through the distributed infrastructure

1The control plane encompasses the mechanisms responsible for configuring, orchestrating,
and coordinating the system.

2The data plane corresponds to the data flows and the processing applied to that data during
execution.
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and is decrypted only when processed within the enclave.
This separation offers several advantages. It isolates sensitive cryptographic

management mechanisms from traditional transport mechanisms while significantly
limiting exposure of business data within the distributed infrastructure. The stream
processing engine thus retains its orchestration role without becoming a trusted
component itself.

The architecture supports two main categories of processing.
The first category involves single-stream processing, in which a transformation is

applied independently to each event in a given stream, as represented in Figure 4.1.
These processes can be used, for example, to clean, filter, or project data before
sharing.

Relay
Operator

Operation
on data

Operation 
on data

Sink
(output)

Tenant A

Tenant B

Operator

Data transit

SGX enclave

Relay
Operator

Figure 4.1: Architecture used to securely apply transformations

The second category involves collaborative processing involving multiple streams
belonging to different tenants. In this case, multiple streams are jointly processed
within a shared enclave to produce derived results, as represented in Figure 4.2,
such as joins between events from different organizations.

In this model, tenants do not directly share their data in plaintext with one
another. They share only encrypted data with an enclave executing code explicitly
validated by the relevant participants. Trust, therefore, rests neither on the cloud
provider nor on the other tenants, but on the verified identity of the enclave and
the code it executes.

This approach retains the benefits of modern stream processing engines, allowing,
for example, the full Apache Flink ecosystem to be utilized in the rest of the
pipeline. This means that, following an enclaved processing step, the processing
pipeline can continue to benefit from Apache Flink’s mechanisms and ecosystem
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Figure 4.2: Architecture used to securely join two data streams

without complex integration, whilst limiting the number of components that must
be trusted to process sensitive data.

In the scenario described in the introduction, the data streams generated by the
hospitals and the transportation provider are fed separately into the distributed
pipeline. The events remain encrypted while transiting through the Apache Flink
infrastructure and are decrypted only within the enclave responsible for collaborative
processing. A join query can then be executed in the enclave to associate medical
events with the mobility information for the relevant station.

4.2 Architectural choices
The design of this architecture is the result of a series of trade-offs between
security, performance, integration complexity, and the constraints imposed by
Trusted Execution Environments. Indeed, several approaches can be considered
for integrating Intel SGX enclaves into a distributed stream processing engine.
Some involve running a significant portion of the engine directly within enclaves,
while others, conversely, seek to limit enclaves’ role to strictly sensitive operations.

This section, therefore, presents the main architectural choices in our approach,
as well as the alternatives considered. In particular, we explain why we chose a
hybrid architecture in which the stream processing engine acts primarily as an
orchestration and transport component, while processing involving sensitive data
is delegated to specialized enclaves.

We also discuss the separation of the control plane and the data plane, a key
component of the proposed architecture that limits exposure of sensitive information
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and simplifies the management of cryptographic mechanisms.

4.2.1 Why not run Apache Flink inside Intel SGX?
One possible initial approach to securing a stream processing engine is to run all
or part of the engine directly within Intel SGX enclaves. This approach may seem
natural at first glance, since it theoretically allows for the direct protection of both
operator execution and the data being processed.

However, several significant limitations make this approach difficult to apply in
our context.

First, Intel SGX enclaves are not designed to directly execute complex and
dynamic runtime environments such as a modern Java virtual machine. As discussed
in the previous chapter, an Intel SGX enclave must be initialized from a binary
that is loaded and verified before execution. This cryptographic verification, used
in attestation mechanisms, ensures that the executed code exactly matches the
expected code. This property works particularly well for relatively stable, small-
sized native components, but becomes much more difficult to maintain in the case
of a full-fledged runtime such as the Java Virtual Machine (JVM).

Apache Flink is built on a particularly complex Java runtime environment, and
directly integrating such a runtime into an enclave would require either enclosing
a very large amount of code or making significant changes to the engine and its
runtime to ensure compatibility with Intel SGX constraints.

This challenge is evident in several state-of-the-art works. For example, Secure-
Streams [16] proposes executing entire stream processing operators within Intel
SGX enclaves to protect data during distributed processing. This is a major challenge
of this paper, which is addressed by choosing Lua for its light runtime.

Another significant challenge concerns the hardware limitations of Intel SGX
enclaves themselves. Enclaves have limited protected memory, known as the
Enclave Page Cache (EPC). Although paging mechanisms exist, memory accesses
outside the EPC incur a significant performance cost. This constraint becomes
particularly problematic in the context of distributed engines handling large volumes
of state, especially for join, windowing, or aggregation operations.

However, modern stream processing engines such as Apache Flink rely heavily
on potentially large distributed state, network buffers, checkpointing mechanisms,
and dynamic memory management, which are difficult to reconcile with the con-
straints imposed by Intel SGX3.

Furthermore, running a complete engine directly within an enclave would
effectively introduce an extremely large Trusted Computing Base. The more code

3Alternative confidential computing technologies such as Intel TDX [18] or AMD SEV [19]
could be considered to embed Apache Flink as they protect a complete virtual machine.
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executed within the trusted zone, the larger the potential attack surface becomes
and the more difficult it is to accurately assess the security guarantees the system
actually provides.

In our context, this approach therefore did not seem suitable for our objective,
which is to offer an architecture that can be integrated relatively easily into an
existing stream processing environment without significantly altering its runtime.

We therefore chose a different approach: limiting the role of enclaves to op-
erations that handle sensitive data, while keeping the stream processing engine
outside the trusted zone.

In this architecture, Apache Flink continues to handle the responsibilities for
which it was designed, including distributed orchestration, data flow, parallelism,
scheduling, and integration into the stream processing ecosystem. The enclaves,
meanwhile, are used solely as specialized components to execute confidential
processing tasks.

This approach offers several significant advantages.
First, it significantly reduces the Trusted Computing Base, since only sensitive

business logic is executed within the enclave. The full distributed engine, the Java
virtual machine, and the orchestration infrastructure remain outside the trusted
zone.

Second, this architecture maintains compatibility with Apache Flink’s existing
mechanisms without requiring major changes to its runtime. The system, therefore,
remains easier to maintain and deploy in standard cloud environments.

Finally, this separation makes it easier to adapt the logic executed in enclaves
to the specific constraints of Trusted Execution Environments. Sensitive opera-
tions can be implemented as relatively simple native components, with bounded
state and precise control over the data manipulated in protected memory.

Our goal was therefore not to completely transform Apache Flink into an
enclave-based engine, but rather to propose a hybrid architecture that integrates
secure processing into an existing engine while limiting the modifications required
for its operation.

4.2.2 Hybrid architectures
The approach chosen in this work is therefore a hybrid architecture. The central
idea is not to move the entire stream processing engine into the trusted zone, but
to separate responsibilities between two types of components.

The stream processing engine retains tasks related to pipeline orchestration. It
remains responsible for reading streams, routing messages, distributing processing,
and integrating with the existing ecosystem. In contrast, operations requiring
access to sensitive data in plaintext are delegated to a secure component running
within an enclave.
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This separation preserves the benefits of a mature distributed engine while
limiting the amount of code that must be trusted. The engine does not require
extensive modification and does not directly handle sensitive data in plaintext. It
becomes an orchestration component surrounding a confidential processing core.

This architecture is therefore based on a compromise: the stream processing
engine remains outside the trusted zone, but its role is limited to operations that
do not require the confidentiality of business content. The enclave, for its part,
receives only the data necessary for sensitive processing, decrypts it, applies the
configured operation, and then returns the authorized results to the pipeline.

This model is particularly useful in a multi-tenant environment. Each tenant
can encrypt its data before it enters the cloud infrastructure. The data then
flows through the pipeline in encrypted form, and only the enclave component can
decrypt it until the modified data is no longer sensitive and can be processed in
the normal way. The other components of the infrastructure, including the stream
processing engine, see only encrypted packets concerning sensitive data.

The hybrid architecture also enables the management of multiple types of
processing. For processing involving only a tenant, such as a cleaning or filtering
operation prior to sharing, an enclave can be used to transform the data before it
is fed back into the collaborative pipeline. For a collaborative operation, such as a
join between two streams, the enclave acts as a controlled meeting point between
the data of the relevant tenants.

In this second case, the enclave should not be viewed as a traditional trusted
third party, but as a verifiable component. Tenants agree to transmit data or
secrets to it solely because they can verify the code executed by the enclave using
attestation mechanisms. Trust, therefore, rests on a code identity rather than on
the cloud infrastructure that hosts the computation.

This architectural choice also allows for a phased adoption. An existing ap-
plication can keep most of its processing pipeline within the distributed engine
and delegate only those operators that require special protection to enclaves. It
is therefore unnecessary to convert the entire pipeline into a secure application,
thereby reducing integration complexity.

Finally, this architecture makes the system’s limitations more explicit. Confi-
dentiality guarantees apply to processing actually performed within the enclave.
Operations performed outside the enclave, on the other hand, must only handle
data that is already encrypted, aggregated, sanitized, or considered non-sensitive
by the workflow. This separation makes the security model more transparent and
allows for precise analysis of where sensitive data may appear in plaintext.
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4.2.3 Separation of control and data plane
The proposed architecture explicitly distinguishes between two categories of commu-
nications: the control plane and the data plane. This separation is a key component
of the system, as these two categories of traffic have neither the same objectives
nor the same security constraints.

The control plane encompasses all operations required to initialize and configure
secure processing. It includes, in particular:

• Retrieving the information needed to identify the enclave.

• Establishing cryptographic sessions.

• Provisioning encryption keys and configuring the processes executed within
the enclave.

The data plane, on the other hand, corresponds to the business events trans-
mitted through the stream processing pipeline. This data represents the sensitive
streams generated by tenants and constitutes information that must be protected
in transit and during processing.

This separation offers several architectural and security benefits.
First, it significantly limits the exposure of sensitive data within the distributed

infrastructure. Operations in the control plane primarily handle configuration
metadata, cryptographic information, or processing parameters, while the business
events themselves remain confined to the data plane.

Second, this separation isolates cryptographic management mechanisms from
the traditional processing pipeline. The exchanges required for key establishment
or enclave configuration are performed independently of the main data flow. This
approach simplifies the system’s overall architecture and reduces direct interactions
between the stream processing engine and the cryptographic mechanisms internal
to the enclaves.

This separation becomes particularly important. The data plane carries only
encrypted payloads containing business events. The stream processing engine,
therefore, never directly manipulates plaintext data (while they are still sensitive)
and essentially acts as a transport and orchestration component.

The control plane also plays a key role in the system’s trust model. Before
a tenant agrees to send encrypted data to an enclave, it must be able to obtain
the information necessary to establish a trust relationship with that enclave. The
control plane’s exchanges thus enable this relationship to be established before any
sensitive data is transferred.

This separation also improves the architecture’s modularity. The control,
provisioning, and key management mechanisms can evolve independently of the
data pipeline itself. This notably facilitates the future integration of more advanced
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attestation mechanisms, such as complete workflows based on RA-TLS or DCAP,
without significantly altering how data streams are processed.

Finally, this approach makes it easier to assess the system’s security guarantees.
Operations that handle sensitive data and coordination operations are not mixed
within the same logical flow. This makes it easier to precisely identify which
components have access to business data, which handle only control metadata, and
which information remains visible to the untrusted cloud infrastructure.

4.3 Prototype implementation
The previous sections presented the proposed architecture and the key design
choices that guided its development. This section now describes the prototype that
was implemented to experimentally validate this approach.

Our goal was not to develop a complete secure stream-processing engine, but to
build a functional prototype to assess the feasibility of a hybrid architecture that
combines an existing distributed engine with enclave-based processing components.

The prototype thus implements the main mechanisms presented earlier:

• A distributed stream processing pipeline.

• A control plane enabling the configuration of secure processing and key
provisioning.

• A data plane carrying encrypted events.

• An Intel SGX enclave responsible for executing sensitive operations.

The system currently supports two main categories of processing: transforma-
tions applied to a single stream and explicit joins between two distinct streams.

This section describes the main components of the prototype and their role in
the system’s overall architecture.

4.3.1 Message Queuing Telemetry Transport (MQTT) com-
munication layer

The prototype relies on an event-driven, MQTT-based [20] communication system
to facilitate communication among tenants, the stream processing pipeline, and
secure components.

The choice of MQTT addresses several objectives related to the context of dis-
tributed stream processing. MQTT is a lightweight publish/subscribe protocol widely
used in IoT environments and event-driven architectures. Its topic-based model
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naturally represents continuous data streams from multiple independent producers,
which aligns well with the multi-tenant context studied in this work.

This approach also allows for the decoupling of data producers from processing
components. Tenants publish their events to different topics without needing
to know which components are consuming the streams directly. This separation
simplifies the system’s integration into distributed architectures and facilitates the
addition of new producers or new processing tasks.

In our architecture, MQTT is used for both the control and data planes.
The control plane is used during the initialization phases of secure processing.

Dedicated topics enable, in particular, the retrieval of public information associated
with the enclave, the establishment of cryptographic sessions, the provisioning of
encryption keys, and certain configuration operations required to initialize secure
processing.

The data plan, meanwhile, carries the business events generated by the tenants.
Before publication, events are encrypted on the tenant side using a symmetric key
provisioned to the enclave. Messages circulating within the MQTT infrastructure,
therefore, never contain business data in plaintext. Each message carries only a
cryptographic payload containing, in particular, the tenant ID, the logical stream
ID, a nonce, and the encrypted payload.

The MQTT broker itself is not considered trustworthy in our security model. It
acts solely as a transport component and never possesses the keys required to
decrypt business data. This property is important because it allows us to maintain
confidentiality guarantees even when the communication infrastructure is controlled
by an untrusted cloud provider.

The use of a publish/subscribe model is also particularly valuable in the context
of collaborative processing. Multiple tenants can simultaneously publish distinct
streams, while the processing pipeline can consume them asynchronously and in
a distributed manner. This approach notably facilitates scenarios involving the
joining of multiple streams belonging to different organizations.

Finally, the choice of MQTT helps minimize coupling between the various com-
ponents of the architecture. Producers, the stream processing engine, and the
enclave components interact solely through standardized message streams. This
allows internal encryption mechanisms and enclave implementation details to evolve
independently of the communication system itself.

4.3.2 Generic configurable operator
The central component of the processing pipeline is a configurable generic operator
integrated into the stream processing engine. This operator was designed to enable
the execution of different types of workflows without having to develop a new,
specific operator for each use case.
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The main objective of this approach is to separate the configuration logic of the
processing steps from their execution mechanism. The operator’s behavior is entirely
controlled by parameters describing the input streams, the schemas associated with
each stream, the mappings used to extract JavaScript Object Notation (JSON)
fields, and the operations to be applied to the data. This approach allows dynamic
construction of different workflows without modifying the operator’s code.

The prototype currently supports two main categories of processing. The
first corresponds to single-stream processing, in which a transformation is applied
independently to each event in a given stream. These transformations can be used,
in particular, to perform cleaning, filtering, or projection operations before data
sharing. The second category corresponds to collaborative join-type processing
between two distinct streams. In this case, the operator receives multiple logical
streams and coordinates their transmission to the secure backend, which performs
matching operations and produces results.

The operator also plays an important role in abstracting the relationship
between the stream processing engine and the embedded backend. The Apache
Flink pipeline is unaware of the exact business logic executed within the enclave.
It primarily handles MQTT streams, data payloads, and configuration and processing
requests. This separation allows for a relatively generic and loosely coupled
architecture.

The configurable component also plays a key role in supporting multi-stream
workflows. The various streams handled by the system are associated with logical
identifiers and independent schemas. This abstraction enables processing multiple
heterogeneous streams within a single pipeline without imposing a fixed data
structure on the stream processing engine.

Messages received from MQTT consist solely of encrypted payloads containing
the information necessary for routing and identifying the relevant stream. Sensitive
operations are then delegated to the Intel SGX backend via a dedicated interface.

This architectural choice allows for a relatively lightweight processing pipeline
from the distributed engine’s perspective. The Apache Flink operator acts pri-
marily as an orchestration and transport component, while the confidential logic
remains confined within the enclave.

Finally, this configurable architecture facilitates the gradual evolution of the
prototype. New processing types or new secure operators can be added without
disrupting the overall organization of the distributed pipeline.

4.3.3 Intel SGX backend
In the remainder of this thesis, the term Intel SGX backend refers to the complete
component composed of an untrusted host process and a trusted Intel SGX enclave.
Only the enclave itself is considered part of the Trusted Computing Base.
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The Intel SGX backend is the component responsible for executing sensitive
processing tasks within the proposed architecture. Unlike the stream processing
engine, which primarily handles orchestration and data transport, this component is
responsible for manipulating plaintext business data within an Intel SGX enclave.

The backend architecture is based on a separation between an untrusted host
process and the enclave itself. The host process exposes a minimal network interface
that allows it to receive requests from the stream processing pipeline and forward
them to the enclave. This component essentially acts as a gateway between the
untrusted world and the Intel SGX-protected trusted zone.

All sensitive logic is executed within the enclave. In particular, the enclave
maintains configuration information associated with tenants, provisioned encryption
keys, and the data structures required for stream processing.

Each tenant has an independent state within the enclave. This state contains
the information necessary to execute the configured processing tasks, including
the processing mode, the schemas of the processed streams, and the encryption
keys associated with the tenant. This logical separation allows for the isolation of
processing tasks belonging to different organizations within the same enclave.

The backend currently supports two main processing modes. The first involves
single-stream transformations, in which an operation is applied to each received
event individually. The second involves join-based collaborative processing between
two distinct streams.

When a message is received from the pipeline, the enclave first identifies the
relevant tenant and then attempts to decrypt the payload using the keys provisioned
for that tenant. Once the data is decrypted, the JSON content is transformed into a
typed internal representation to enable the execution of the configured processing
steps.

The enclave also maintains a memory state associated with each processed
stream. This state is currently implemented as bounded buffers that retain a
limited set of recent records for each stream. This structure notably enables join
operations across multiple streams while maintaining explicit control over the
amount of memory used within the enclave.

The Intel SGX backend also plays a central role in the system’s cryptographic
management. The enclave generates its own asymmetric key pair and uses shared-
secret derivation mechanisms to securely provision symmetric keys for encrypting
business streams.

Once provisioned, these keys are used to decrypt events received from the
pipeline. Data processed by the stream processing engine thus remains encrypted
as it travels through the distributed infrastructure and becomes accessible in
plaintext only when processed within the enclave.

However, the Intel SGX backend is not a complete distributed processing
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engine. Its role is intentionally limited to operations requiring access to sensitive
data. The mechanisms for orchestration, parallelism, and data flow are still handled
by the external stream processing engine.

This separation allows us to limit the amount of code executed within the
trusted zone while preserving the distributed nature of the overall pipeline.

4.3.4 Apache Flink relay implementation
In the prototype, the stream processing engine plays a deliberately limited role
regarding sensitive data. Apache Flink does not directly execute confidential logic
or decrypt business events. Its role is to connect the various components of the
system, consume incoming streams, forward requests to the Intel SGX backend,
and republish the enclave’s results, in order to continue the processing workflow,
where the data can once again be processed normally by standard Apache Flink
operators.

This implementation puts the architectural choice presented earlier into practice:
Apache Flink remains responsible for orchestrating the pipeline, while operations
that handle plaintext data are delegated to an external enclave component for
sensitive data.

The Apache Flink relay first comes into play in the control plane. When a
tenant requests the public information needed to establish a cryptographic session,
the request is received via MQTT, forwarded to the Intel SGX backend, and then
the response is republished to the corresponding MQTT topic. The same principle is
used for stream key provisioning: Apache Flink relays the request to the backend,
then sends the acknowledgment back to the tenant.

Apache Flink then processes the data. The events received from MQTT are
encrypted payloads containing the information needed to identify the tenant and
the relevant stream. For each message, the operator forwards the payloads to the
Intel SGX backend via the interface exposed by the host process. The enclave
then performs decryption, applies the configured processing, and returns one or
more JSON outputs.

The results produced by the enclave are then retrieved by the Apache Flink
operator and published to the configured output topic. In the case of joins, a
single incoming event can produce zero, one, or multiple outputs depending on the
matches found in the state maintained by the enclave.

This architecture allows us to maintain a pipeline compatible with Apache
Flink’s processing model while preventing the distributed engine from becoming a
trusted component. Apache Flink can continue to handle source reading, message
routing, and integration with the stream processing ecosystem, but it only processes
encrypted wrappers or results explicitly produced by the enclave.
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The relay’s implementation is therefore based on a strict separation of respon-
sibilities. The distributed engine transports and orchestrates streams, while the
Intel SGX enclave interprets sensitive data and executes confidential operations.
This separation is at the heart of the prototype, as it enables the integration of
enclave-based processing into an existing pipeline without significantly altering the
stream processing engine’s internal workings.

4.4 Example of workflow
To provide a concrete illustration of how the proposed architecture works, this
section describes the execution of a collaborative workflow between a hospital
network and an urban transit operator. This scenario revisits the join query
presented in the introduction and demonstrates how data flows are processed by
the various system components while maintaining the confidentiality of business
data.

In this scenario, hospitals publish medical events that include information on
observed symptoms and the transit station closest to the patient. For its part, the
transit operator publishes information related to passenger density and the lines
associated with the various stations in the network.

The collaborative workflow executed in the enclave then correlates these two
streams through a join operation:

SELECT
admissions.symptom_code AS symptom_code,
admissions.severity AS severity,
admissions.source_ts_ms AS admissions_source_ts_ms,
passengers.source_ts_ms AS passengers_source_ts_ms,
passengers.station_id AS station_id,
passengers.occupancy_pct AS occupancy_pct

FROM admissions
JOIN passengers
ON admissions.nearest_station_id = passengers.station_id

This query links medical events to their corresponding mobility contexts to
generate information useful to both organizations, without exposing their raw data
to the distributed infrastructure.

With the help of Figure 4.3, we will detail the execution of this query through
our system. Each subsequent paragraph details a section of the Figure, numbered
1-4.

(1) The first step is to configure the Intel SGX enclave. As explained above,
one of the enclave’s objectives is to be configurable, allowing it to be used regardless
of the data format. The Apache Flink operator will therefore send a request to
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the Intel SGX backend to configure it using environment variables defined during
deployment. Note that Apache Flink makes the request directly in our prototype,
as this has no impact on our evaluation. However, in a real-world scenario, the
tenants would make the request, and Apache Flink would simply relay it.

(2) Each tenant establishes a trust relationship with the Intel SGX enclave.
This phase allows participants to retrieve public information about the enclave
and perform the operations necessary to provision the encryption keys that protect
business data streams.

(3) Once this phase is complete, events generated by the various organizations
are encrypted before being published to the distributed infrastructure. Medical and
mobility data are therefore transmitted as encrypted packets within the MQTT broker
and the stream processing engine. The Apache Flink relay then consumes these
messages and forwards them to the Intel SGX backend without accessing their
business content. The distributed engine thus retains a role in orchestrating and
routing data flows, but does not directly participate in the confidential processing
of the data. Upon receiving the events, the Intel SGX backend forwards the
encrypted payloads to the enclave.

(4) The enclave decrypts both streams, maintains the states required for the
workflow, and then performs the join operation between the hospital events and
the transport events corresponding to the same station. When the join condition is
met, the enclave constructs a new object containing only the fields defined in the
output projection. The result is then sent back to the Apache Flink relay, which
republishes it in the distributed infrastructure.

This architecture ensures that business data remains protected throughout
its entire transit through the cloud infrastructure while enabling collaborative
processing across multiple independent tenants.

4.5 Limitations and discussion
The proposed architecture significantly limits the exposure of sensitive data within
a distributed stream-processing infrastructure considered untrusted. The business
data generated by tenants is encrypted before being fed into the pipeline and
remains protected while in transit through the cloud infrastructure. The stream
processing engine, the MQTT broker, and the various intermediate components never
directly handle business data in plain text. They only see encrypted payloads
containing the information necessary to route the streams.

Sensitive data is accessible in plain text only within the Intel SGX enclaves
responsible for confidential processing. Collaborative operations, particularly joins
between streams belonging to different tenants, are also executed exclusively within
this trusted zone. The results produced by these processes correspond only to
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data explicitly authorized by the projections configured in the workflow. Tenants,
therefore, do not directly share their raw data with one another, but only derived
information controlled by the processing executed within the enclave.

The security model relies primarily on the isolation provided by Intel SGX
and on attestation mechanisms that verify the identity of the code executed in the
enclave before any cryptographic secrets are provisioned. However, the current
prototype does not yet implement a full RA-TLS mechanism between tenants and
the enclave.

This limitation stems primarily from the experimental environment used in this
work. The available Intel SGX platform supports only legacy EPID mechanisms
and does not allow modern workflows based on DCAP and RA-TLS. In the current
prototype, communications between tenants and the Intel SGX enclave therefore
rely on a simplified key provisioning model.

In a real-world production architecture, however, integrating RA-TLS would be
essential. Such a mechanism would allow for the direct establishment of a trusted
TLS channel between the tenant and the remote enclave, ensuring not only the
confidentiality of communications but also the identity of the code executed in the
enclave before any cryptographic secrets are shared. This property is particularly
important in our architecture, as the stream processing engine acts as a relay
between data producers and the Intel SGX backend. Without a comprehensive,
attested channel mechanism, the intermediate infrastructure can interfere with data
streams, including suppressing, delaying, or reordering messages. The integration
of RA-TLS would therefore significantly strengthen the system’s guarantees.

Another major limitation of the prototype concerns the operations that can be
performed in the Intel SGX enclave. Currently, it supports only a relatively limited
subset of processing operations, primarily simple single-stream transformations and
explicit joins between two streams.

This limitation stems directly from the architectural choice made in this work.
The Intel SGX enclave is intentionally isolated from the stream processing engine
and therefore does not directly benefit from Apache Flink’s abstractions, partic-
ularly Table API and its associated SQL mechanisms. The processing operations
executed within the Intel SGX enclave must therefore be implemented manually.

For this prototype, we chose to implement only the subset of operations necessary
to experimentally validate the proposed architecture. This choice allowed us to
limit the complexity of the enclave code base while demonstrating the feasibility of
secure collaborative processing in a distributed pipeline.

However, in a real-world use case, broader support for relational operations
would be necessary to make the system more flexible and easier to integrate into
complex stream processing workflows. Expanding the capabilities of the Intel
SGX enclave is therefore an important avenue for the system’s future development.
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To build on our example from the introduction, here is a more advanced collab-
orative query that combines joins, aggregation, and time windows. This query aims
to evaluate, over the last 15 minutes, the degree of correlation between the average
number of correlated admissions and the average transport occupancy rate at a
station. It enables the production of an aggregate indicator combining local hospital
pressure and mobility density, in order to identify potentially vulnerable urban
areas more quickly and provide both organizations with actionable information to
adapt their operational response:

SELECT
station_id,
window_start,
window_end,
AVG(CAST(severity AS DOUBLE)) AS avg_severity,
AVG(occupancy_pct) AS avg_occupancy_pct

FROM TABLE(
TUMBLE(

TABLE (
SELECT

admissions.severity AS severity,
passengers.station_id AS station_id,
passengers.occupancy_pct AS occupancy_pct,
admissions.event_time AS event_time -- Non-existing

column in our described streams, used for the
example

FROM admissions
JOIN passengers
ON admissions.nearest_station_id = passengers.station_id

),
DESCRIPTOR(event_time),
INTERVAL ’15’ MINUTES

)
)
GROUP BY

station_id,
window_start,
window_end

However, implementing it would require more advanced mechanisms for state
management, time windows, and aggregation within the Intel SGX enclave.
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Chapter 5

Evaluation

The goal of this section is to evaluate the practical feasibility of the operator
presented in the previous section and, more specifically, the cost of integrating an
Intel SGX environment into a distributed stream processing pipeline.

Unlike some methods that measure only the isolated cost of Intel SGX primi-
tives, such as ECALL/OCALL transitions, our goal here is to evaluate the actual cost
of a complete architecture that integrates Apache Flink, network communication,
encryption mechanisms, and a secure enclave-based backend. This approach yields
results that are more representative of a real-world deployment.

5.1 Evaluation objective
Here is the question we aim to answer in this evaluation:

What is the overall performance cost of our hybrid architecture compared to a
standard, non-secure pipeline? The goal is not to isolate the raw overhead of Intel
SGX primitives, but to evaluate the practical feasibility and performance envelope
of the complete secure workflow, including encryption, enclave transitions, network
communication, and stream processing orchestration, in a realistic deployment
scenario.

To this end, we compare two execution modes of the same operator (the same
operations applied to the data):

• A mode where the operator is a standard Apache Flink operator, written
entirely in Java, without any use of enclaves.

• An enclave mode where the data is processed within an Intel SGX enclave,
written in C++, with Apache Flink operator acting solely as a relay (our
solution).
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The evaluation primarily focuses on collaborative workflows, as these best reflect
the multi-tenant, confidential processing scenarios addressed by this work.

Simpler workloads are used as micro-benchmarks to isolate the specific costs
associated with our architecture.

5.2 Experimental configuration
The experiments were conducted in a distributed environment that closely resembles
a real-world deployment. The platform includes an Apache Flink JobManager, six
TaskManagers, an MQTT broker, a data producer, and a generic operator deployed
in a cluster. In Intel SGX mode, an additional component hosting the enclave
runs separately.

The experiments were conducted on an Intel NUC8i5BEH machine equipped
with an Intel Core i5-8259U processor (4 cores, 8 threads) that supports Intel
SGX extensions. The machine has 16 GB of RAM and 4 GB of swap space. The host
system runs on a Linux kernel 5.10.0-051000-generic, with Docker Engine 29.1.3
and Docker Compose 2.40.3. This device is dedicated to these experiments.

The platform uses Intel SGX in legacy mode, with a stack based on the
isgx driver [21]. The Intel SGX environment is based on Intel SGX Software
Development Kit (SDK) 2.11.100.2 and the corresponding Platform Software. The
available EPC memory is 128 MB.

The project’s software stack is based on Apache Flink 2.2.0 and runs on
OpenJDK 17.0.18. The MQTT broker used is Mosquitto 2.1.2. Components are
deployed via Docker, using images based on Temurin 17 for Java and Python 3.14
for the data producer.

5.3 Measurement methodology
There are three main observations: latency, fixed-window throughput, and scaling
experiments.

Latency is measured end-to-end, from when the producer sends the message
to when it is received after processing. Each message includes a timestamp that
enables precise calculation of the elapsed time across the entire pipeline.

The first throughput is measured by counting the number of messages processed
during a fixed time window.

In addition to fixed-load tests, we also conduct scaling experiments in which
the theoretical input load is gradually increased. These experiments are designed
to evaluate the system’s sustained operational capacity under stress.
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This methodology allows us to distinguish between the maximum observed
throughput and the sustainable throughput in practice in a real-time data processing
context.

In our measurements, two payload sizes are considered.

• Messages without padding

• Messages padded with 8192 bytes

Without the padding, the messages are between 250 and 280 bytes in plain text,
and between 468 and 505 bytes when encrypted.

This variation allows us to assess the impact of data size on the secure pipeline’s
costs.

Our benchmarks are run following a warm-up phase designed to allow the
pipeline to stabilize before measurement. For latency measurements, we ignore
the first 30 messages and measure latency over 200 sampled messages. For fixed-
load throughput measurements, a 10-second warm-up is applied, followed by a
throughput measurement over a 20-second window.

Full campaigns are repeated 5 times per scenario. The raw results of each run
are then aggregated. For latency, each run produces, in particular, the mean, the
median (p50), the p95 and p99 percentiles, and the standard deviation. When
aggregating repetitions, the summary retains only the mean, standard deviation,
minimum, and maximum for each metric. For throughput, the summary aggregates
the input throughput, output throughput, and their ratio in the same way.

For capacity benchmarks, the load is increased gradually in steps. The tick
intervals tested are 0.1, 0.05, 0.02, 0.01, and 0.005 seconds. Each step applies a
5-second warm-up for throughput, followed by a 15-second measurement, and a
latency measurement over 120 messages after 20 warm-up messages. A step is
considered unstable if the p95 latency exceeds 200 ms, or if the input throughput
continues to increase whilst the output throughput is no longer growing sufficiently.

Although the generators do not rely on a fixed seed, randomness remains
controlled from one run to the next because events are always generated according
to the same distribution. Different runs, therefore, do not observe exactly the same
sequence, but they sample the same statistical process. The comparability of the
results thus depends on the stability of these distributions and on the repetition of
the measurements, rather than on the exact reproduction of an identical scenario.

Note that the plain and Intel SGX execution modes do not share the same
implementation stack. The plain mode uses Apache Flink’s native Table API
and Java-based operators, while the Intel SGX mode relies on a custom C++
engine running within the enclave. This difference is intentional and inherent to
the architecture: sensitive operations must be implemented natively within the
enclave, and cannot directly reuse Apache Flink’s runtime. As a consequence, the

50



comparison between the two modes reflects the overall cost of adopting the proposed
secure architecture, rather than the isolated overhead of Intel SGX execution. This
is consistent with our evaluation objective, which prioritizes practical feasibility
over a controlled micro-benchmark of Intel SGX primitives.

5.4 Micro-benchmarks
This section presents simple single-stream workloads used as micro-benchmarks to
more accurately isolate certain costs associated with secure processing. It should
be noted that evaluating our system on simpler queries is not without interest, as
our secure operator could well be used in a single-stream context, for example, to
sanitize sensitive data prior to a join.

The following analyses examine this query:
SELECT

’passenger’ AS type,
station_id,
count_in,
count_out,
occupancy_pct,
raw_json AS data

FROM typed_input -- typed_input is the typed view derived from JSON
WHERE occupancy_pct >= 0.25

The purpose of this query is to filter the transport network traffic data so as to
retain only those events corresponding to stations where passenger numbers exceed
a specified threshold.

5.4.1 Latency
In simple workloads, the impact of Intel SGX is noticeable. For small messages,
the average latency increases from 60.32 ms to 67.99 ms, in the graph on the left
in Figure 5.1. For 8192-byte messages, the increase is from 72.93 ms to 89.31 ms,
in the graph on the left in Figure 5.2.

The quantiles also show a relatively consistent increase across the entire latency
distribution, in the graph on the right in Figure 5.1 and Figure 5.2.

The costs associated with enclaves constitute a significant proportion of the
total processing time in this case, given the simplicity of the query processing
pipeline.
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5.4.2 Throughput
The throughput results show a relatively small decrease in performance under
Intel SGX.

For small messages, throughput drops from 67.96 msg/s to 66.49 msg/s, in the
graph on the left in Figure 5.3. For larger messages, it drops from 64.85 msg/s to
63.45 msg/s, in the graph on the left in Figure 5.4.

The quantiles show stable results across runs for both non-padded and padded
messages, as shown in the graph on the right in figures 5.3 and 5.4.

Although a decrease is observable, it remains limited. This indicates that the
additional overhead introduced by the enclave affects individual message latency
more than the system’s overall ability to maintain a stable throughput.

To supplement the tests conducted under fixed load, we also evaluate the
sustainable capacity of the simple workload.
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Figure 5.5: Sustainable capacity for simple workloads

The sustainable operating capacity of the simple workload is summarized in Fig-
ure 5.5. The figure shows both the highest stable input rate and the corresponding
output throughput before the p95 latency exceeds the 200 ms threshold.

Figure 5.6 illustrates how throughput and p95 latency evolve as the theoretical
input load increases. It provides a more detailed view of the system behavior under
progressively increasing pressure.

Load testing shows that the simple workload remains relatively robust as the
load increases gradually.

In plain mode, no saturation is observed within the tested range, and the system
remains stable up to the last evaluated level. In Intel SGX mode, the system
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Figure 5.6: Load scaling behavior for simple workloads

remains stable up to 100 messages per second, while the next level exceeds the p95
latency threshold set at 200 ms.

Although Intel SGX mode continues to deliver high throughput under high load,
these operating points are not sustainable due to observed latency degradation.

5.4.3 Payload impact
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This Figure 5.7 shows that an increase in payload size affects both latency and
throughput.

The impact is more noticeable in Intel SGX mode, suggesting that the costs
associated with encryption, memory copies, and communications with the enclave
increase as the size of the data being processed increases.

5.4.4 Discussion
Micro-benchmarks allow us to more precisely isolate the overhead introduced by
execution in Intel SGX enclaves on a simple workflow that involves neither joins
nor complex stateful logic.

The results show that Intel SGX mode introduces a measurable overhead in
both latency and throughput. This overhead stems primarily from encryption and
decryption operations, enclave-to-non-enclave transitions, and constraints on Intel
SGX-protected memory. Despite this degradation, the system maintains relatively
stable performance across all tested moderate workloads.

Scaling experiments also show that the simple workload remains relatively
robust to a gradual increase in load. In plain mode, no saturation is observed
within the explored range. In Intel SGX mode, the system maintains acceptable
latency up to 100 messages per second, after which latency degrades more sharply.

These results show that the impact of Intel SGX remains relatively moder-
ate when enclave processing is simple and largely stateless, since single-stream
processing does not require complex correlation mechanisms or significant state
maintenance. The observed costs, therefore, stem primarily from the secure envi-
ronment itself rather than from the application logic.

The micro-benchmarks thus confirm that the proposed architecture can support
simple processing at relatively high throughput while maintaining the privacy
guarantees provided by Intel SGX.

5.5 Workflow involving join queries
This section presents the main analysis of our evaluation. Unlike the micro-
benchmarks presented in the previous section, these experiments focus on a workflow
that joins multiple data streams, which is more closely related to the collaborative
context examined in this thesis.

To fully understand the following query, we introduce the Table 5.1, which
represents a stream of pseudonymized individual trips generated by the transport
operator. Each record describes a trip on the network, specifying an entry station,
an exit station, the associated timestamps, and a fare category.
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Table 5.1: Trip stream
Attribute Description
card_id Pseudonymized card identifier
ts_in Entry timestamp
source_ts_ms Source timestamp (ms)
station_in Entry station
ts_out Exit timestamp
station_out Exit station
fare_class Fare category
created_at Record creation timestamp

The following analyses are based on the query below:
SELECT

passengers.station_id AS station_id,
passengers.count_in AS count_in,
passengers.count_out AS count_out,
passengers.occupancy_pct AS occupancy_pct,
passengers.source_ts_ms AS passengers_source_ts_ms,
trips.source_ts_ms AS trips_source_ts_ms,
trips.fare_class AS fare_class,
trips.station_out AS station_out

FROM passengers
JOIN trips
ON passengers.station_id = trips.station_in

We therefore received data from the transport operator in two separate streams,
which allows us to accurately replicate a multi-tenant scenario. The purpose of
this query is to correlate the two data streams, linking station passenger volume
figures to information on individual trips associated with the same entry point into
the network.

5.5.1 Latency
The results show that workload involving join queries naturally incurs higher latency
than simple processing, as expected given the additional complexity of stream
synchronization and matching operations.

However, contrary to expectations, the use of Intel SGX does not significantly
increase average latency. For unpadded messages, the average latency drops from
105.2 ms in plain mode to 101.8 ms in Intel SGX mode, in the graph on the left
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in Figure 5.8. With 8192-byte messages, the average latency drops from 109.2 ms
to 97.92 ms, in the graph on the left in Figure 5.9.

The quantiles confirm this trend. The p95 and p99 values remain of the same
order of magnitude between the two modes, and are even slightly lower in several
scenarios in Intel SGX mode, in the graph on the right in Figure 5.8 and Figure 5.9.
This suggests that the overall cost of the distributed pipeline now largely outweighs
the cost introduced by the enclave.

This result should be interpreted with caution. The two implementations differ
not only in the presence of an Intel SGX enclave but also in their underlying
technology stacks. The plain mode relies on Apache Flink’s Table API and
a Java-based execution engine, while the Intel SGX mode uses a custom C++
implementation. The observed difference may therefore reflect implementation-level
discrepancies rather than a genuine advantage of enclave-based processing. A more
accurate interpretation is that latency in both modes is comparable, and that the
cost introduced by Intel SGX is absorbed by the overall pipeline complexity in
this workload.

Another important observation is that the increase in message size has a
relatively limited impact on the overall latency of the workflow involving join
queries. The cost associated with application processing and stream synchronization
appears to be more significant here than the cost of transferring the data itself.

5.5.2 Throughput
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The throughput results also show an interesting pattern. For unpadded messages,
throughput drops from 1136 msg/s in plain mode to 1006 msg/s in Intel SGX
mode. For 8192-byte messages, it drops from 1156 msg/s to 1100 msg/s.

Although a decrease is observable, the baseline remains high in both execution
modes. More importantly, the relative gap between plain and Intel SGX remains
limited given the complexity of the workflow.

The throughput quantiles also show good stability across different runs, as
shown in the graph on the right in figures 5.10 and 5.11. The measured variations
remain small, indicating, at first glance, that the integration of Intel SGX does
not cause significant instability in the pipeline.

The previous figures evaluate the observed throughput for fixed workloads, but
they do not characterize the system’s behavior as pressure gradually increases. To
assess the operational limits of the workflow involving join queries, we also analyze
the system’s sustainable capacity under load.

In this experiment, a run is considered stable as long as the p95 latency remains
below 200 ms. Above this threshold, the system is considered unstable, even if the
output throughput continues to increase.

Figure 5.12 summarizes the sustainable capacity of the workflow involving
join queries. It reports the last stable input rate and the corresponding output
throughput for both execution modes.

Figure 5.13 presents the evolution of throughput and p95 latency as the offered
load increases. This allows us to identify the point at which the workflow enters an
unstable operating region.

Scaling experiments more clearly highlight the difference between plain and
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Intel SGX modes.
For the workload involving join queries, the system remains stable up to 40

input messages per second in plain mode, while Intel SGX mode becomes unstable
beyond 20 messages per second, depending on the chosen p95 latency threshold.

The throughput curves also show that an increase in input load does not
necessarily result in a proportional increase in output throughput. In plain mode,
throughput plateaus at around 1100-1200 messages per second, indicating the
system is approaching its maximum usable capacity. In Intel SGX mode, this
saturation occurs earlier, with a rapid degradation in latency.

These results highlight an important distinction between observed maximum
throughput and sustainable capacity. Certain unstable plateaus can still produce
high throughput, but at the cost of significant latency degradation. In a stream pro-
cessing context, these operating points cannot therefore be considered operationally
viable.

The experiments thus show that execution within an Intel SGX enclave re-
duces the system’s sustainable capacity under heavy load, particularly for stateful
workloads involving join operations.

5.5.3 Payload Impact
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Figure 5.14: Impact of payload size on join requests

This Figure 5.14 summarizes the impact of payload size on the workflow involving
join queries.

Experiments show that increasing the payload size has only a limited impact on
the workflow involving join queries. The variations remain relatively small in both
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execution modes, suggesting that the primary costs stem more from synchronization,
coordination, and state management than from the raw size of the payload being
transferred.

5.5.4 Input/output analysis
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Figure 5.15: Input and output throughput for join requests

This Figure 5.15 compares the throughput of messages injected into the system
with the throughput of messages produced after join operations.

Unlike a simple pipeline, a join can produce multiple results from the input
messages. It is therefore normal for the output throughput to exceed the input
throughput.

The results show that the input and output throughputs remain similar in
both plain and Intel SGX modes. This confirms that the Intel SGX backend
remains capable of handling high throughput during joins. However, as the scaling
experiments show, maintaining such throughput under increasing load may come
at the cost of higher latency and reduced sustained capacity.

5.5.5 Discussion
The results for the workflow involving join queries highlight the overhead of secure
execution in Intel SGX enclaves, but also demonstrate that confidential collabora-
tive processing remains feasible in a distributed stream processing architecture.

The latency results show that enclave-based execution does not introduce a
systematic overhead compared to plain mode for this workload. However, this
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comparison must be qualified: the two modes use different implementation stacks,
and the slight latency difference observed is unlikely to be attributable solely to
Intel SGX. The more meaningful takeaway is that latency remains on the same
order of magnitude across both modes, confirming that enclave integration does
not fundamentally alter the pipeline’s responsiveness for join workloads.

The throughput results also show that secure execution reduces the system’s
processing capacity. This reduction is, however, gradual: the system continues
to produce a high throughput even when join operations are executed within the
enclave. The measurements also show that the overall cost of the pipeline does not
stem solely from Intel SGX itself, but also from the distributed mechanisms used
by the architecture, notably message passing, serializations, and network exchanges.

Scalability experiments, however, provide important additional insights. Fixed-
load measurements allow us to observe the system’s behavior under controlled
conditions, but they are not sufficient to characterize the architecture’s operational
limits. Sustainable capacity experiments show that Intel SGX mode reaches its
saturation point more quickly than plain mode.

As we will see, this difference becomes particularly evident in the workload
involving join queries. Stateful operations and stream correlation mechanisms
place a greater load on the enclave, reducing the available margin before latency
degradation occurs. The results thus show that the system can continue to produce
high throughput even in unstable situations, but that such operation comes at the
cost of a significant increase in p95 latency. In a stream processing context, these
operating points cannot be considered sustainable.

The results also highlight the fact that the complexity of the processing signif-
icantly influences the relative impact of Intel SGX. While the simple workload
maintains a relatively high sustained throughput, the workload involving join
queries reaches its operational limits more quickly, particularly in secure mode.
This shows that the cost of enclave execution becomes more apparent when the
processing requires more state, matching, and memory manipulation.

Overall, these experiments show that our approach effectively enables confiden-
tial collaborative processing in a distributed infrastructure, but it introduces a clear
trade-off between confidentiality and sustained capacity under heavy load. The re-
sults obtained are sufficient to demonstrate the practical feasibility of the proposed
architecture in real-time, multi-tenant collaboration scenarios under moderate load.

5.6 Global discussion
Our results allow us to draw conclusions about the usability of our system in
practice.
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5.6.1 Cost of the complete secure workflow
Experimental results show that integrating Intel SGX enclaves into a distributed
stream processing pipeline incurs measurable costs in latency, throughput, and
sustained capacity. This cost is already apparent in simple workloads, but becomes
more noticeable when processing requires stateful collaborative operations such as
joins between multiple streams.

Experiments show, however, that this cost does not stem solely from execution
within the enclave itself. A significant portion of processing time is also associated
with the various components of the distributed pipeline, notably message serializa-
tion, network exchanges, MQTT communications, and the internal mechanisms of
the stream processing engine. The observed cost, therefore, reflects the behavior of
the entire secure workflow and not merely the raw overhead of Intel SGX.

Scaling tests also show that secure execution reduces the system’s sustainable
capacity as load gradually increases. This reduction remains relatively moderate
for simple workloads but becomes more significant for workloads involving join
queries. Correlation operations between streams and state management within the
enclave reduce the available margin before saturation, leading to a faster increase
in p95 latency.

The results also highlight the importance of distinguishing between observed
maximum throughput and sustainable capacity. Some scenarios continue to produce
high throughput despite a significant increase in latency. In a stream processing
context, however, these operating points are not operationally viable. Scaling
experiments, therefore, provide important additional information compared to
fixed-load benchmarks, as they allow us to identify the system’s stability limits
under pressure.

Overall, the results show that the cost of secure execution remains highly
dependent on workload complexity. The more state management and coordination
between streams the processing requires, the more visible the relative impact of
Intel SGX becomes.

5.6.2 Practical viability
Despite the observed overhead, the experimental results show that the proposed
architecture remains capable of supporting confidential collaborative processing in
a distributed stream processing environment.

Simple workloads maintain a relatively high sustainable capacity even in Intel
SGX mode, while workloads involving join queries remain capable of producing
significant throughput while preserving confidentiality guarantees on the data being
processed. The results thus demonstrate that it is possible to integrate Intel SGX
enclaves into a distributed pipeline without running the entire stream processing
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engine within an enclave.
The evaluation also validates the main architectural choice of this work, based

on a separation between distributed infrastructure and enclave-based confidential
processing. The stream processing engine retains its role in orchestrating and
routing streams, while sensitive operations remain confined within the enclave.
This approach allows compatibility with existing infrastructure while limiting
exposure of sensitive data.

Experiments, however, show that this approach involves a clear trade-off between
privacy and operational capacity under heavy load. Secure workloads reach their
saturation point more quickly than their unsecured counterparts, particularly when
processing becomes stateful or requires complex collaborative operations.

Finally, the results presented in this work should be interpreted in light of the
prototype’s current limitations. The Intel SGX enclave currently supports only a
limited subset of processing operations, and certain advanced mechanisms, such
as full RA-TLS integration, have not yet been implemented in our experimental
environment. This evaluation should therefore be viewed primarily as a feasibility
validation of the proposed architecture rather than as an evaluation of a complete
secure engine intended for industrial use.

5.6.3 Limitations
The prototype evaluated deliberately relies on a limited subset of processing
operations. The workloads used focus primarily on simple transformations and join
operations between streams, as these processes already allow us to assess the main
costs introduced by integrating Intel SGX enclaves into a distributed pipeline. The
results obtained, therefore, remain representative of the fundamental mechanisms
studied in this work, notably transitions between the untrusted world and the
enclave, the cost of encryption, state management in Intel SGX, and the impact
of stateful collaborative processing.

Similarly, certain limitations of the prototype, such as the lack of full support
for complex aggregations or advanced time windows, do not prevent the analysis
of the architecture’s general properties. The experiments already clearly highlight
the trade-offs introduced by using a secure execution environment, particularly
regarding latency, sustainable throughput, and memory pressure in collaborative
workloads.

The absence of comprehensive remote attestation mechanisms integrated into the
prototype also has only a limited impact on the interpretation of the experimental
results. The evaluations carried out primarily aim to measure the cost of confidential
processing and the integration of enclaves into a distributed architecture. The
observed performance remains relevant for analyzing the system’s general behavior,
regardless of future integration of mechanisms such as RA-TLS.
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Finally, the experiments were conducted on limited hardware infrastructure,
particularly given the memory constraints of Intel SGX enclaves. This choice,
however, highlights the effects of hardware limitations on stateful workloads and
complex collaborative operations more clearly. The trends observed in the experi-
mental results remain consistent with the expected properties of Intel SGX-based
hybrid architectures.
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Chapter 6

Conclusion

This work addressed the challenge of collaboratively processing sensitive data
streams in an unreliable distributed cloud environment. In many contexts, multiple
organizations wish to correlate their data to perform joint real-time analyses,
while maintaining strict control over the information actually disclosed to other
participants and the execution infrastructure.

Modern stream processing engines, such as Apache Flink, offer powerful mech-
anisms for distribution, parallelism, and stream management, but they rely on
a trust model in which data is generally accessible in plaintext to the execution
infrastructure. This model becomes problematic in a multi-tenant context, handling
sensitive data.

To address this issue, we have proposed a hybrid architecture combining a
distributed stream processing engine with Intel SGX enclaves. The central idea of
our approach is to retain the advantages of existing distributed processing engines
for stream orchestration while delegating operations involving sensitive data to
secure components running within enclaves.

Our main contribution is the design and implementation of an architecture that
enables the execution of confidential collaborative computations without running
the entire distributed engine in an Intel SGX environment. The Apache Flink
engine serves primarily as an orchestration and transport component, while sensitive
operations, notably joins between streams from multiple organizations, are executed
exclusively within enclaves.

The experimental evaluation conducted shows that this approach is technically
viable in a distributed real-time processing context. The results show that the
overhead introduced by Intel SGX remains moderate for simple workloads but
becomes more noticeable when processing involves stateful operations and joins
across multiple streams.

Scaling experiments also reveal a significant distinction between observed maxi-
mum throughput and actual sustainable capacity. Although the system can continue
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to produce high throughput under heavy load, workloads executed in enclaves reach
a latency degradation zone more quickly, particularly for complex collaborative
processing. The results thus underscore the trade-off between confidentiality and
operational capacity under heavy load.

Despite these limitations, the results obtained demonstrate that it is possible
to integrate Intel SGX enclaves into a distributed stream processing architecture
without disrupting the overall organization of the processing engine. The proposed
approach thus significantly reduces the exposure of sensitive data within the cloud
infrastructure while maintaining an architecture compatible with existing processing
tools and models.

Finally, this work should be viewed primarily as a feasibility validation. The
implemented prototype is intentionally limited to a small subset of operations and
does not constitute a complete secure SQL engine. Nevertheless, it demonstrates
that a hybrid architecture separating distributed orchestration from confidential
processing is a realistic approach to the secure, collaborative processing of multi-
tenant streams.

6.1 Future work
Several areas for improvement and expansion can be considered following this work.

A first major development would involve the full integration of modern DCAP-
based remote attestation mechanisms and the use of RA-TLS. Such an approach
would enable the establishment of attested communication channels directly between
tenants and enclaves, guaranteeing both the authenticity of the executed code and
the confidentiality of exchanges. This integration would significantly strengthen
the trust model of the proposed architecture.

A second avenue would involve extending the Intel SGX enclave’s capabilities
to support a broader set of relational operations and stream-processing tasks. The
current prototype supports only a limited subset of operations, primarily simple
transformations and explicit joins between two streams. Better integration with
Apache Flink’s high-level abstractions, notably Table API and SQL, would make
the system more flexible and bring it closer to a full-fledged processing environment.

Improving state management is also an important area of focus. Stateful work-
loads are currently the main limiting factor for sustainable capacity under Intel
SGX. More advanced mechanisms for memory management, state partitioning,
or EPC access optimization could help reduce the impact of Intel SGX-imposed
memory constraints.

Another avenue of exploration would be the study of the distributed deployment
of multiple cooperative enclaves within the pipeline. The current prototype relies
primarily on a centralized Intel SGX backend. A distributed enclave architec-
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ture could improve scalability and enable more efficient distribution of sensitive
processing in large-scale environments.
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