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Abstract

Mutual information is a fundamental concept in information theory that measures
the dependency between two random variables. It has found application in many
fields such as machine learning, signal processing, neuroscience, etc. The estimation
of mutual information is however a challenging problem, especially when the
probability distributions of the random variables are unknown. In this work, we
present a new mutual information estimator called Mutual Information Neural
Estimation (MINE) that was introduced in [1]. The latter is based on the use
of neural networks and has been shown to outperform other mutual information
estimators in many cases. We also present some optimizations we added to an
already existing implementation of MINE and how they improve its performances
and user-friendliness. Finally, we present an application of MINE to evaluate the
security of a new wireless communication scheme as presented in [2]. We also
develop a statistical test in order to determine whether the system is secure or
not.
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Introduction

Mutual information (MI) is a fundamental concept in information theory that was
first defined by Claude Shannon in his founding paper "A mathematical theory of
communication" [5]. MI is a measure of dependency between two random variables
(RV). It quantifies the amount of information that can be obtained about one RV
when observing another. It is a very versatile metric that can be used to measure
dependencies in a more general way than other popular metrics such as linear
correlation. Indeed, whereas Pearson’s correlation will only measure the linear
dependency between two RV, the mutual information will also capture non-linear
dependencies.

This metric has found applications in many fields such as machine learning,
signal processing, neuroscience, etc. It is a very powerful concept that has been used
to solve many problems. Recently, [2] introduced a new wireless communication
scheme to protect against eavesdropping. They have shown that under certain
conditions, the mutual information an eavesdropper can obtain on the original
messages sent is null. This implies that the communication scheme is absolutely
secure. This information-theoretic approach of security is very interesting and
a strong security guarantee. In this work, we wanted to study the effect of the
channel on the mutual information leakage to the eavesdropper. Since for general
channels, an analytical expression of the mutual information is not always available,
we wanted to use numerical estimators to evaluate it.

Unfortunately, the estimation of mutual information is a challenging problem,
especially when the probability distributions of the RV are unknown. In this work,
we present a new mutual information estimator called Mutual Information Neural
Estimation (MINE) that was introduced in [1]. The latter is based on the use
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of neural networks and has been shown to outperform other mutual information
estimators especially in terms of tractability in high dimensions. We also present
some optimizations we added to an already existing implementation of MINE and
how they improve its performances and user-friendliness. Finally, we present the
results of this estimator to evaluate the security of the wireless communication
scheme presented in [2].

Contributions The main contributions of this work are:

o A characterization of MINE in terms of the effects of the hyperparameters
on the performance of the estimator.

o Optimizations of an existing implementation of MINE to improve its perfor-
mance and user-friendliness in the light of the observations made during the
characterization.

o An analysis of MINE to evaluate the security of a new wireless communication
scheme presented in [2].

e The development of test procedure to determine whether a system is secure
based on the estimations of MINE .

Report Structure In this work, Chapter 1 begins by introducing a theoretical
background of mutual information and follows by presenting mutual information
estimators, including MINE . Chapter 2 starts by giving a reminder of deep learning
and neural networks theory. It then presents a characterization of MINE , i.e. the
effects of parameters on the training of the neural network. We follow by presenting
the optimizations we added to an existing implementation of MINE . Chapter 3
first explains the Absolute Security communication scheme presented in [2] and the
modified system model we considered. We then give some theoretical results on
the mutual information of this system that will help us evaluate the performance
of MINE by comparing the results we obtained on a synthetic dataset. We also
compare results on synthetic data against results on a dataset obtained from an
experimental setup we created in laboratory. Finally, we give a statistical test
procedure for evaluating the security of a communication system based on the
estimations of MINE .

At the beginning of each chapter, a brief introduction is given and at the end a
conclusion with future works and perspectives is made.



CHAPTER 1

Mutual Information Estimation

In his founding paper [5], Shannon introduced many fundamental concepts and
laid the foundations of communication and information theory. Elements such
as information sources, transmitters/receivers, channels and channel capacity,
unit of information (bits), etc. are first used as building blocks to characterize
communication systems. The concept of entropy and mutual information were also
first introduced in this paper.

In this chapter, we are first going to present the concept of mutual information
and why is it relevant in many fields. We also explain the challenge of mutual
information estimation. We then present a few mutual information estimators that
have been developed in the litterature. We are going to be especially interested in
a new mutual information estimator called Mutual Information Neural Estimation
(MINE) that was introduced in [1]. The latter is based on the use of neural
networks and has been shown to outperform other MI estimators especially in
terms of tractability in high dimensions (i.e. scalability). It is going to be one of
the main focuses of this work and will be studied in more details in the following
chapters.

1.1 Mutual Information Background

In this section, we are going to introduce the concepts of entropy and mutual
information. We are going to give different mathematical definitions, present the
relationships between these two concepts and illustrate their meanings intuitively.
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Entropy

Entropy can be understood as the average amount of information or "uncertainty"
of a random variable (RV).

Definition 1.1: Entropy for Discrete RV

Let X € X be a discrete RV with probability mass function (PMF) px(z).
The entropy of X is then defined as

H(X) = = >_ px(x)log(px(z)). (1.1)

TeEX

Definition 1.2: Entropy for Continuous RV

Let X € X be a continuous RV with probability density function (PDF)
fx(x). The entropy of X is then defined as

HX) =~ [ Ix(@)log(fx(2)) da. (12)

The base of the logarithm dictates the units of the entropy. When using the
natural logarithm, the entropy is measured in nats, while using the base 2 logarithm,
the entropy is measured in bits. Throughout this work, we will use the logarithm
in base 2 in order to express the entropy and mutual information in bits which is
more conventional especially in communication technologies.

A very simple example to understand the idea behind entropy is the case of
a Bernoulli random variable X with parameter p, modeling a random event with
binary outcome 1 or 0 with probabilties p and 1 — p respectively. The entropy of
X is then given by (1.3) and is represented in Figure 1.1.

H(X) = —plog(p) — (1 —p)log(1l - p) (1.3)
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Figure 1.1: Entropy of a Bernoulli RV [6].

We see that the entropy (i.e. the uncertainty of X) is maximal when the
probability of the two possible outcomes is equal (p = 1/2), and minimal when
the probability of one of the outcomes is 1. It makes sense intuitively when we
think of the flipping of a coin for example. If the probability of having tails is 0
(the probability of having heads is then 1) the uncertainty of the random event
becomes null since the outcome is basically already known. While if the probability
of having tails is 1/2, the uncertainty is maximal since we cannot have a priori a
preference for one outcome over the other.

Mutual Information

The mutual information between two RVs X and Y is then defined as the reduction
of uncertainty of one random variable when observing the other one. Or equivalently,
as the average amount of information that can be obtained about X by observing
Y, i.e the dependency between random variables.

Definition 1.3: Mutual Information for Discrete RV

Let X € X and Y € Y be two discrete RVs with joint PMF pxy(x,y)
and marginal PMFs px(x) and py (y) respectively. The mutual information
between X and Y is then defined as

I6,Y) = X Y pxv(e,5)log (M> | (1.4)

yEY zEX px (7)py (y)
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Definition 1.4: Mutual Information for Continuous RV

Let X € X and Y € Y be two continuous RVs with joint PDF fxy(x,y)
and marginal PDFs fx(x) and fy(y) respectively. The mutual information
between X and Y 1is then defined as

V) — e log [ LY @Y Y o
I(X;Y) _/yey xeXfXY( ,y) log (fx(w)fy(y)> dz dy. (1.5)

We can also define it under the lens of the reduction in entropy (uncertainty) of
one random variable when observing the other one. This is done by expressing the
mutual information as the difference between the entropy of one random variable
and the conditional entropy of that random variable given the other one. This
relationship is given by Definition 1.5.

Definition 1.5: Mutual Information relation to Entropy

I(X;Y) = HX) - HX|Y) = HY) — HY|X) (1.6)

Looking at the mutual information from this perspective, it is made clearer
that the MI is a measure of "how much do we reduce the uncertainty of one RV
when observing the other".

Kullback-Leibler Divergence

Another important definition of mutual information can be given using the Kullback-
Leibler (KL) divergence. The KL-divergence is a measure of how much one
probability distribution diverges from another. It is always positive and is 0 if and
only if the two probability distributions are equal.

Definition 1.6: KL-Divergence for Discrete RV

Let P and Q be two discrete probability distributions defined on X, with
PMFs p(z) and q(z) respectively. The KL-divergence between P and Q is
then defined as

DralPlQ) = 3 plo)tox (4. (1.7

TeEX
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Definition 1.7: KL-Divergence for Continuous RV

Let P and Q be two continuous probability distributions defined on X, with
PDFs p(x) and q(x) respectively. The KL-divergence between P and Q is
then defined as

Dics(Pl|Q) = [

A

st () e us

The mutual information can then be expressed as the KL-divergence between
the joint distribution Pyxy and the product of the marginal distributions P xPy .

Definition 1.8: Mutual Information as KL-Divergence

Let X and Y be two RVs. Let Pxy be the joint distribution of X and Y,
and Px and Py be the marginal distributions of X and Y respectively. The
mutual information between X and Y can then be expressed as

Indeed, we know that if X and Y are independent, then Pyxy = PxPy by
definition of independence, and the KL-divergence is then 0.

Mutual information is a powerful concept that has found applications in many
fields such as machine learning, signal processing, neuroscience, etc. Its genericity
can be used to measure the dependency between RVs in a more general way than
other popular metrics such as linear correlation also known as Pearson correlation
coefficient (PCC). Indeed, whereas PCC will only measure linear dependencies
between RVs, mutual information will also capture non-linear dependencies. Figure
1.2 gives examples of linear correlation values of two RVs X and Y. We see clear
examples where X and Y are strongly dependent (non-linearly) but are decorrelated

(i.e. p=0).
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Figure 1.2: Examples of correlation between 2 RVs [7].

The tradeoff for that capacity to capture more general relationships between
variables, is the complexity of estimation of the MI. Indeed, it is often the case that
the probability distributions of the random variables (especially continuous RVs)
are unknown and that direct estimation of the mutual information is intractable or
exponentially more demanding in computing ressources. MI estimation is thus a
challenging and crucial problem to solve.

1.2 Mutual Information Estimators - MINE and
Prior Works

Before the introduction of neural based MI estimators, many other methods have
been developed to estimate the mutual information between random variables.
Many different approaches have been explored: simple binning estimators, density
estimators [8, 9], non-parametric estimators [10, 11, 12, 13], series expansions [14]
and many others [15, 16]. We will first present a few of these estimators before
introducing MINE.

Prior Works

We are going to present 4 different mutual information estimators that have been
developed in the litterature in the last years, in order of complexity and performance:
the naive binning estimator, the Kraskov-Stogbauer-Grassberger (KSG) estimator,
the Local Gaussian Density Estimation (LGDE) estimator and the Maximum
Likelihood Mutual Information (MLMI) estimator.

Naive Binning Estimator

The naive binning estimator is the simplest MI estimator. The idea is to discretize
the integral definition of the mutual information (1.5) and to approximate proba-
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bility distributions by their empirical distributions. The estimation of the mutual
information is then given by

Naive Binning Estimation

FXY) = 3 fuyfin ) log L2000

0 5,0) (1.10)

where the ¢ and j indices are the bins of the discretized RVs X and Y. Basically,
we evaluate f,,(7,7) by counting the number of samples that fall in the bin (4, j)
and dividing by the total number of samples. The same is done for f,(i) and f,(j),
but by simply looking in the x- and y-axis bins.

Theoretically, the naive binning estimator is consistent, meaning that it con-
verges to the true mutual information when the number of samples N — oco. It is
however known to have a high variance and bias.

Kraskov-Stogbauer-Grassberger Estimator

The Kraskov-Stogbauer-Grassberger (KSG) estimator [10] is a very popular esti-
mator and has been implemented in many libraries as the default MI estimator
[17].

It is a non-parametric MI estimator that is based on the concept of nearest
neighbors. The idea is to estimate the probability distributions by looking at the
K-nearest neighbors of each sample. The estimation of the mutual information is
then given by

where 9 is the digamma function, N is the number of samples, n,(i) and n, (i) are
the number of samples in the K-nearest neighbors of the i-th sample of X and Y
respectively.

The KSG estimator is known to be consistent and to have a lower variance
than the naive binning estimator. However, it is also known to have a bias that
increases with the dimension of the RVs. On the other hand, it has the advantage
to be relatively low in complexity and to be easy to implement.
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Local Gaussian Density Estimation

In [9], Gao et al. proposed a density estimation based method to estimate the
mutual information. The idea is to estimate PDFs by modeling them locally as
Gaussian around each sample, i.e.

f(@) = N(z; p(z), S(x)), (1.12)
where p(x) and ¥(x) are the mean and covariance of the Gaussian distribution

around the sample . We compute these parameters by solving the following
optimization problem:

p(x), X(x) = arg max L(x, p, ¥), (1.13)
H,
where L(x, p,X) is the local likelihood function defined as

L(w,p, S ZKH i— @) log N (s 1, 5) — [ Kp(t —2)N (6 p, D)t (1.14)

where Ky is a product kernel with diagonal bandwidth matrix H.
Once the joint and marginal PDFs of X and Y are estimated as in (1.12), the
mutual information can be computed as

7 1 al facy(mmyz)
W=y =i fa(@0) [y (y3) (119)

The LGDE estimator is known to be consistent and asymptotically unbiased.
However, the optimization problem becomes computationally expensive in high
dimensions since the number of parameters to estimate grows quadratically with
the dimension of the RVs.

Maximum Likelihood Mutual Information

In [8], Suzuki et al. proposed a method called Maximum Likelihood Mutual
Information (MLMI) to approximate mutual information using maximum likelihood
of a density ratio function. The idea is to directly estimate the density ratio between
the joint distribution of X and Y and the product of the marginal distributions of
X and Y, w(x,y) = fry(@y),

fazfyy
The MI is then appro;éimated by the expectation of the log-density ratio, i.e

1 N
I(x N; w(x;,y,), (1.16)

10
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where w(x, y) is the estimated density ratio function they modeled using a linear
model:

bz, y) =o' p(z,y). (1.17)
Here, @ = (ay,- -+, ) are parameters learned from samples and ¢(x,y) =
(p1(x,y), -, dp(x,y)) are basis functions such that ¢;(x,y) > 0 Vi and V(x, y).

The parameters a are then learned by maximizing the log-likelihood:

N
— Zlog(ﬂ,y(mi,yl Zlog (a o(x,y ) +Zlogf$ x; +Zlogfy y;) .
i=1 %’—’

O(wiy) o) fy () e

In addition to the non-negativity of w(x,y), we need to add a normalization
constraint such that

[ ful@ y)dzdy = [ o $(@,y) f.() 1, (y)dwdy
L Z aTq’)(mi,yj) =1.

n(n=1) 7,

Q

Where the approximation is done using the U-statistics as described in [18].
The optimization problem is then given by

mMaxe Zlog( To(x y))

> a'¢(xi,y;)=1 and a>0.

subject to
n(n=1) 7,

Finally, we have the mutual information estimation:

Mutual Information Neural Estimation

In 2018, Belghazi et al. introduced a new MI estimator called Mutual Information
Neural Estimation (MINE) [1]. This estimator is based on a dual representation
of the Kullback-Leibler divergence called the Donsker-Varadhan representation

11
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[19], as formulated in Definition 1.9. This representation allows to re-express the
KL-divergence as a maximization problem.

Definition 1.9: Donsker-Varadhan Representation

Let P and Q be two probability distributions defined on ). The KL-divergence
between P and Q can be expressed as

Drr(Pl|Q) = sup Exp[T(X)] —log Ex~qle"™), (1.19)

where T' lies in the space of functions such that the expectations remain finite.

It is possible to show (Cfr [1]) that the optimal function 7* that maximizes the
right-hand side of (1.19) is given by T*(X) = log <(‘%% + C where C' is a constant,
i.e. T™ is the log-density ratio between the two distributions.

Another representation of the KL-divergence based on the f-divergence varia-
tional representation was presented in [16] and [20]. It is a generalization of the
KL-divergence and includes the KL-divergence as a special case. The f-divergence
between two probability distributions P and Q is defined as

Dy(P|Q) = /Qf <%) dQ. (1.20)

The KL-divergence is then a special case of the f-divergence where f(x) =
xlog(z). The variational representation of an f-divergence is given by (Cfr [16])

Ds(PlQ) = sup Ex-5[T(X)] - Ex~olf"(T(X))], (1.21)

where f* is the convex conjugate of f. For the KL-divergence, we have that
f*(z) = xlog(x) — x + 1. The KL-divergence variational representation is then
expressed as in Definition 1.10.

Definition 1.10: KL-Divergence Variational Representation

Let P and Q be two probability distributions defined on 2. The KL-divergence
between P and Q can be expressed as

D1 (Pl|Q) = sup Ex-p[T(X)] — Ex~gle™™], (1.22)

where T' lies in the space of functions such that the expectations remain finite.

12
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In practice however, we do not necessarily know the distributions P and Q
and cannot compute the expectations analytically. We would thus like to find the
optimal function by searching in the space of admissible functions. Unfortunately,
the complete space of admissible functions T is vast and not searchable realistically.
Let us therefore limit the search space to a smaller admissible function space F.
Then, the solutions of (1.19) and (1.22) actually become suboptimal and are a lower
bound of the KL-divergence. Even though both representations give tight bounds
of the KL-divergence for sufficiently large function spaces F, the DV-representation
is tighter than the f-divergence variational representation (Cfr [21]), i.e. we always
have that

Drr(P||Q) > ;ug]EXW[T(X )] — log Ex.g[e”™)]
S

> sup Ex.p[T(X)] — Exg[e? 7). (1.23)
TeF
We are then going to use the DV-representation to define the MINE estimator
from here on.

Using (1.9) and (1.23), we can now define a lower bound on the mutual infor-
mation between two random variables X and Y as follows:

I(X;Y) > sup Exyepyy [T(X,Y)] —10g Ex yopypy [l V)] (1.24)

The idea behind MINE is to choose F to be a family of parametric functions

Fy parametrized by a neural network with weights 6. The problem then becomes

finding the function 7, € Fy that maximizes the lower bound of the KL-divergence,

or similarly finding the optimal set of parameter #* € ©. This will be done by

training the neural network to maximize -or similarly to minimize the negative

of- the lower bound of the KL-divergence, which will be the loss function of the

network. The best estimation we can get given the function space Fy is then given
by Io(X;Y), where

I(X;Y) > [(X:Y) = sup Exyepyy [To(X,Y)] = 10g Ex yp sy [e70FV]. (1.25)
S

Unfortunately, we are not able to evaluate the exact mathematical expectations.
We can however approximate them by an empirical average over a batch of samples.
The mutual information estimation is then given by

I(X;Y) = sup— ZT@ x;,y;) — log ( ZeTe i ) , (1.26)

gco N

13
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where (z;,y;) are samples drawn from the joint distribution Pxy and (Z;, ;) are
samples drawn from the product of the marginal distributions PxPy-.
To obtain that estimation, the neural network will be trained by minimizing

the loss function £(6), i.e.

0* = arg min L(0)
= arg mln—— ZT(; T, y;) + log < ZeT" G ) . (1.27)

As for any neural network, now that we have defined the loss function, we can
use backpropagation to train the network (Cfr Chapter 2 for more details). MINE
algorithm can then be described as in Algorithm 1.1.

Algorithm 1.1: MINE Algorithm

Input: Samples (z;,y;) ~ Pxy, i=1,---,N.

Output: Optimal parameters 6*.

Parameters: Learning rate A\, Number of epochs Nepocns, Number of
batches Npgtenes Or Batch size B.

Initialization: Initialize neural network with random weights 6.

for epoch in 1,2, ..., Nepochs do
Shuffling: Shuffle samples (z;, v;).

foreach batch {z;,y;}2, do
Marginals: Permutate randomly y; to artificially create

samples {Z;, 7;}2, ~ PxPy.

Compute Loss:

L(8) + —% X2 To(zi,y:) + log( Tf’(i“g")).
Update Weights: 0 < 0 — \V ,C(H)
end
end
return 0*

7

It is important to understand that here, contrary to most deep learning ap-
plications, we are not interested by the output of the network directly, i.e. by
the function T, (X). We are rather interested in the value of the loss function
itself which is an estimation of the mutual information. So that once the network

14
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is trained for a particular set of samples {z;,9;},, we can evaluate the mutual
information between X and Y by evaluating the loss function on a batch of samples.
The estimation of the mutual information is then given by

. 1 Y 1Y
BXGY) = 3 S Tian) —log (5 S eem ). a2y
=1 =1

MINE has been shown to outperform other MI estimators especially in tractabil-
ity (i.e. scalability) in higher dimensions [1]. Its interesting properties have made
it a popular choice for MI estimation in many applications. We thus decided to
further study this tool and to explore its potential in the context of communication
systems.

ReMINE

Although MINE has good estimator properties such as strong consistency and
scalability, some issues tend to arise in practice. One of the main issues we encounter
with MINE is the instability of the loss. Indeed, the loss function £(#) has been
shown to diverge in some cases. Another issue is the drifting of the two terms of
the loss function. Both terms tend to decrease indefinitely at the same rate during
training, even after the MI estimates converged to a stationnary value. This is
due to the fact that the optimal function 7™ is defined up to an additive constant.
Figure 1.3 illustrates this issue.

15
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Figure 1.3: Illustration of the drifting issue in MINE. X-axis is the number of epochs
and Y-axis is the value of the loss function. The two terms of the loss function
tend to decrease indefinitely at the same rate during training. The estimation of
the mutual information converges in average to the true MI value [22].

In [22], the authors present and tackle these known issues and propose a
modified version of MINE called Regularized Mutual Information Neural Estimation
(ReMINE). The idea is to add a regularization term in order to prevent the
divergence of the loss and to stabilize the training. The loss function is then given
by

‘C<0) = T X7 ZT@ xl,yl -+ log ( ZeTe Zi,Yi )
=1
+d <log < ZeTe(%yi)> ,C) 7 (1.29)
N =1

where d(-,-) is a distance measure such as the euclidean distance. This third term
penalizes the distance of the second term of the loss function to a constant C. It is
important to note that this contant is related to the optimal solution 7%. Indeed,
the optimal solution of the KL-divergence variational representation is given by
T*(X) = log ( 2 + C where C' is a constant. The regularization term allows to
stabilize the drifting term C and to prevent the divergence of the loss function.
Figure 1.4 illustrates the effect of regularization in ReMINE.

16
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Figure 1.4: Illustration of the regularization term in ReMINE. X-axis is the number
of epochs and Y-axis is the value of the loss function. The regularization term
penalizes the distance of the second term of the loss function to a constant C' = 0
here. Indeed we see that the second term is 0 on average. The estimation of the
mutual information converges in average to the true MI value [22].

The ReMINE algorithm is similar to the MINE algorithm 1.1, with the addition
of the regularization term in the loss function. The training is then done by
minimizing the new loss function (1.29) still with respect to the weights 6 of the
neural network. The estimation of the mutual information remains the same as in
(1.28). This version of the algorithm, being more stable and less prone to divergence,
will be the one used in the following chapters. For simplicity, we will refer to it
as MINE in the following chapters keeping in mind that we are actually using the
ReMINE version of the algorithm.

Chapter Conclusion

In this chapter, we have presented the concept of mutual information and its
importance in many fields. We have also presented a few mutual information
estimators that have been developed in the litterature. We have especially focused on
a new mutual information estimator called Mutual Information Neural Estimation
(MINE) that was introduced in [1]. The latter is based on the use of neural networks
and has been shown to outperform other MI estimators especially in dimensional
scalability. We have also presented a modified version of MINE called ReMINE
that tackles some of the known issues of MINE. In the following chapters, we are
going to study MINE in more details and explore its potential in the context of
communication systems.
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CHAPTER 2

Algorithm Optimization

MINE is a powerful algorithm for estimating the Mutual Information between two
random variables. However, it has some limitations, such as its stability, speed and
ease of use for non-expert users, that can make it difficult to use in practice. We
thus wanted to improve the algorithm by adding some optimizations that would
make it more performant and user-friendly.

In this chapter, we first start with a reminder on deep learning and neural
networks theory since it is fundamental to understand the optimizations we have
made to the MINE algorithm.

We then discuss the characterization of the network and the impact of the
hyperparameters on the performance of the algorithm. We present the results of
a series of experiments we conducted to understand the impact of the depth and
width of the network, the learning rate, the batch size, etc. on the performance of
the algorithm.

Finally, in the light of the previously discussed observations, we present some
optimizations we made to the algorithm in order to improve its performance and
user friendliness. We will see that these optimizations will help reducing the risk of
instabilities and increase the speed and precision of the estimation.

These optimizations were added to an already existing implementation of MINE
developed by William Wu and Homa Esfahanizadeh (Network coding and Reliable
Communication Group, RLE at MIT) and based on the public repositories of [1]
and [22]. This implementation was notably used in [23].
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2.1 Deep Learning Background

Deep learning is a subfield of machine learning that focuses on the use of deep neural
networks to model complex patterns (Some famous deep learning and machine
learning references [24, 25, 26, 27]). Deep learning has been very successful in
recent years, in fields such as computer vision, natural language processing, speech
recognition, etc. This success is due to the ability of deep neural networks to learn
complex patterns in data and to generalize well to unseen data.

Neural Networks

Basically, a neural network represents a parametric function that maps m inputs
to n outputs. We can thus simply denote a network by y = f(x) : R — R".
They are composed of layers of neurons, connected to each other by weighted edges
called synapses. Each neuron is a simple function that takes the weighted sum of
its inputs, applies an activation function to it, and passes the result to the next
layer. An activation function is a non-linear function that introduces non-linearity
in the network, allowing it to learn complex patterns. Common activation functions
include the sigmoid, tanh, and ReLLU/Leaky ReLU functions and are shown in
Figure 2.1.
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Figure 2.1: Common Activation Functions.

Figure 2.2 shows a general neural network architecture with m inputs, n outputs
and 3 hidden layers. The hidden layers are free to be set to any size and does not
need to be the same from one layer to another.
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Figure 2.2: A General Neural Network Architecture (Adapted from [28]). Circles
represent neurons and lines represent synapses.

Forward Propagation

To evaluate the function f(x) for a certain input @, we feed the input to the network
and propagate it through the layers. This process is called forward propagation.
To compute the output of the (i + 1) layer of neurons from the (i)' layer, we
apply the following formula:

Forward Propagation

o) — (W(i)a(i) + b(l’)) : (2.1)

where, a is the output of layer (i), W@ is the weight matrix of layer (i), b is the
bias vector of layer (i) and o is the activation function. This process is illustrated
in more details in Figure 2.3 for any two consecutive layers (i) and (7 + 1) of size k
and [ respectively.

Forward propagation is done iteratively starting from the input until we reach
the output layer.
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Figure 2.3: Forward Propagation between layer (i) and (i + 1) (Adapted from [28]).

Training and Backpropagation

Neural networks need to be trained to learn patterns and relationships within
given data samples, enabling them to perform different tasks such as regressions,
classifications, etc. The objective is to find an optimal function f*(x), or similarly
optimal weights #*, to model the task at aim.

In order to do so, we need to define a loss function £ that measures the difference
between the predicted output f(x) and the true/desired output y. There is an
infinite amount of way to define loss functions depending on the task at hand.
Common loss functions include the Mean Squared Error (MSE) for regression tasks
[29], the Cross-Entropy for classification tasks [30], etc. In our case, we will use
the loss function of the MINE algorithm defined in (1.28).

The optimal function f*(x) is found by minimizing the loss function £ with
respect to the weights 6 of the network, i.e.

0" = argmeinﬁ(f(a:),y). (2.2)

The minimum of the loss function is found by using a gradient descent-type of
optimization algorithm such as Stochastic Gradient Descent (SGD) [31], Adam [32],
RMSprop, etc [33]. These algorithms compute the gradient of the loss function
with respect to the weights of the network and update the weights in the opposite
direction of the gradient.
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The process by which we compute the gradient of the loss with respect to the
weights is called backpropagation. The gradient is computed using the chain rule
of calculus [34]. This rule states that the derivative of a composition of functions
is the product of the derivatives of the functions. We can apply this rule thinking
of the each neuron as a function that takes as input the output of another function
(the previous layer) and outputs a new function. Refering to Figure 2.3 for the
notations, we can compute the gradient of the loss function with respect to the
weights of the network as given in (2.3).

Backpropagation

vw<il)€£ = Va(_i+1)£ . Vz(i+1)a§i+1) . Vw(i) LD (2.3)
Js J J

gk J

We can thus start by computing the gradient of the loss function with respect
to the output of the network V£ and then propagate it back through the layers
to compute the gradient of the loss function with respect to the weights of each
layer. The backpropagation algorithm is summarized in Algorithm 2.1.
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Algorithm 2.1: Backpropagation Algorithm

Input: Loss function £, Training dataset {x;, y; ;V:r
Output: Optimal weights w*.

Parameters: Learning rate A\, Number of epochs Ngpochs-
Initialization: Initialize randomly the weights w < wy.

for ¢ in range Ngpochs do
Shuffling: Shuffle the dataset {z;, y; ;\/:1.

foreach Sample (x;,y;) do
Forward Propagation: Compute output f(x;).

Compute Loss: £+ L(f(x;),y;).
Back Propagation: Compute gradient of loss with respect
to output VL.

foreach layer | in Nijgyers, Nigyers — 1, ..., 1 do
Compute Gradient: Compute gradient of loss with

respect to weights V)L using (2.3).
Update Weights: w(le = wEl) —AV,0L.

)

end

end

end

In Algorithm 2.1, we see that we update the weights of the network after each
sample. This method is called Stochastic Gradient Descent (SGD). However, in
practice, we often use Npgiches mini-batches of B = N/Npgienes samples to compute
the gradient of the loss function. This is called Mini-Batch Gradient Descent. If
NBatenes = N, we get the SGD back and when Npggienes = 1, we get what is called a
Batch Gradient Descent. The gradient is then computed by averaging the gradients
of the loss function with respect to the weights of the network over the mini-batch.
The weights are then updated using the average gradient (see Alorithm 2.2). Mini-
Batch Gradient Descent has the advantage of offering a smoother convergence of
the optimization algorithm. But even more importantly, it allows to efficiently use
the parallelism of modern hardware such as GPUs to speed up the computation of
the gradient.

This feature however was not included in the original implementation of MINE,
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we thus wanted to add it to improve the performance of the algorithm. This
addition, as well as the fact that we used PyTorch [35] instead of PyTorch Lightning
[36], increased tremendously the speed of the algorithm, allowing us to converge in
the matter of a few minutes instead of a few hours (on the dataset considered for
our application).

In practice, we often use more complex gradient descent algorithms such as
Adagrad, Adadelta, RMSprop, Adam, etc. These algorithms use adaptive learning
rates that change during the optimization process to speed up the convergence.
They also include momentum terms that help to escape local minima and saddle
points. Since optimization algorithms are not the main focus of this work, we will
not go into the details of these algorithms, for more informations, please refer to
(32, 33, 37].
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Algorithm 2.2: Batch-Wise Backpropagation Algorithm

Input: Loss function £, Training dataset {x;, y; ;V:r

Output: Optimal weights w*.

Parameters: Learning rate A\, Number of epochs Ngpocns, Number
of batches Npgicnes Or Batch Size B.

Initialization: Initialize randomly the weights w < wy.

for i in range Ngpocns do
Shuffling: Shuffle the dataset {a;,y;}7,.

Splitting: Split the dataset into mini-batches of size B.
foreach batch {z;,y;}2, do

foreach Sample (x;,y;) in Batch do
Forward Propagation: Compute output f(x;).

Compute Loss: L(f(x;),y;).
Back Propagation: Compute gradient of loss with
respect to the output VL.

foreach layer | in Nijgyers, Nigyers — 1, ..., 1 do
Compute Gradient: Compute gradient of loss with

respect to weights V)£ using (2.3).
Average Gradients: Aggregate gradients of loss with
respect to the weights

VoL Voo L+ V,0LY/B.
end
end
Update Weights: wgl = wl(l) - AV, o L.
end

end
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2.2 Characterization of the Network

The network used in the MINE algorithm (Algorithm 1.1) is a simple feedforward
neural network. It is composed of an input layer, a number of hidden layers and an
output layer. The size of the input layer must equal the sum of the dimensions of
the input data X and Y. The output layer has a single neuron since we are trying
to model T': (X,Y) — R, which is real valued. The hidden layers can have any
size and any number of neurons. The activation function used in the hidden layers
is the Leaky ReLU function which has the advantage of being less prone to the
vanishing gradient problem [38]. Figure 2.4 represents such a network.
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Figure 2.4: Neural Network Architecture of MINE.
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As mentioned in the previous section, neural networks require a lot of hyper-
parameters to be set prior training. Before trying to optimize the algorithm, we
first need to understand and characterize the impact of these hyperparameters on
the performance of the algorithm, we conducted a series of experiments to that
end. We tested the impact of the number of hidden layers (i.e. the depth of the
network), the size of the hidden layers (i.e. the width of the network), the learning
rate, the batch size, the number of epochs etc.

To study the network, we will use a dataset commonly used in the MI estimation
litterature [1, 22, 39]: the correlated Gaussian dataset. This dataset is composed
of 2 correlated standard (E[X;] = 0 and Var[X;] = 1, Vi) Gaussian random vectors
X and Y € R? with component-wise correlation Corr(X;,Y;) = p-d;;. Same entry
components thus follow a bivariate standard Gaussian distribution with correlation

p:
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m ”ngl | Ll) ﬂ) (2.4)

and different entries components are independent. The MI can be computed
analytically in this case which is useful to compare our estimations against the true
MI. The MI between X and Y is given by (2.5).

I(X:Y) = ~ 5 log(1— ?) (2.5)

Although the Gaussian dataset is not the most complex dataset and might
not fully reflect the behaviour of more intricate data, it is a good starting point
to understand the impact of the network architecture on the performance of the
algorithm.

By default, we will use the parameters as described in Table 2.1 in the following
experiments. For each experiment we will vary one parameter and keep the others
fixed to the default values.

Parameter Value
Depth 3
Width (Same for every layer) | 128
Batch Size 2048
Number of Samples 106
Learning Rate 0.001
Number of Epochs 100

Table 2.1: Default Parameters for the Experiments.

Effect of Network Architecture

In this section, we are going to be mainly interested in the effects of the depth and
the width of the neural network on the performance of MINE .

- Depth The depth of a neural network is a crucial parameter that can greatly
impact its performance. The number of hidden layers determines the complexity of
the function that the network can model. A network with more hidden layers can
model more complex functions but is also more prone to overfitting and instabilities
as we are going to show. We will vary the number of hidden layers from 1 to 6.
The results are shown in Figure 2.5.
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Figure 2.5: Effect of network depth. Gaussian Dataset with d = 20 and p = 0.7.

As is shown in Figure 2.5, we observe that having too few hidden layers (e.g.
Niayers = 1), i.e. a not very expressive network, leads to poorer estimations
than with more hidden layers (e.g. Npgyers = 2 or 4), up to a certain point (e.g.
Nrayers = 6). After a certain depth, the network starts to become unstable and
dips to very low values of MI, although it tends to come back to a certain level in
a few epochs.

- Width The width of the hidden layers is another important parameter to con-
sider. It also determines the complexity of the function that the network can model.
Again, a network with too many neurons will be prone to overfitting/instabilities,
although, we usually prefer a wide network against a deep network due to vanishing
gradients issues. Here, we are going vary the number of neurons in each layer from
64 to 2048. The results are shown in Figure 2.6.
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Figure 2.6: Effect of network width. Gaussian Dataset with d = 20 and p = 0.3.

In Figure 2.6, we observe a different behavior than when we increased the
complexity by increasing the width instead of the depth of the network. We now do
not observe instabilities anymore but rather smooth convergences. On the contrary,
we see that for very expressive networks (e.g. Nyoges > 256), the network tends
to converge very well to the true MI value but then starts to overfit the data and
diverge. The network being too expressive, starts to model noise and finds patterns
in the data that do not exist, leading to an overestimation of the MI.

Effect of Batch Size

Generally speaking, in most deep learning applications, a small batch size leads to
noisy gradients but a faster convergence. While larger batch sizes lead to smoother
convergence but will also slow down the process. We will vary the batch size from
32 to 32768. Usually, we choose the batch size to be a power of 2 for hardware
optimization reasons. The results are shown in Figure 2.7.
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Figure 2.7: Effect of Batch Size. Gaussian Dataset with d = 20 and p = 0.7.

We see that the batch size has an impact on both the variance and the accuracy
of estimation. Contrary to most deep learning applications, we see here that a
larger batch size leads to a more accurate convergence but with a higher variance,
up to a certain batch size where it starts to break down (BatchSize = 32768 in
Figure 2.7). On the other hand a smaller batch size leads to a smoother convergence
(i.e. less variance) but a decreased accuracy.

We can understand this behaviour by looking at the formula of the loss of
MINE:

NBn.tches

S el EiYon >), (2.6)

NBatches i=1

1 NBatches

L(0) =— To(X;,Y;) + log (

NBatches i=1

where Npgiches 18 the number of batches. We see that when we increase the batch
size B, or similarly decrease the number of batches Npggiches, We actually compute
the empirical averages in (2.6) using less samples which naturally increases the
variance of the average estimation. Indeed, it is well known that the variance of
the average of N i.i.d samples is "—]\; where o? is the variance of the samples.

It is interesting to note that we observe a variance-bias tradeoff in the choice of
the batch size. Indeed, as explained above, we see that a smaller batch size will
lead to a smoother (small variance) convergence but a lower estimation accuracy
(high bias). On the other hand, a larger batch size will lead to a better estimation

accuracy but a higher variance in the estimation.
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Effect of Number of Samples

The number of samples in the dataset can also impact the performance of the
network. We will vary the number of samples in the dataset from 10% to 107. The
results are shown in Figure 2.8.
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Figure 2.8: Effect of Number of Samples. Gaussian Dataset with d = 20 and
p=0.7.

In Figure 2.8, we see that the number of samples has a significant impact on the
convergence. We observe that for a small number of samples, the network does not
seem to converge to a good estimation and is very unstable. On the other hand,
we see that for 10 samples, the convergence is very smooth and the estimation is
much closer to the true value. However, we note that once we increase the number
of samples to 107, the network starts to behave as in the experiment where we
increased the depth of the network too much. At first, the convergence is smooth
and faster than for 10° samples but at some point we observe these instabilities in
the convergence.

It is not clear to us why this phenomenon occurs in this particular case as we
would expect the network to have a smoother and faster convergence as we increase
the number of samples available. We know however how to mitigate this issue.
Indeed, both the Farly Stopping and the Learning Rate Scheduler optimizations
presented in the following sections will help solve this issue.
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Effect of Learning Rate

The learning rate is of paramount importance for a fast, smooth and accurate
estimation. It is likely the most impactful hyperparameter in terms of convergence
speed. We will vary the learning rate from 1075 to 10~%. The results are shown in
Figure 2.9.
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Figure 2.9: Effect of Learning Rate. Gaussian Dataset with d = 20 and p = 0.7.

We see that the learning rate has an impact both on the stability and on the
speed of the estimation. A learning rate that is too high (e.g. A = 0.01 and 0.1) will
lead to an unstable convergence and a learning rate that is too small (A = 107°) to
a slow convergence. Here we see that a learning rate of A = 1073 leads to the fastest
and most stable convergence. It is interesting to note that the optimal learning
rate, in the sense of accuracy, will (for all cases tested) be the one leading to the
fastest convergence, i.e. the highest estimates during the first epochs. This fact
will be used as part of the Automatic Learning Rate Tuner optimization presented
in the following section.

2.3 Optimizations

In this section, we present a series of optimizations that we implemented to improve
the performance of the MINE algorithm. We will present the Farly Stopping, the
Automatic Learning Rate Tuner and the Learning Rate Scheduler. The goal of
these optimizations is to improve the convergence of the algorithm, to save time
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and resources as well as to offer a better user-friendliness for non deep learning
expert users.

Early Stopping

Early stopping is a mechanism often used in machine learning to stop the training
under certain constraints. The idea is basic yet very time-saving. It consists in
monitoring a metric of interest until it reaches a plateau or starts to degrade. When
this happens, we stop the training. This is very useful to avoid overfitting and
to save time. We implemented this method in our algorithm by monitoring the
MINE estimation. We stop the training when we reach a plateau. The definition
of plateau for early stopping depends on some parameters such as the patience
and the threshold. The patience is the number of epochs we wait before stopping
the training when the metrics does not improve. The threshold is the minimum
improvement we expect from the metrics within a patience period, it is expressed
as a percentage of the metrics. The results are shown in Figure 2.10.
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Figure 2.10: Effect of Early Stopping with a patience of 20 and a threshold of 1%.
Gaussian Dataset with d = 20 and p = 0.7.

We see that we gain a lot of epochs by using early stopping. Here we used
500 epochs for the training to let a long enough time for the network to converge.
Indeed, for each application, the number of epochs necessary might not be the same
and is a priori unknown. We must thus keep the default number of epochs high
enough hoping that the network will converge within that time span. However, the
default number of epochs might be too high for some applications and we might be
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wasting a lot of time and ressources by training the network for too long. Which
is why we implemented the early stopping mechanism. We see indeed that the
accuracy gain we have from 100 to 500 epochs is not very significant. With the
parameters used here (patience=20 and threshold=0.01), we stop the training a
little bit after 100 epochs. This allows us to save a lot of time and ressources by not
continuing the training for the remaining 400 epochs at the expense of small loss
in accuracy. This is a trade-off that we have to make depending on the application
and that can be tuned using the aforementioned parameters at the conveniance of
the user.

Automatic Learning Rate Tuner

As explained in the previous section, the learning rate is a crucial hyperparameter
that can greatly impact the performance of the network. We have seen that the
optimal learning rate in the sense of accuracy is the one leading to the fastest
convergence. We can then use this information to automatically tune the learning
rate before the final training.

The procedure is rather simple yet very effective and time-saving. We simply
start to train the network for a few epochs (e.g. 5 or 10) for a range of learning
rates (e.g. 5 LR from 107° to 107! logarithmically separated). We choose the
learning rate that leads to the greatest estimation after the first epochs. If needed,
we can choose to refine the learning rate by training the network for a few more
epochs with a smaller range of learning rates around the first optimal LR, this is
controlled by the Depth parameter in Algorithm 2.3. Once the optimal learning
rate is found, we can then start the final training. The results are shown in Figure
2.11.
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Figure 2.11: Automatic LR Tuner finds the optimal LR, in this case A = 1073.
Gaussian Dataset with d = 20 and p = 0.7.

This method is very useful to avoid the trial and error process of finding the
optimal learning rate. Indeed, the optimal LR is dependant on many factors such
as the dataset, the network architecture, the optimization algorithm, etc. It is
thus very hard to find the optimal learning rate without trying many values by
hand and see after convergence which value is the best. This method is very useful
to save time and resources. It is also more user-friendly as it creates a black box
estimator for the non-experienced user in which he only need to plug in the data
to obtain an estimation of the MI. The algorithm is summarized in Algorithm 2.3.

35



Chapter 2. Algorithm Optimization

Algorithm 2.3: Automatic LR Tuner

Input: Loss function £, Training dataset {x;, y; ;V:r

Output: Optimal learning rate \*.

Parameters: Learning rate range (Anin, Amaz ), Number of test LR
N, Number of epochs for pretraining Np,., Depth of
pretraining D.

Initialization: \* < 0, I* 0.

for depth in range D do

for \ in range logspace(Amin, Amaz, Nx) do
Train Network: Train the network for Np,. epochs with

learning rate A.
Save Last MI Estimation: [\ « f[Npre].
if I \ > I* then

PR W L

end

end
Refine Learning Rate: Refine the learning rate around \*
Amin = N /10, Apaz < 10N*.

end

Learning Rate Scheduler

An issue that might occur with the previous method is that the optimal LR might
give good results at the beginning of the training but will be too high for the rest
of the training and cause the estimation to diverge. To prevent this issue, we can
use a learning rate scheduler. A learning rate scheduler is a method that allows to
modify the learning rate during the training. The learning rate is usually decreased
during the training although some schedulers such as the Cyclic LR Scheduler can
increase the learning rate during the training.

We tested different LR Schedulers such as the Step, Cyclic and Reduce On
Plateau LR Scheduler [40]. The results are shown in Figure 2.12.

The Step LR Scheduler is a simple scheduler that decreases the learning rate by
a factor v every step epochs. The Reduce On Plateau LR Scheduler is a scheduler
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that decreases the learning rate when a monitored metric, i.e. the MI estimation
in our case, does not improve for a certain number of epochs, similar to the early
stopping mechanism. Finally, the Cyclic LR Scheduler is a scheduler that cycles
the learning rate between a minimum and a maximum value, here we considered
triangular cycles.
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Figure 2.12: Learning Rate Schedulers results. Gaussian Dataset with d = 20 and
p=0.7.

We found that, generally speaking, the Reduce On Plateau Scheduler gave the
best results both in terms in stability and accuracy. Indeed, we see a small increase
in accuracy for the Reduce On Plateau Scheduler, although this dataset might not
be the most representative of this benefit. The Step Scheduler was also very good
and can lead to the same results as the Reduce On Plateau but required a lot of
tuning to find the optimal step and gamma. The Cyclic Scheduler gave relatively
good result in this experiment but this is not always the case as it strongly depends
on the parameters of the scheduler as well as the application considered.

As claimed in the previous section, we see on Figure 2.13 that a LR Scheduler
can help to mitigate the instabilities we might encounter with some setups. Here
we see that the LR Scheduler allows us to completely stabilize the convergence
of the network for 107 samples that used to be very unstable. This does however
happens at the expense of a small loss of convergence speed at the beginning of the
training, even though we quickly converge back to the same level of MI estimation.
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Figure 2.13: Learning Rate Schedulers with Nggmpres = 107, we see that the
scheduler stabilizes the estimation. Gaussian Dataset with d = 20 and p = 0.7.

Chapter Conclusion

In this chapter, we wanted to record experiments to understand the behavior of
MINE under different setups in order to enlighten us in regard to the directions we
should take to optimize the algorithm.

We showed through different experiments the effects of various parameters on
the performance of the algorithm. Table 2.2 summarizes these effects.

Parameter Too Low Too High

Depth Cannot Model Unstable Estimation

Data Complexity

Width Cannot Model Overfitting — Overestimation

Data Complexity

Batch Size Smoother/Less Accurate Noisier/More Accurate
Number of Samples | Noisier/Less Accurate Faster/Unstable
Learning Rate More Stable/Slower Unstable

Table 2.2: Summary of the effects of hyperparameters on the performance.
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In the light of these experiments, we implemented a series of optimizations
to improve the performance of the algorithm. We presented the FEarly Stopping,
the Automatic Learning Rate Tuner and the Learning Rate Scheduler. We showed
that these optimizations can greatly improve the performance of the algorithm in
terms of time, stability and accuracy. Table 2.3 summarizes the effects of these
optimizations.

Optimization Additions

. Faster Estimation/
Early Stopping ) o
Prevent Overfitting and Late Stage Instabilities

Faster/More Stable Estimation/
User Friendliness

Auto LR Tuner

LR Scheduler Stabilizes Convergence/

(may be) More Accurate

Table 2.3: Summary of the optimizations implemented in the MINE algorithm.

We see that the optimizations we added allow us to alleviate some of the
issues we encountered when we characterized the network, especially by reducing
convergence time and by increasing convergence stability.

Furthermore, the Automatic Learning Rate Tuner optimization allows us to
avoid the trial and error process of finding the optimal learning rate. Which is also
very useful for non deep learning expert users.

Future Works and Perspectives

We wanted to present here other possible optimizations/features that could possibly
be added to the algorithm although we did not have the time to fully implement
or explore them in depth in this work. We still believe that they could be very
useful to improve the performance of the algorithm and leave them as suggestions
for future work.

First, Transfer Learning could be a very interesting paradigm to explore in the
context of MI estimation. This could be useful in an application where we do not
have access to a lot of data but where we could have pretrained a network on a
dataset sharing similarities with the data we want to estimate the MI from. An
example using the dataset of Chapter 3 is given in Appendix A.1.

Another improvement we did not have the chance to fully implement was inspired
from [41]. In this paper, the authors propose a method to tighten variational
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representations of divergences and to speed up their estimation process. This
means that, theoretically, we could implement an improved DV bound loss that
would speed up the estimation of MINE and hopefully make it more accurate. For
more informations and a theoretical implementation of this new loss in MINE,
please refer to A.2.
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CHAPTER 3

Application to Security in Wireless Communications

One of the main concerns in wireless communication is security against eavesdrop-
ping. New approaches, such as the one discussed in [2], were developed in high
frequency wireless links in order to provide absolute security. As defined in the
original paper, absolute security means that it is possible to set a communication
scheme such that an eavesdropper (Eve) does not obtain any information about
messages sent by a transmitter (Alice) to a receiver (Bob). More precisely, we
suppose that Eve has a signal intensity detection threshold under which she does
not detect the signal at all. The region of space where Eve does not detect at least
one channel is called the blind region. Then, if Eve is located in the blind region,
the communication scheme guarantees that Eve will have 0 mutual information with
the messages sent by Alice, implying that the system is secure. This information-
theoretic approach gives a strong security guarantee on the eavesdropper ability to
decode hidden messages.

However, we wanted to consider another threat model where Eve would not
have to be necessarily located in the blind region. Indeed, in practice, it might
happen that Eve moves during transmission and ends up in a region where she can
detect every channel. In this case, we wanted to estimate the amount of information
she could potentially extract from the messages, i.e. how much information are we
leaking to the eavesdropper. To do so, we used the estimator developed in Chapter
2 to compute the mutual information between the messages and the eavesdropper’s
observations.

In this chapter, we will first present the communication scheme used in [2]

41



Chapter 3. Application to Security in Wireless Communications

and the new threat model we want to consider. We will then derive some general
theoretical results regarding the mutual information leakage to an eavesdropper
and give the analytical solution of the MI leakage in our threat model. We then use
a synthetic dataset to estimate the MI using MINE and confront the results to the
theory. We will also compare the previous results to the estimation of MINE on an
experimental dataset we generated in a laboratory to simulate the communication
scheme. Finally, we will give a procedure to evaluate the security of a system using
MINE.

3.1 System and Threat Model

The absolute security approach in [2] jointly designs the physical layer radiation
pattern and secure coding to achieve information-theoretic security. In the physical
layer, the radiation patterns, and more precisely the radiation minima, are engi-
neered to vary with frequency, to achieve the goal that Eve fails to detect at least
one frequency channel in a significant spatial area. For a given frequency channel 7,
define the channel’s blind region €2; as the region of space (Cfr Figure 3.1) where
the signal intensity is below the eavesdropper Eve’s detection threshold § > 0, i.e.
the intensity threshold under which the eavesdropper cannot detect a transmitted
signal. The spatial region where Eve fails to detect at least one frequency channel
is defined as the blind region and is given by = J; §2;.

Alice

Figure 3.1: Blind Region €; for frequency channel i (Adapted from [2]).

The secure encoding scheme for Alice sending N messages {M;}Y, to Bob
over K channels is as follows. Consider N messages {M;}Y | € F,, assumed to be
uniformly distributed on Fy, that we want to send wirelessly to Bob with N < K,
where F, is the g-Galois Field. If N < K, we add K — N uniformly random
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messages {T;}7" to send together with the other N messages as described in [2].
Defining the secure communication efficiency as n = %, the number of meaningful
messages sent over the total number of messages sent. We see that it is more
advantageous for Alice and Bob to have N = K to maximize her communication
efficiency. For the sake of simplicity, we will consider that N = K in the rest of
the chapter.

The encoded messages are then obtained as

X=FEM, (3.1)
where X = [X1, Xy, -+, Xn]| € IFfJV is the vector containing the encoded messages,
M = My, My,--- ,My] € quv is the vector of original messages and E € IF(]]VXN is

an encoding matrix with rank(E) = N and such that the encoded symbols will also
be uniformly distributed on F,. In [42]-[43], the authors give systematic methods
to create such matrix in order to guarantee the security requirements.

The encoded messages will then be mapped onto a constellation C to obtain
{Y;}¥, € C C C, the N constellation points that will be sent through the channels.
When received and demapped correctly, the received encoded messages X can be
used to retrieve the original messages M as follows:

M =E'X. (3.2)

_ Obviously, if X # X, we will not obtain the correct original messages so
M # M. Figure 3.2 summarizes the communication scheme.
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M=E"1-X
Unsolvable

Figure 3.2: Absolute Security Scheme. Original messages M are encoded into X,
then mapped to Y before transmition The received symbols Y are demapped to
X and decoded to retrieve the original messages M = M if X = X.

But since we assumed that Eve is in the blind region, she is lacking at least
one equation (¥; in Figure 3.2) so the system M = E~'- X cannot be solved
and the original messages cannot be retrieved. Indeed, it has been proven in
[2] that the mutual information between any original message M; and any set of
N — 1 encoded messages is null, i.e. I(M;;{X;};er) = 0 for any (N-1)-index set R.
This is summarized and proven in Proposition 3.1. This security claim is called
individual security, meaning that the eavesdropper cannot decode any message
individually. The joint security, i.e. I({M;}¥1;{X;};er) = 0, is in general not
respected. However, the information that Eve can obtain in that scenario is trivial,
it actually only allows her to know linear combinations of the {M;}Y ;.

Proposition 3.1

The mutual information between one original message M; and any set of
N — 1 encoded messages {X,};er is zero i.e. I(M;;{X;}jer) =0, with R a
set of indices s.t. |[R| = N — 1.
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m )

Let R be a set of indices s.t. |R| = N — 1. We have

{X;}jer|M;)

I(Mi; { X} jer) = H({X;}jer) — H(
(

= H{X;}jer) — H{E;! - M};er|M;)

= H({X,}jer) — (N — 1) logy(|F,])

<. RH(XJ) — (N — 1) log,(q)

= (N —1) H(X;) —=(N — 1) log,(q)
log,(q)

— 0,

where the equality H(X;) = log,(q) comes from the fact that the encoded
messages {X;}Y |, just as the original messages {M;}},, are uniformly
distributed in F,. The notation E;} is used to denote the j line of the

matrix E'. O

One unique feature that is worth noting regarding this encoding scheme is
the fact that by increasing the number of frequency channels K, in addition to
increasing the data rate to Bob, we also broaden the blind region 2 and thus
improve the security at the same time.

Absolute Security over AWGN Channels

The previous explanations considered the case where the eavesdropper received
every symbol either perfectly or not at all, i.e. when Eve is in the blind region.
However, this model does not allow us to understand what happens in the case
where the signals’ intensity received by Eve are not below her detection threshold.
More precisely, we need to take into account scenarios where the eavesdropper
might receive all the constellation points {Y;}¥, that were initially sent. These
received symbols should be degraded in some way by the channel via fading, noise,
etc. and we want to understand how much information the eavesdropper can
extract from these received symbols.

In this work, we will consider the following threat model: Eve is able to receive
all the encoded messages {Y;}Y | but degraded by noise. We will suppose that the
channels are Additive White Gaussian Noise (AWGN) channels. We also consider
that we are facing a known-plaintext attack [44], meaning that Eve knows the
encoding matrix E as well as the constellation C and, for a given period of time,
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knows the messages sent by Alice. This will allow her to have access to a given
number of pair samples (M;; {Z;}7.) in order to estimate herself the information
leakage and judge if the eavesdropping is worthwhile in her current position.

Let {Z;}X, € C be the N points received by Eve. We suppose that each one of
the channels follows the AWGN channel model, i.e.

Z; = oY; + N,

where «; € C, with |a;| < 1, is an attenuation factor accounting for the transmitter
gain, receiver gain, path loss, etc. and N; ~ CA(0, 0?) is an additive white Gaussian
noise of variance o?. Both parameters are specific to each channel. The effective
Signal-to-Noise-Ratio (SNR) for each channel is SN R; = |o;|?/o?. In practice, we
will thus use the following equivalent channel model:

Z; =Y;+ N,

where now N; ~ CN(0,52 = 02/|ay|?) is the effective noise for the i-th channel. For

simplicity, we express as our model Z; = Y; + N; with N; ~ CN(0,c?) in the rest
of the section with the understanding of the complete model described hereabove.

Our objective is now to evaluate I(M;; {Z;}1L,), the mutual information between
one original message M; and all of the eavesdropper’s noisy observations Z; in that
more general scenario.

3.2 Theoretical Analysis

In this section, we derive some theoretical results about convergence and bounds
for the mutual information I(M;;{Z;}7,) in order to establish a ground truth to
confront the results of MINE against. This will give us confidence in the reliability
of our estimator, hopefully even for scenarios with no analytical solutions. The
results on the MI upper bound derived hereunder are especially useful for us since
it allows us to bound a numerically intractable case by a tractable one with an
analytical solution. This upper bound will actually represent the worst case scenario
where the eavesdropper receives every channel perfectly except one, which is a good
approximation of the general case where the eavesdropper receives every channel
with low noise on N — 1, the last channel being much more noisy.

General Properties of Information Leakage

We first give a general expression of the mutual information leakage to an eaves-
dropper in the communication scheme described above. We then derive an upper
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bound on the information leakage. These results are general and do not depend on
the specific channel model we are considering.

Proposition 3.2: General Expression of I(M;; {Z;}},)

The general expression of the information leakage to an eavesdropper of
one original message M; considering she observes degraded signals {Z; }jvzl
through an arbitrary channel is given by

I(Mi{Z;}L,) = h(Z) — h(Zel{ Z;} j, M) (3.3)

m 1

From Definition 1.5, we can write in general

I(Mi{Z;30) = ({2:55) - ({Z551M) - (3-4)

Let’s compute each of the terms separately. For the first term, we have

h({Z})5) = h(Z, .. Zw)

h(Z,{Z;}j<n) (by the chain rule)

o

3
Il
_

(Zn)- (3.5)

I
M=

Il
R

n

The last equality is justified by the independence of Z; and {Z; };;11 Indeed,
even observing N — 1 non-noisy encoded messages (i.e., {Y;}};") does not
give the observer any information about the last encoded message (i.e., Yy)
which can take any value in F, uniformly randomly.

Next, the second term is given by

N
h ({Z]}jvzl‘Ml) = Z h <Zn {Z;}j<n, Ml> (by the chain rule)
n=1

— 1 (Zu[{Z}sen. M) + S (2

n=

{Z;}j<n, Mi)

—_

=z

= h(Zn|{Z;} e, M) + 3 h(Z0). (3.6)

n=1

{Z;}j<n, M1> to h(Zy) is similar to the argu-

ment in (3.5). When observing at most N — 1 equations with N unknown

The simplification from h (Zn
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related variables (messages), one does not obtain any information regarding
the last equation. In this case, observing {71, -+ , Z, 2} and M, is equivalent
to observing n — 1 equations and therefore does not change the entropy of
Z,. This equation also holds in general for Z,, instead of Zy, with the sum
and conditioning being on {Z;};..

Thus, using (3.5) and (3.6) in (3.4), we have as a general expression for the
information leakage to Eve:

I(Mi{Z;}0) = h(Zk) — h(Zel{Z;} jes M3). O

Proposition 3.3: Upper Bound on Information Leakage

The mutual information between one original message M, and all of the
eavesdropper’s noisy observations Z; is upper bounded by the mutual in-
formation between M; and one noisy observation Z, as well as the other
encoded messages { X}, i.e.

I(Mi;{Z;}70,) < I(Mi; Zi, { X5} j04)- (3.7)

.
m )

To prove this bound, we can make use of the Data Processing Inequality:

I(X;Z)<I(X;Y) if XY = Z,

where X, Y and Z can be in general random vectors. Here, we will have
the correspondance M; — {X;}12, — {Z;}}_,. The bound is thus directly
given and we indeed have

I(Mi; {Z;}30)) < T(M;; Zi, { X5} i) O

Properties of the AWGN Channel

We will derive properties specific to the AWGN channel model, which will give
us a ground truth to compare the results from MINE against in the following
sections. We first study the convergence of the mutual information when the SNR
of one channel tends to 0, and when the smallest SNR tends to +00. We then
develop Proposition 3.2 using the AWGN channel model to obtain an analytical
expression of the mutual information leakage for this particular scenario. Finally,
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we particularize the expression of the mutual information leakage to the case where
the eavesdropper receives every channel perfectly except one which will be affected
by noise.

Convergence Properties

Proposition 3.4: Convergence of I(M;{Z;}}_,) when SNR;, — 0

The mutual information between one original message M; and all of the
eavesdropper’s noisy observations Z; converges to 0 when the SNR of one
noisy channel & tends to 0, i.e.

lim I(M;{Z;}}L)) =0. (3.8)

SNR;—0

This reassures us in the fact that when, in the limit, one channel becomes
completely noisy or attenuated, the mutual information between the original
message and the eavesdropper’s observations will be null as in the absolute
security model.

Since we know we can upper bound I(M;;{Z;}}L,) < I(M;; Zi, { X} j24),
let’s prove that the upper bound converges to 0 when SNR; — 0.
We can write

I(Mi; Zi, A X Y i) = M Zx) — W(Ze{ X} g, M)
= h(Zk) — h(Ni).

Let’s express each of these terms separately. First express the individual
probability density functions,

|
fn,(n) = F‘ze ke and
ka(Z) = fYk ® ka(z)
1 1 -
(Y il -] e
2 7
1 E=2
— e oL
|C|mo? sz:ec
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We can now express h(Zy) as

== Ez‘ == Cz‘

/ |Clmo? 2 e 7k logl |C| Z

k c;eC ¢ EeC

Now, we see that when SNRy — 0 < 07 — +00, fz, approaches fy,:

ﬁﬁ
li - ’
I = o 3
> 2= o
|C|7TO-I%CEC Tro.k

Which also means that h(Z;) — h(Ny) when SNR, — 0. We thus have for
the mutual information:

Sl\}lggl_)of(Mz’; Z A X }izk) = s1\11f1§,fl_>o h(Zy) — M Zp[{ X} i) = 0. O

—h(Ny) h(Ng)

Proposition 3.5: Convergence of I(M;; Z,{X,};2;) when SNR;, —

+00

The mutual information between one original message M, and all of the
eavesdropper’s noisy observations Z; converges to h(X}) = log(¢) when the
SNR of the less noisy channel k tends to 400, i.e.

ol (M {Z,})1) = log(a). (39

This means that when the eavesdropper receives the channel perfectly, the
mutual information between the original message and the eavesdropper’s
observations is equal to the entropy of the constellation.
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When SN R, — +0o where SN R, = min SN R;, we have that Z; — Y;, Vi,
and consequently I(M;;{Z;}7C,) = I(M; {X;}L,).
Then, we have that

I(Mi{X5}5) = H(M;) — H(M;[{X;}2,) = log(q) — 0 = log(q). [

Proposition 3.6: Rate of Convergence of I(M;{Z;}}_,) to 0

The mutual information between one original message M; and the noisy
observation {Z;}_; converges to 0 at a rate of at least 1/} when SN Ry, — 0,
ie.

I(M;{Z;}L,) 7,0 (3.10)

2
/ak

Meaning that SNRs I(M;; {Z;}7,) o< 1/07 or that logy, (I(Mi; {Zj}j-v:l)) o
SN R, for low SNRs.
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First, let us again upper bound I(M;;{Z;}}L,) < I(M;; Zy,, {X,};2) and
prove that the upper bound converges to 0 at a rate of 1/02 when SNRy — 0.

Iy, (n) _ e"z‘2/"%
fz,,(2) a2 olemeil?/ol

Define p(oy) =
=

We see that, since the ¢; are constants, e~lzeil?/of —y e=1*/9% at a rate of

1/0%. This also implies that the denominator tends to the numerator at a

rate of 1/02. Thus, —
/o p(ok) o)

We can rewrite the mutual information to make p(oy) appear:

I(Mi; Zy, { X} jerlow) = h(Zg) — h(Ny,)

— / [z log(fz,) + /ka log(fn)

= [ f2(2lplow) log(p(on) £7,(2) ~ log(f,(2))) d=.

e — _log(fz,)

o(1/02)

Thus, we see that the integrand converges to 0 at a rate of 1/02, implying
that

[(My: Z {X:Yisilo) — 0. O
( ko 15X Ykl o®) Sy

Expression of Information Leakage on AWGN Channel

Based on Proposition 3.2, we see that we are going to need to compute 2 differential
entropies, h(Zy) and h(Zk|{Z }j#ks M;) to obtain I(M;;{Z;}7,). To do so, we will
need to obtain an expression for the probability density functlon of Z;, (already
given in the proof of Proposition 3.4) and the conditional probability density
function of Z;. given the other observations and the original message M;.

Proposition 3.7: Entropy of 7,

The entropy of the noisy observation Z is given by
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Proof: Entropy of 7

We have already computed the probability density function of Zj in the proof
of Proposition 3.4. We can now use it to compute the differential entropy of
Zy, as follows:

W) == [ fa(2)log(f.(2)) dz

+oo == czl

1 Clr—gl?
= — ] — 7 dz.
/ \C|7r<72 Z © 8 (|C|7ra,% cize:ce ’ :

k c;eC

Proposition 3.8: Conditional Entropy of Z; given {Z,};., and M,

The conditional entropy of the noisy observation Zj given the other observa-
tions and the original message M; is given by

kcec

—00

H |Zm Czl
matk |C|7mv2n ¢ eC
|z ci|?

log(— Z Filue = cl{iZ}im)e ¢ )dz. (3.12)
o, k c;eC

o0 er—al?
h(Zk|{Zj}#k,Mi):—/( —5 > iy = cil{Z;} ) % )

Proof: Conditional Entropy of Z, given {Z;},.; and M,

We can express the conditional probability density function of Z; given the
other observations and the original message M; as follows:

fz2.(2l{Z;} s Mi) = fri (k{25 jr, Mi) ® [, (n). (3.13)

We thus need to compute the conditional probability density function of Y}
given the other observations and the original message M,;.
Remembering that there is a one-to-one mapping between the constellation
points Y; and the encoded messages X;, themselves related to the original
messages M; through the encoding matrix FE, we can say

e Wel{Z5 Y ier, Mi) = fx, (2il{ 25} jen, M) (3.14)
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Now, let us use the relationship between encoded symbols and original
messages:

X=EM=M,=E !X & E X, =M - E; /X,
Jj#k
Knowing this relationship, we see that the probability of observing X} is
related to the probability of observing {X;}, .
Consequently, the probability of having X; = x; conditioned on knowing
{Z;}j2x = {2} j2, and M; = m; is the same as the probability >, E;,lej =
>z By jlxj with the same conditioning.

Let us first define the set Z = {{xj}#k ik E;jlxj =m; — E;jlxj} then,
we have for fx, (xix[{Z;}zk, M;):

Fxo@el{Z} o, M) = fxo(ms — B lwe = > By jail{Z; Y jn, M)
ik
= fx,({as}imn = Y Erjxy = mi — B a} {25} 0, M)
ik

= ka({ij}j;«ék\{_Zj}#k’Mi)

{zj}i#u€l

N

=3 1T o emld XS ingcms {25 i, M)
7 m=1
m#k

Let us now compute fx, (Tm|{X;}jzkj<m, {Z;j}jzn, M;):

Fxo (@l { X5 ik jamy {Z; }jns M)
_ Sz Gnl{ X ithgcm, Xons Mi) - [ (@m) _ f2,(2m| Xin) - fx (2m)

ka(2m> ka(Zm)
_|Zm_cm|2 |2 —ci|?
e o2, .1 )
_ mod e € i A (2m)
- |Zm—C7;|2 - |Zm—Ci|2 - /Ym Zm )
1 - o2 - 2
Thoz 2 € m > e m
|C|7I’0'm c;eC c;eC

where 7,,(z,,) is in fact the soft-max function of the noisy observation Z,,
given the constellation points ¢,, and the noise variance ¢Z. We can now
express fx, (vx|{Z;}jzk, M;) as follows:
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Ix (@l Z;} e, Mi) = Z 1__[ k(Zm)- (3.15)

Using (3.14) and (3.15) in (3.13), we can now obtain an expression for
f2 (2025} iw, Mi):

f2,(2{Z;}jws Mi) = Jriy (Y Z;}jw, Mi) ® [ (n)
= (Z Ty (ke = cil{Z;} i) - 6 (yr — Ci)) ® fn,(n)

c;eC
1 \z cl|
= = C; Z i %
3 = el ) e 7

It is interesting to notice that the conditional probability density function
of Z, given the other observations and the original message M; is a mixture
of Gaussian distributions centered around the constellation points ¢; with
updated weights given by the probability distribution fy, (yx = ¢i|{Z;};2k)-
Finally, we simply need to compute f({Z;}}_,, M;) to obtain the conditional
entropy of Z given the other observations and the original message M;:

F{Z;}, M)

= fz.ael{Z;}jn, Mi) - 11 f 20 Gonl{ Z; Y sejcmy Mi) - far (M)
mrk 2 (2m)

= f2.(akl{ Z; Y in, M) - 11 f20 (2m) - fru(MG).
m#£k
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We can now express the conditional entropy of Zj given the other observations
and the original message M; as follows:

W22} s M / FUZiY 0 M) Tog(f, (s 2 v, M) d2

— [ faal 2 M) - 1T S, ) - (01

S m#k
log(fz,(2{Z;}jzx, Mi)) dz

o0 |zk_ci|2 1 _|zm—cz\2
:_/ ( 5 > e = cil{Z;}jm)e 7 ) (H Clroz 2 7 )

_ TOk ciec mak m c;eC
2
1 _Jz=cil
log(— Y iy =cl{Z}m)e % )dz,

k c;eC

where the integral is over the N-dimensional space of the noisy observations
{Z;})L, ie. dz =dz ... dzy.

. 7

We can now compute the mutual information between one original message M;
and all of the eavesdropper’s noisy observations Z; using (3.11) and (3.12) in (3.3).

Proposition 3.9: Mutual Information Leakage - AWGN Channel

The mutual information between one original message M, and all of the
eavesdropper’s noisy observations Z; is given by

I(M;; {Z'}N 1) = W Zx) — M(Zkl{ Z; }jr, Mi)

_lemgl? _lemgl?
o2 o2
/ |Clxo? b T T (|C|7ra2 e ) dz

k ¢;eC k c;eC
700 Z ‘Zk:_cil2 H 1 _|zm—c-|2
- fo(ye = cil{Z;}jee)e % e
- Toy ci€C * 7 m#k Clway, ci€C
|z—c;|?
1 leal?
log(—= > frlyr = cil{Z;}jm)e % )dz. (3.16)
7T0'k c;eC

. 7

It is however important to note that the computation of the mutual information
is intractable in practice due to the high dimensionality of the integral. Indeed,
while it should be feasible to compute numerically this integral for 2 or 3 channels (4
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and 6 integral dimensions respectively), it quickly starts to become unmanageable
as the number of noisy channels grows. Which is why we want to make use of
MINE to estimate the mutual information between the original messages and the
eavesdropper’s observations.

Particular Case: One Noisy Channel

Let us study the particular case where only one channel is noisy. We can use the
results obtained in the proof of Proposition 3.4 to obtain an expression for the
mutual information between one original message M; and one noisy observation Z
as well as the other encoded messages {X;};.. Indeed, we have that

I(My; Zy, { X }jmn) = h(Zk) — h(Zk\{Xj}#k) = h(Zy) — h(Ny)
lz—c;1? lz—c;1?

:_/ \C\mﬂze g log( IC|ro 226 g )dz—log(magg), (3.17)

k‘cec kCEC

We could also have used Proposition 3.9 to obtain the same expression. However
in this particularly simple case we already have an expression and do not need to
make use of the general formula.

We can now compute the above expression relatively easily using numerical
integration. This will give us a ground truth to compare the results from MINE
against.

As a study case for this work, we considered the scenario presented in [2]. We
have a system with N = 3 messages chosen in the Galois field FF1; sent on K = 3
frequency channels. The encoding matrix E is given by

3 8 1
E=|3 4 4. (3.18)
6 10 6

The constellation is chosen to be the 11-QAM represented on Figure 3.3. This
choice is completely arbitrary and does not affect the general results as all 11-points
constellations behave the same in the low SNR regime, which is our regime of
interest.
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Figure 3.3: 11-QAM.

The mutual information computed numerically based on the theoretical ex-
pressions derived hereabove is presented on Figure 3.4. We note that the mutual
information converges to 0 when the SNR of the noisy channel tends to 0, and that
it converges to h(M;) = log,(11) as predicted by the theoretical results. On Figure
3.4b, we can also observe the linear rate of convergence of the mutual information
to 0 when the SNR of the noisy channel tends to 0.
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(b) Logarithmic Scale

Figure 3.4: Theoretical MI - SNRy, using C = 11-QAM, SNRy = SNR3 = +00 dB
i.e. Channels 2 and 3 received perfectly.

3.3 Security Evaluation with MINE

Now that we have obtained a few theoretical statements about the mutual infor-
mation between the original messages and the eavesdropper’s observations, we can
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establish a ground truth to compare the results from MINE against. We will use
the results from the previous section to evaluate the performance of MINE in the
context of absolute security.

MINE on Synthetic Data

We will now use MINE to estimate the mutual information between the original
messages and the eavesdropper’s observations. We will compare the results from
MINE against the theoretical values computed in the previous section with the
same particular scenario.

To that end, we created a synthetic dataset of eavesdropper’s observation
samples by generating valid triplets of messages (M, Ms, M3) mapping them onto
the constellation and adding noise on the first channel. We made the noise variance
vary to create samples with different SNRs.

The results are shown in Figure 3.5.
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Figure 3.5: Comparison between theory and MINE on synthetic data. MINE
Parameters: NLayers = 3, NNodes = 128, NSamples = 1067 NEpochs = 100.

We see that the estimations of MINE are consistent with the theoretical values,
at least for a given SNR range (approximately [—12 dB; 10 dB]). The results are
however less accurate for lower SNRs. Indeed, we observe that MINE reaches a
plateau at some point and is unable to converge to 0. This was expected as for low
SNRs, the mutual information is closer and closer to 0 and the neural network is
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unable to capture the small variations in the mutual information. This limitation
is inherent to the method and is not a problem with the implementation. What is
interesting to note is that the plateau coincides with the estimations of MINE when
the input are truly independent, i.e. when one input is pure noise, or equivalently
that SNR; = —oo dB. Figure 3.6 illustrates this phenomenon. We also note that
fo very high values of SNR (e.g. SNR; = 20 dB), MINE underestimate more
significantly the mutual information. This is not really an issue since we are not
interested in this regime as the mutual information is close to the theoretical value
of h(M;) = log,(11). Indeed, this would be more a problem of discrete RV entropy
estimation which is rather simple to compute if we know the distribution of the
RV (uniform distribution in our case).

l0g10 (I(Mj; Z1, X2, X3)) [bits]
|
N

+ log1o (H(M)))
—O0— Theory

4 —~— MINE - Synthetic
—.— SNR=-xdB
-50 —40 -30 -20 -10 0 10 20

SNR [dB]

Figure 3.6: MINE converging to a plateau corresponding to the estimation of
MINE when pure noise is given as input, i.e. SNR; = —oo dB. MINE Parameters:
NLayers = 3, NNodes = 1287 NS’amples = 1067 NEpochs = 100.

However, these inaccuracies can be mitigated by increasing the capacities (e.g.
Size of the network) or ressources (e.g. Number of samples) of the neural network.
This tradeoff between accuracy and computational cost must be weighted depending
on the application and is left to the user’s discretion. Figure 3.7 illustrates this
tradeoff with respect to the complexity of the network. For ease of visualization,
we will now only consider the logarithmic scale for the rest of the study as it is
more informative in the low SNR regime.
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Figure 3.7: Tradeoff between accuracy and computational cost in terms of the
complexity of the network. MINE Parameters: Nrayers, Nsamples = 10,
NEpochs = 100.

In Figure 3.7, we compare the estimations of MINE for two different architectures.
We see that when we increase the expressivity of the network by increasing the width
of the layers from 128 to 512, the estimations of MINE become more accurate.
Indeed, we see that the estimations fit with the theoretical values for a larger
range of SNRs and that the plateau is reached at lower SNRs and has a smaller
value. This is consistent with the fact that a more expressive network is able to
capture more complex relationships in the data and thus is able to estimate the
mutual information more accurately. This gain in accuracy comes at the cost of
computational resources as the network is more complex, it is thus left at the user’s
discretion to choose the architecture that fits the best its application requirements.

MINE on Experimental Data

To go further in the analysis of our scenario, we wanted to compare our current
results against estimations on real world data. We thus created an experimental
setup in a laboratory to emulate the communication scheme described in [2].

In order to simulate the 3 frequency channels, we decided to use an OFDM
scheme in which the 3 messages are sent on 3 different subcarriers. The system
we used has 64 subcarriers available, 3 of which are used to send the messages at
position 1, 30 and 62, the other subcarriers are put to 0. The DC subcarrier is at
position 32. The carrier frequency is set to 130GHz and the bandwidth is 20GHz,
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we thus occupy the frequency range [120, 140] GHz. The subcarrier spacing is thus
Af = 312.5 MHz. We have a symbol rate of 10 GHz and a sampling frequency of
90 GHz.

To create the dataset, we considered every possible combination of messages
(M, My, M3) € F3, to obtain the symbols (Yi,Y5,Y3) € C? to send on the sub-
carriers. Then, to simulate the degradation of the channel due to the antenna
gain in the eavesdropper’s direction, we artificially added attenuation on the third
subcarrier. The attenuation is controlled by an attenuation factor o that we made
vary to create samples with different SNRs. Noise is naturally present in the
communication system and is added to the received symbols. It does not seem to
be white over the considered bandwidth, rather it seems to be frequency dependant.
Figure 3.8 shows the power of the received symbols over the subcarriers.
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Figure 3.8: Power of the Received Symbols over the Subcarriers.

We see however that the noise can be approximated to be locally flat around the
subcarriers of interest. We thus used the average noise estimated on the neighbor
subcarriers of the ones of interest to compute the SNRs.

We then used MINE to estimate the mutual information between the original
messages and the eavesdropper’s observations, i.e. here the receiver antenna. Figure
3.9 summarizes the experimental setup communication scheme.
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Figure 3.9: Experimental Setup for the Communication System. IFFT: Inverse
Fast Fourier Transform, FFT: Fast Fourier Transform, CP: Cyclic Prefix, RF Up:
RF Upconversion, Base Down: Baseband Downconversion.

In Figure 3.10, we see that the experimental results are consistent both with
the theoretical values and the estimations on synthetic data, for about the same
range of SNR as the synthetic data (approximately [—15 dB;20 dB]). We also
observe the plateau phenomenon at low SNRs. It is however interesting to note
that the plateau has a higher value than the one obtained with synthetic data.
This can be explained because, contrary to the synthetic data, the experimental
data also present some non-zero level of noise on the supposedly perfect channels.
This noise will be captured by MINE and will thus worsen its estimation capacity.
The difference in the plateau values is thus due to the fact that the experimental
data is more complex than the synthetic data and that MINE is unable to capture
the small variations in the mutual information due to the noise.
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Figure 3.10: Comparison between Theory, MINE on Synthetic Data and MINE on
Experimental Data. MINE Parameters: Nrgyers = 3, Nyodes = 128,
NSamples = 1067 NEpochs = 100.

Security Evaluation Procedure

Now that we studied the performance of MINE in the context of absolute security,
we propose a scheme to evaluate the security of the communication system. This
procedure give us a practical way to assert if the communication system is secure
or if information could be leaked to an eavesdropper in some locations.

The strategy we consider is based on the limitation of MINE to estimate the
mutual information for low SNRs. The argument is founded on the indinstinguisha-
bility between very low SNR scenarios and the case where the eavesdropper receives
no information at all. Indeed, we saw that at low SNR the estimations of MINE
converge to a plateau that actually coincides with the mutual information MINE
would estimate if the true mutual information was 0. It is important to understand
that this argument is different from the absolute security argument presented in [2],
yet provides a practical way to evaluate the security of the communication system
based on the optimized algorithm we developed in Chapter 2.

The approach we suggest is to make use of statistical hypothesis tests in order to
assert if the mutual information estimated by MINE is significantly different from
0. More precisely, in statistical terms, we have samples coming from 2 populations:
estimations of MINE in a low SNR scenario and estimations when the eavesdropper
truly receives no information. We can then use a statistical test to verify if the
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samples come from the same population or not. If we cannot claim that the samples
come from different populations, we can conclude that the eavesdropper will not
be able to distinguish between the two scenarios and thus that the communication
system is "empirically" secure.

By "empirically", we mean that using the state-of-the-art tools we developed
in this work, it is not possible to distinguish between two situations where one
is absolutely secure and where one is not. Again, the absolute security claim is
different and is stronger in the sense that if the needed constraints are fulfilled the
mutual information is guaranteed to be null. On the other hand, our claims are
more practically /numerically founded and are based on the current limitations of
the SOTA MI estimators. It should be however possible to reconcile both claims, at
least theoretically. Indeed, if we manage to build an estimator capable of estimating
reliably down to the SNR value corresponding to limits required in [2], then we
would be able to tell for sure if the system is absolutely secure or not.

The statistical test we want to use is the Welch’s t-test [45]. This test is used
to compare the means of two independent samples when the variances are not
assumed to be equal, which is an assumption made in the renowned Student’s
t-test [46]. The Welch’s t-test is thus more general than the Student’s t-test and is
actually more adequate in our case since we do not know if the variances of the
two populations are equal and we do not necessarily want to make this assumption.
Welch’s t-test is described in Algorithm 3.1.

67



Chapter 3. Application to Security in Wireless Communications

Algorithm 3.1: Welch’s t-test

Given two set of samples X; = {x&l),xgl), ez} and X, =
{x§2),x§2), e ,x,%)}, we want to test the null hypothesis that the means

of the two populations are equal against the alternative hypothesis that the
means are different, i.e.

(3.19)

Ho @ pn = po
Hy:py # o

Assumptions:
o The samples are independent.
e The samples are normally distributed.
Testing Procedure:
1. Compute the means z; and Z, of the two populations.
2. Compute the corrected sample variances s? and s3 of the two samples.

z;—T;)2
Where s? = O iy

n;—1

3. Compute the degrees of freedom v as follows:

~ (s1/n1 + s3/n2)?

T (s3/m)? (s3/m2)2 " (3.20)
ni—1 ng—1
4. Compute the t-statistic as follows:
te (3.21)

\/ si/ng + 5%/712'

5. Compute the p-value using the Student t-distribution with v degrees
of freedom. Where p = P(T > [t|) (two-sided test) or p = P(T > t)
(one-sided test) and T" ~ t,.

6. Reject the null hypothesis if the p-value is less than the significance
level a.

. 7

As a reminder, the p-value [47] is the probability of observing a test statistic
at least as extreme as the one computed from the sample data, assuming that
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Hy is true. The significance level « is the value that we set to determine if the
p-value is low enough to reject the null hypothesis. It is also the probability of
rejecting the null hypothesis when it is true, which is called a Type I error. The
lower the p-value is, the more confident we are in rejecting the null hypothesis.
Usual values for the significance level are o = 0.05 or a« = 0.01. In our application
however, we give the user the choice to set freely the significance level as this value
is a proxy of the empirical security. Indeed, the surer we are when rejecting the
null hypothesis, i.e. that the eavesdropper cannot distinguish from 0 MI, the more
secure our assumption of security is.

In order to make sure that the Welch’s t-test is well suited for our application,
we need to verify that the samples are indeed normally distributed. We can do
so by using the Shapiro-Wilk test [48]. This test is used to test if samples come
from a normally distributed population. The Shapiro-Wilk test is described in
Algorithm 3.2. It is important to keep in mind that the Shapiro-Wilk test is put
here as a verification tool against extreme scenarios but that the Welch’s t-test is
still robust to small violations of the normality assumption.
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Algorithm 3.2: Shapiro-Wilk Test

Given a set of samples X = {z1,29, -+ ,2,}, we want to test the null
hypothesis that the samples come from a normally distributed population
against the alternative hypothesis that the samples do not, i.e.

{H" 1 dd (3.22)

H1§XOON

Assumptions:

o The samples are independent.
Testing Procedure:

1. Compute the sample mean z.

2. Compute the test statistic W as follows:

(2?21 ail‘(z‘))2

i (@i — 1)

W = (3.23)

where:

h

- 1) is the ith ordered statistics, i.e. i** smallest sample value.

- a; are the coefficients of the Shapiro-Wilk test and are given by
a1, a,] = Wn%i—g;j)m

- m is the vector of the expected values of the order statistics of a
sample of size n from a normal distribution.

- V is the covariance matrix of the order statistics of a sample of size n
from a normal distribution.

3. Compute the p-value using the Shapiro-Wilk distribution. Where
p=P(W > w) and W ~ Shapiro-Wilk.

4. Reject the null hypothesis if the p-value is less than the significance
level a.

- w

We can now combine the two former tests in one procedure to evaluate the
security of the communication system. The procedure is described in Algorithm
3.3.
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Algorithm 3.3: Security Evaluation Procedure

Input: Set of estimation samples of MINE when given independent inputs

Iy = {I(()l), R I(()NE“)}, Set of samples of eavesdropper’s observations
Z = {20, ... zWsampes)}.
Output: Security of the communication system.
Parameters : Number of MINE estimations Ng, Significance level a.
Initialization: [ < zeros(Npsg)

for iteration in range(Ngs) do
| I[iteration] < MINE(Z)

end
1. Test the normality of the samples using the Shapiro-Wilk test 3.2.

2. If the samples are normally distributed, compute the Welch’s t-test 3.1

to compare the means of the two populations I and I.

3. Reject the null hypothesis if the p-value is less than the significance

level a.

4. If the null hypothesis is rejected, i.e. p < «, conclude that the commu-

nication system is not secure.

. 7

In Figure 3.11, are presented the histograms of the estimations of MINE for
SNRs={—o0 dB, —40 dB, —20 dB}. We clearly see that the distribution of estima-
tion at —40 dB is very close to the distribution when the inputs are independent
(i.e. SNR=—00 dB). On the other hand, the distribution at —20 dB is significantly
different from the other two. However, we note that the normality assumption
might not be respected especially at low SNRs. This is due to the fact that the
mutual information is close to 0 and the distribution of the estimations is not
necessarily normal. It seems to be more skewed and should remain always positive
in theory, which is not the case for normal distributions. Table 3.1 summarizes
the results of the tests for the SNRs considered. We see indeed that the p-values
obtained for the Shapiro-Wilk test are relatively low especially for SNR=-40 dB,
implying that the samples are likely non-normal. The Welch’s t-test however gives
us a clear answer on the security of the communication system, we see that the
system is secure for SNR=-40 dB and definitely not secure for SNR=-20 dB.
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Figure 3.11: Histogram of the estimations in natural scale for
SNR={—00 dB, —40 dB, —20 dB}. Are also plotted the normal distributions
fitted to the samples.

Shapiro-Wilk | Welch’s t
Secure
p-value p-value
SNR=-00 dB 0.003 - -
SNR=-40 dB 7.39-107° 0.65 Yes
SNR=-20 dB 0.003 3.65- 10737 !

Table 3.1: Security Evaluation Results, Natural Scale, Ngy = 40. MINE
Parameters: Nigyers = 3, NNodes = 128, Nsamples = 108, N Epochs = 900.

A possible solution to the normality issue is to consider the logarithm of the
mutual information. The log-transform [49] is a common technique used to reduce
the skewness of a distribution and to make it more symmetric so that the Welch’s
t-test can be applied more reliably. In Figure 3.12, we see that the distribution
of the log-transformed estimations is more symmetric and that the normality
assumption is closer to be respected. Table 3.2 summarizes the results of the tests
for the log-transformed estimations. We see that the normality assumption is better
respected looking at the p-values for the Shapiro-Wilk test, and that the Welch’s
t-test gives us the same results as for the natural scale.
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I SNR=-40 dB
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Table 3.2: Security Evaluation Results, Log Scale, Ngy; = 40. MINE Parameters:

Shapiro-Wilk | Welch’s t
Secure
p-value p-value
SNR=-¢ dB 0.416 - -
SNR=-40 dB 0.1 0.38 Yes
SNR=-20 dB 0.0016 1.91-107% -

NLayers = 37 NNodes = 1287 NSamples = 1067 NEpochs = 500.

Even though in this example, both scales give the same results in terms of
security evaluation, it might not be the case for all scenarios, especially in limit
cases where the differentiation between the two populations is very small. The
log-transform is thus a useful tool to make the Welch’s t-test more reliable. Other
more complex transformations such as the Box-Cox transform (or Power transform)

[50] could also be used to make the distribution more normal.
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Chapter Conclusion

In this chapter, we studied the performance of MINE in the context of absolute
security. We derived theoretical expressions for the mutual information between
the original messages and the eavesdropper’s observations and compared the results
from MINE against these theoretical values. We showed that its estimations are
consistent with the theoretical values and that the method is able to capture the
behavior of the mutual information in the context of absolute security within a
given range of SNR. We also saw that at low SNR, the estimations tended toward
a plateau that corresponded to the value MINE would estimate for completely
independent inputs.

Based on that observation, we proposed a strategy to evaluate the security
of the communication system. Assuming that estimations in the same setup
would be normally distributed, we showed that the Welch’s t-test could be a
suitable statistical test to evaluate the security of the communication system. We
illustrated the procedure on a simple scenario to show that the procedure was able
to differentiate between a secure and not secure case. We also showed that the
log-transform could be used to make the distribution more normal and thus make
the Welch’s t-test more reliable.

Future Works and Perspectives

In the future, we would like to extend the study to more complex scenarios. Indeed,
the current study was limited to a simple scenario with 3 channels. In practical
systems however, the number of channels can be much higher and we need to
study the scalability of MINE to such scenarios. Especially as the number of
noisy channels grows. Even though, in theory, we know we can upper bound the
information leakage using only the noisiest channel, if we are limited to real samples
a non-negligible amount of noise will be present on the other channels and we will
need to take this into account.

It could also be interesting to study more complex channel models such as
Rayleigh or Rician fading channels. These models are more realistic than the
AWGN channel and would allow us to study the performance of MINE in more
realistic scenarios.
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In this work, we focused on the estimation of mutual information and especially
on a new estimator called MINE based on neural networks. This estimator was
then used to evaluate the mutual information between the original messages and
the eavesdropper’s observations in the context of absolute security in wireless
communications.

In Chapter 1 we first introduced the concept of mutual information and its
importance in various fields. We then presented some estimators including MINE
and the theory behind it.

In Chapter 2, we characterized the performance of MINE when varying some
parameters such as the network’s depth and width, batch size or learning rate.
We noted that these parameters had various impacts on the performance of the
estimator, in terms of accuracy, variance, stability and convergence speed. We
then added some optimizations to the original MINE algorithm to make it more
robust and efficient based on our observations during the characterization. The
FEarly Stopping was implemented to avoid overfitting and to stop the training
when the estimator starts to converge in order to save time and ressources. The
Automatic LR Tuner enables us to find the optimal learning rate for the training,
i.e. the rate leading to the fastest and most accurate estimation. It also allows the
non-experienced user to use the estimator as a black box without needing to fine
tune the learning rate manually. The Learning Rate Scheduler was implemented to
stabilize the training and avoid the estimator to diverge as we observed during the
characterization.

Finally, in Chapter 3 we developed a theoretical framework to evaluate the mu-
tual information between the original messages and the eavesdropper’s observations

5



Conclusion

in the context of absolute security. We then used MINE to estimate the mutual
information based on synthetic data we generated and compared the results to
the theoretical expressions we derived. We also compared these results against
experimental data obtained in a laboratory setup. We observed that the estimator
was able to capture the general trend of the mutual information and that the
results were consistent with theory for a range of SNR. For low SNRs however,
we observed that MINE reached a plateau and was not able to estimate beyond a
certain value that corresponded with the estimation when given truly independant
data as inputs. We used the former limitation of this State-of-The-Art estimator
to define empirical security using an indistinguishability argument. To formalize
this security claim, we defined a statistical test procedure based on Welch’s t-test
in order to verify if the eavesdropper’s estimations can be distinguished from the
null mutual information estimation of MINE.
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Appendix A

A.1 Transfer Learning

Transfer learning is a technique in machine learning that consists in using a model
trained on a task to solve another task. This is very useful when we do not have
enough data to train a model from scratch. We can use a pre-trained model and
fine-tune it on our data.

We thought that this technique could be very useful in the context of MINE.
Indeed, we could use a pre-trained model on a similar dataset and fine-tune it on
our data. This kind of approach could make sense especially in applications based
on real data where we do not have enough data to train a model from scratch and
for which we have a prior idea of the structure of the data. In a communication
system application, for example, we could have an a priori knowledge of the SNR
regime of the data and use a pre-trained model on a similar SNR regime to then
fine-tune it on the real data measured afterwards.

82



Appendix A.
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Figure A.1: Transfer Learning Experiment. We train a network on a dataset with a
SNR of -10dB until convergence. We then use this pre-trained network to fine-tune
it on a dataset with a SNR of -11dB. We see that the fine-tuning process allows us
to converge to another value of MI.

Figure A.1 shows the results of a simple experiment we conducted to give a
proof of concept of the potential of Transfer Learning in the context of MINE. We
used the dataset from Chapter 3 (please refer to this chapter for further details
on the dataset) and trained a network on a dataset with a SNR of -10dB until
convergence. We then used this pre-trained network to fine-tune it on a dataset
with a SNR of -11dB. We see that the fine-tuning process allows us to converge to
another value of MI.

Further experiments and optimizations could be conducted to fully explore the
potential of Transfer Learning in the context of MINE. Especially to test if it truly
allows to converge faster and to a better value of MI than training from scratch.

A.2 Improved DV Bound

In [41], the authors present an extensive work on variational representations of
divergences (such as the Donsker-Varadhan representation) and a systematic method
to tighten them by using a family of auxiliary functions. They also show that
these tighter representation can lead to faster and more accurate estimation of
divergences.

The main theorem presented in the paper goes as follows:
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Proposition A.1

Let f € {f : (a,b) = R with f(1) = 0} be a convex function, and suppose
that the f-divergence D¢(P||Q) = Ep(f(dP/dQ)) < oo for some probability
measures P and Q on (a,b). We can also use the variational representation of
the f-divergence D;(P||Q) = superq, Ep[d] — Eglf*(¢)], where M, denotes
the set of all bounded measurable functions and f* is the Legendre transform
of f. The supremum is reached for ¢* = f'(dP/dQ).

Let also ® C L'(Q) be a family of test functions such that ¢* € ®, where
¢*(z) = f'(dP/dQ(x)).

Consider any family of transformations 7 C {T(¢)|T : ® — L*(P)}, that
includes the identity transformation. Then,

Dy(P||Q) = sup Hr ¢[¢] (A1)
With, Hr.s[¢] = sup Ee[T(¢)] — Eq[f"(T(¢))] (A.2)

The supremum is reached for ¢* = f'(dP/dQ). And, the function Hy s is
tighter than the variational representation of the f-divergence, i.e.

Ep(¢] — Eo[f*(9)] = Hr s[0] = Ds(P|Q), Vo€ @ (A.3)

J

The families of transformations 7 and test functions ® can be chosen in many
ways. The authors present a few examples in the paper: Shifting, Scaling, Affine
and Power transformations.

The Donsker-Varadhan representation is a special case of this theorem with T
chosen to be the set of shifting transformations. In [21], it has been shown that the
DV representation is indeed tighter than the f-divergence variational representation
of the KL-divergence (with f(z) = xlog(z)).

Using this theorem, the authors derived a tighter representation of the KL-
divergence than the DV representation, they call this representation Improved DV
representation. They derived this result by extending the family of transformations
to the affine transformations instead of the shifting transformations (by introducing
a scaling factor  on ¢). Starting from the DV representation, and adding the
scaling factor n, we get the following representation of the KL-divergence:

D1 (P||Q) = sup Hr ¢[¢] = sup sup nEp[T'(¢)] — log(Eg[e"]) (A4)
PP pc® neR
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Which is necessarily tighter than the DV representation since Tgnift C Taf fine-

The supremum over 7 in Eq. A.4 cannot be computed analytically in general.
We can however obtain an analytical approximation that is still tighter than the
DV representation. The approximation is obtained as such: Define G,(n) =
nEp[T(¢)] — log(Eg[e™]) and compute the Taylor series expansion around n = 1
(i.e. the DV representation). We get:

Go(1+ An) =Ep[9] — log(Eq[e™]) + (Ep[¢] — Eq,[¢])An

_ VCLT‘Q¢ [¢]

5 An? 4+ O(An?) (A.5)

And since we want to maximize G,(n), we maximize A.5 with respect to An.
We get:

Where dQg4 = ﬁ%d@ is the tilted measure. We can then use this approxi-
mation to compute the Improved DV representation of the KL-divergence from
A4:

(A.6)

Di(P||Q) = Zlelg(l + An*(¢))Ep[¢] — log(Eg[e!' 27 (9)9)) (A.7)

This representation is only guaranteed to be tighter when An* is sufficiently
small.

Let us now present the algorithmic implementation of A.7 in the context of
MINE.

The main challenge lays in the computation of An*. Especially in computing
the expectation and variance of ¢ under the tilted measure Q, since we only have
samples from P and Q. We can however use the samples to compute the empirical
expectation and variance of ¢ under Qg4 in the following way:

e? e?
1 X e’ 1 N @
SN >0 LN 3@ N @ > Vet (A.8)
i=1 N =1 €’ > e =t

In the same way, we can compute the empirical variance of ¢ under Qy:
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var@d) [¢] = EQq& [¢2] - EQ¢> [¢]2
1 N 2(Q) 6@ 1 N @) 4@ ’
YN @ Db e - ( N ¢\¥ > et ) (A.9)

j=1€7 =1 > e =l

We can now obtain an empirical approximation for An*:

P ©
LN, o - W Y, Vet
. .eJ
An*(¢) = =1 5 (A.10)
Q) 4@ Q4@
T 60 - (g w0
i=1° i=1¢

@ @ @
(it PEL 67 — (S e ) S 41
— = (A.11)

j @ @2
(S0 e ) o (67 9)2ed” — (ng: L Ded )

We can then use this empirical approximation to compute the Improved DV
representation of the KL-divergence in MINE. The updated algorithm is presented
in Algorithm A.1.
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Algorithm A.1: Improved DV MINE Algorithm

Input: Samples (z;,y;) ~ Pxy

Output: Optimal parameters 6*

Parameters : Learning rate A, Number of epochs N¢pocns, Number of
batches Nygienes, Batch size B

Initialize the neural network with random weights 6

for epoch in 1,2, ..., Nepocns do

for batch in 1,2, ..., Nygtches dO
Permutation: Randomly permutate the y; to artificially

create samples {Z;, i } 2.,
Compute An*:
) El 16T(wuyz)
Compute (2) + N T(zi,y)
Compute (3) + Zl 1T(m“yl) T (%)
Compute (4) « S8, T?(z;, y;) e @)

* (1)?+(2)—=(1)%(3)
Compute An* + DEOEEE

Compute (1

Compute Loss:

L(B) + —(1+ An*) x (2) + log (§ £E, eA+am @)
Update Weights: 6 < 0 — A\V,L(0)
end

end

return 6*

From the claims made in [41], we would expect this algorithm to converge faster
and to a better value of MI than the standard MINE algorithm. Although we did
not have the time to fully implement and test this algorithm, we believe that it
could be a very interesting direction to take to improve the performance of MINE.
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