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Chapter 1

Introduction

1.1 Context and objectives
With the day by day digitalization of our world, the number of cyber-attacks
increases. To counter these attacks, cybersecurity experts are needed. However,
the current number of cybersecurity experts is not sufficiently large. It is therefore
essential to train future cybersecurity experts properly and to place them in the
best possible conditions, as close as possible to real cases. The situations in which
students learn the most are when they are directly confronted with real-life cases.
They gain practical experience in using security tools and techniques to target and
protect vulnerable systems.

The most common practices to meet these needs are practical lab work, pre-
configured hacking challenges, Capture the Flag (CTF) and pre-configured virtual
machines. All of these practices provide good learning opportunities and allow
students, but also experts, to gain experience. However, developing these solutions
can quickly become time consuming.

Another popular solution is cyber ranges. Cyber ranges are dynamic, simulated
networks of systems, software, and application [1]. They usually provide a secure
environment for product development and security testing, as well as a secured,
legal environment to gain cyber skills. Cyber range can help promote and encourage
cybersecurity education, training, and certification. Actual hardware and software,
as well as a mix of real and virtual components, can be used in these critical tools.

The objective of this thesis is to implement a tool for the automatic generation
of a cyber range, represented here by a virtual machine.

The goal of this tool is firstly, to provide an educational vulnerable system for
students to use to gain real case experience and secondly, to create a tool that
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is easy to use and that can generate a personalized, scalable system based on
determined conditions.

The vulnerable system is represented by the generation of a virtual machine
with a number of vulnerabilities defined with the help of the CVE (Common
Vulnerabilities and Exposures) Program and tools using CVEs such as CVE-Search
and Debsecan.

The use of a vulnerable system is necessary for learning. Using a virtual machine
to represent this system will allow the student not to worry about the consequences
of the actions performed on the machine. Moreover, the integration of vulnerability
will allow the student to develop his problem solving skill as well as his vulnerability
research method.

As mentioned above, the integration of these vulnerabilities will be done with
the CVE program.

CVE is the abbreviation of Common Vulnerabilities and Exposures. It is a
dictionary of names for publicly known information system vulnerabilities [2].

The CVE program is used to allow the recovery of the list of vulnerabilities
present in a system as well as to determine vulnerabilities to be injected into the
virtual machine.

1.2 Plan
The thesis is structured as follows:

Chapter 2, Background knowledge, outlines the primary concepts needed to
understand the rest of the thesis correctly.

Chapter 3, State of the art, mainly consists of the results of scientific papers
read. It presents and highlights the different existing methods of generating a cyber
range or a cybersecurity problem.

Chapter 4, Concept, proposes and explores some concepts and tools used to
achieve the objective of this thesis.

Chapter 5, Our approach, provides a detailed description of the problem and
the final objective to be reached. It also describes the solution found and the
algorithms implemented or used to meet the objective.

Chapter 6, Experimental results, describes how the tool was tested, the interest-
ing results observed and the problems encountered during the implementation.
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Chapter 7, Future work, proposes a list of potential ideas and amelioration for
the tool.

Chapter 8, Conclusion, resumes and concludes this master thesis.

1.3 Contribution
The main contribution of our work is the implementation of a tool allowing the
automation of a vulnerable system based on the catalogue of publicly disclosed
cybersecurity vulnerabilities that can be found using the CVE program (Common
Vulnerability and Exposures). The contribution is the concept presented in the
chapter 4 and the algorithms implemented in chapter 5.
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1.4 Notations
CAPEC Common Attack Pattern Enumeration and Classification

CNA CVE Numbering Authority

CPE Common Platform Enumeration

CR Cyber Range

CTF Capture the Flag

CVE Common Vulnerabilities and Exposures

CVSS Common Vulnerability Scoring System

CWE Common Weakness Enumeration

NIST National Institute of Standards and Technology

NVD National Vulnerability Database

VIA4CVE Vulnerability Information Aggregator for CVEs

VM Virtual Machine
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Chapter 2

Background knowledge

This chapter aims to define the key concepts used in some chapters of this master
thesis. A quick description of the Capture the Flag competitions is given followed
by a definition of a cyber range, its usage and its pros and cons.

Another concept presented in this chapter is CVE. Again, some definitions are
given to help understand this concept followed by the main idea and an illustration
of the way it works.

2.1 Capture the flag
Cybersecurity competitions are interesting events that are growing in popularity
among cybersecurity professionals. A "Capture the Flag" (also known as CTF)
competition is a popular event type that may be found both online and in-person
in many areas [3]. It challenges the players to complete a number of tasks ranging
from a Wikipedia scavenger hunt to simple programming exercises to hacking into
a server to steal data. The competitor is usually requested to find a certain piece
of text that is concealed on the server or behind a web page. The goal is mainly
known as the flag, therefore the name of the competition. These competitions are
open to all, both professionals and students.

2.1.1 Types of CTFs
There are 2 types of CTFs that are very prevalent [4]:

• Jeopardy-style CTFs
This style gives a list of challenges and reward points to individuals or teams
who complete them. The points given depends on the complexity of the
task and only once a team solves the previous task in chain can the next
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task be opened. At the end of the time, the team with the most points
wins. Jeopardy-style CTFs challenges are typically divided into categories
such as Cryptography (decrypting/encrypting a piece of data), Steganography
(find information hidden in files or images), Binary (reverse engineering or
exploiting a binary file), Web (exploiting web pages to find the flag) and Pwn
(exploiting a server to find the flag).

• Attack-defence
Another interesting type of competition is Attack-defence. Each team has
its own network (or just a host) with vulnerable services. In most cases, a
certain amount of time is given to the teams to fix some vulnerable services
and to develop exploits. Then all participants are connected to each other
and the wargame begins. Defence points are awarded for protecting services
and attack points for attacks on other participants’ networks/hosts.

2.1.2 Benefits
These competitions are a good way to gain experience and enrich a resume. For
an employer, having won or participated in a CTF will show that the person is
interested in this field and wishes to develop his knowledge.

These competitions are also an opportunity to exchange with other competitors,
coaches or even sponsors to learn more about the possibilities that cybersecurity
offers in different companies.

In addition, since many CTFs are held by cyber companies, they may take
advantage of these competitions to do some talent scouting. These events are also
a great way to meet and make new contacts in the cybersecurity industry, find
possible employment opportunities, and learn about what is new in the industry
from cybersecurity experts.

2.2 Cyber range
With the increase in the number of cyber-attacks, security experts need to be
well-prepared and equipped with the right security tools. A popular solution is the
use of cyber range.

2.2.1 Definition
A cyber range is a virtual environment that is used by companies for cyberwar-
fare training and software development [5]. These complex IT environments are
necessary for countering modern cybercrime because they allow firms to practice
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handling specific real-world scenarios, train staff and consumers on the latest threats.
Military and government agencies, private enterprises (software development and
cybersecurity), and other privates entities with a focus on cybersecurity are actively
using cyber ranges.

2.2.2 Usage
There are numerous factors that influence the development of cyber ranges. For
one thing, it is impossible to learn everything there is to know about cyber defence
in a classroom. On the other hand, the real world is not suitable for this type of
education. Allowing students to develop cyber skills on production systems with
real data is far too dangerous. Furthermore, the chances of a teachable incident
occurring on a schedule that coincides with a training program are exceedingly
slim. It is possible to wait months for a significant cyber-attack to occur; but it is
critical to be ready when it does. Hence, the range.

As said [6], there are many reasons that will lead to the creation of a cyber
range such as:

• The growth of highly advanced, ever-evolving attack vectors

• A need for training that replicates different kinds of attacks

• A need for readiness

• Testing incident response plans

• Training cybersecurity professionals

2.2.3 Benefits
With cybercrime on the rise, more training is needed to prepare businesses and
government agencies to deal with new threats as they emerge [7].

Virtual cyber ranges have a number of benefits that might assist a company to
deal with potential threats. These benefits include:

• Experiencing real-world threats in a safe environment
Cyber ranges give staff and consumers a chance to experience real-world
threats in a virtual environment.

• Learn how to recognize and respond to threats
Actively train the staff and customers against modern threats in order for
them to learn how to identify and deal with potential threats.
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• Validate proof of concepts (POC)
Cyber range applications can be used by software engineers to validate virtual
proofs of concept. Cyber ranges are ideal for confirming new ideas, proving
market viability, and more due to their unlimited testing possibilities.

• Save time and money
Cybersecurity labs are a cost-effective method of ensuring cybersecurity. They
are easy to set up, involve minimal capital, and only need to be done once.

• Virtual environments are constantly updated
Updates, fixes, and exploits are constantly being released. A virtual cyber
range is always up to date and ready to assist the company in testing against
any threats they desire.

2.3 Common Vulnerabilities and Exposures
Common vulnerabilities and Exposures (CVE) is a free to use list of publicly known
information security vulnerabilities and exposures [8]. The MITRE corporation
introduced CVE in 1999 to define and categorize software and firmware vulnera-
bilities. For companies looking to enhance their cybersecurity, CVE offers a free
dictionary. MITRE is a nonprofit organization in the United States that manages
federally funded research and development centres.

2.3.1 Definition
As stated above, CVE provides a list of known vulnerabilities and exposures. A
vulnerability can be described as a weakness in a computer system that can be
used in a cyber-attack to obtain unauthorized access or to perform unauthorized
actions on it [9]. Attackers can use vulnerabilities to run code, gain access to system
memory, install various types of malware and steal, destroy or change sensitive data.

An exposure occurs when a user makes a mistake allowing an attacker to gain
access to a device or network. Exposures can result in data breaches, data leaks
and the sale of personally identifiable information (PII) on the dark web. In fact,
rather than sophisticated cyber-attacks, some of the largest data breaches were
triggered by unintentional disclosure.

2.3.2 Objective
CVE’s mission is to make it easier for organizations to exchange knowledge about
known vulnerabilities. CVE accomplishes this by assigning a unique identifier to
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each vulnerability or exposure. CVE identifiers, also known as CVE names, enable
security professionals to search for information about specific cyber threats through
various sources using a single name.

2.3.3 Determination of a CVE
CVE IDs are assigned to flaws that follow a set of criteria [10]. They have to be:

• Independently fixable
The flaw can be patched regardless of whether or not there are any other
bugs.

• The vendor has acknowledged it and it has been documented
The bug is acknowledged by the software or hardware manufacturer, and
it has a negative effect on security. Alternatively, the reporter would have
shared a vulnerability report demonstrating the bug’s negative effect as well
as the fact that it violates the affected system’s security policies.

• Having an effect on a single codebase
Flaws that affect more than one product get separate CVEs. In case of shared
libraries, protocols or standards, only if there is no way to use the shared
code without begin vulnerable does the bug receive a single CVE. Otherwise,
a unique CVE is assigned to each affected codebase or product.

2.3.4 Benefits
The benefits of CVE are [9]:

• All organizations benefit from sharing CVE information because it helps them
establish a baseline for assessing the coverage of their security tools. CVE
numbers allow organizations to see what each of their security tool covers
and if it is suitable for their needs.

• Organizations may easily and reliably collect information about a specific
vulnerability or exposure by using the CVE ID, and organize their efforts to
prioritize and fix these vulnerabilities to make their organization more secure.

• CVE details may be used by security advisories to look for known attack
signatures and detect specific vulnerability exploits.
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2.3.5 CVE’s structure
A CVE Numbering Authority (CNA) is in charge of assigning CVE identifiers [11].
There are approximately 100 CNAs, representing major IT manufacturers, secu-
rity firms, and research organizations. CVEs may also be issued directly by MITRE.

CNAs are given block of CVEs which are held in reserve in case new vulnerabil-
ities are found. Every year, tens of thousand of CVE IDs are released. Hundreds of
CVEs may accumulate in a single complex product, such as an operating system.

CVE reports can originate from any source. A vendor, a researcher, or even an
astute consumer may find a mistake and report it to the appropriate authorities.
Knowledge about the flaw eventually finds its way to a CNA. The CNA assigns a
CVE ID to the content, as well as a brief description and references. The CVE is
then published on the CVE website in the format shown in figure 2.3.1 and 2.3.2.

Figure 2.3.1: An example of the structure of a CVE (part 1).

A CVE entry contains the CVE ID, in the format "CVE-[Year]-[Number]" with
year representing the year in which the flaw was reported and number, a sequen-
tial number assigned by the CNA. A brief overview of the security vulnerability
or exposure, and references which can include links to vulnerability reports and
advisories are also included.

Additional information on each CVE can be found on vendor websites as well as
in the National Vulnerability Database (NVD) maintained by the National Institute
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Figure 2.3.2: An example of the structure of a CVE (part 2).

of Standards and Technology (NIST). The NVD offers CVSS Based Scores, patch
information, and other critical data that information security teams often need
when attempting to mitigate a vulnerability or determining its overall priority.

2.3.6 Common Vulnerability Scoring System
The Common Vulnerability Scoring System (CVSS) is a collection of open standards
used to assign a number to a vulnerability in order to determine its severity. The
NVD, CERT and others use CVSS scores to measure the impact of vulnerabilities
[12]. There are three types of metrics in CVSS: Base, Temporal, and Environmental
(shown in figure 2.3.3)

Figure 2.3.3: Metric Groups

The Base metrics generate a score between 0 and 10, which can then be tweaked
by ranking the Temporal and Environmental metrics. For industries, organisations,
and governments that need accurate and consistent vulnerability severity ratings,
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CVSS is an excellent option. The severity of vulnerabilities found on one’s systems
can be calculated using CVSS, and it can also be used to prioritize vulnerability
remediation activities. CVSS ratings for almost all known vulnerabilities are pro-
vided by the National Vulnerability Database (NVD).

For base score ranges, NVD offers qualitative severity rankings of "Low",
"Medium", and "High".

There are also cases where not all the information about a vulnerability is
available, making it difficult to create a CVSS score. This can happen when the
vendor announces the vulnerability but refuses to provide further details. In such
cases, NVD analysts grant CVSS scores based on the worst-case scenario. As a
result, if a vendor does not provide any information about a vulnerability, NVD
will assign a score of 10.0 to that vulnerability.
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Chapter 3

State of the art

This chapter aims to present the existing research and solutions presented in sev-
eral articles regarding the implementation of cyber range and the automation of
cybersecurity problems.

Much research has been done on the automatic generation of cyber range and
cybersecurity problems in Capture-the-Flag competitions.

Several methods exist to generate these problems and automating cyber ranges.
Both [13] and [14] propose a framework for the automatic generation of cyber-

security problems.
Indeed, in the article "Automating the Generation of Cyber Range Virtual

Scenarios with VDSL" [13] a framework to automate the definition and deployment
of arbitrary complex cyber range scenarios is proposed. In this paper, a scenario can
be described as the working environment, including networks, hardware, software
and their behaviour during the session. The objective of the framework was to
overcome the main limitation of virtual scenarios: the relatively short lifetime.
In general, a cyber range should not be overused because it may become monotonous
and quickly lose interest. As a result, a cyber range should have a system for
rapidly creating new scenarios while ensuring that they include the desired features.
In order to do this, the framework relies on a virtual scenario description language
(VSDL) which will provides the constraints of the virtual scenario. These con-
straints are then processed through a satisfiability modulo theories (SMT) solver to
be validated into a model. The model allocates values to constants and functions
and automatically converts them into a virtual scenario.

On the other hand, in the paper "Security Scenario Generator (SecGen): A
Framework for Generating Randomly Vulnerable Rich-scenario VMs for Learning
Computer Security and Hosting CTF Events"[14], the framework does not generate
a virtual scenario based on desired features. The Security Scenario Generator
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(SecGen) randomly generates vulnerable rich-scenario VMs. To do so, it uses
pre-existing scenarios that cover a wide range of use-cases.
SecGen includes a modular architecture that allows it to dynamically produce
difficulties by nesting modules, as well as a hint generation system that helps
beginner security students move through complex challenges. [14]’s aims were to
overcome the limitation of the existing static pre-configured hacking challenges, to
provide an easy way for student to educate themselves and to find a better solution
instead of manually configuring the scenarios.

Within the article "Automatic Problem Generation for Capture-the-Flag Com-
petitions" [15], the authors explain the problematic of having fixed challenges in
a capture-the-flag competition and provide a solution to it. In this paper, they
focused on Jeopardy-style contests where each team were presented the exact same
set of challenges, where each challenge had the same flag. This type of competition
had one significant disadvantage which was that teams could share and copy flags.
To resolve this problem, they implemented an automatic problem generation (APG)
which creates problem instances to ensure that each team has a different flag.

The objective of the authors was to explore automatic problem generation in the
context of capture-the-flag competitions, where issues like fairness and scalability
are particularly critical.

Another interesting research paper was "An Offline Capture The Flag-Style
Virtual Machine and an Assessment of its Value for Cybersecurity Education" [16]
in which a framework is provided that enables academic cybersecurity courses
to feature Jeopardy-style CTF challenges. This framework consists of an offline
virtual machine under Linux with a web server, database server, and daemons that
run purpose-built insecure protocols, as well as several user accounts and intricate,
layered access control configurations.

Flags are generated when the VM is first started. Depending on where they
are written (e.g. in the source code of a service that is then compiled), these flags
will allow different types of exercises (basic encryption, access control, protocol
analysis, web security and reverse-engineering).

In the article "Simulating Cyber-Attacks for Fun and Profit" [17], the authors
introduce a new simulation platform called Insight. It was built with the goal
of designing and simulating cyber-attacks against big arbitrary targets. It al-
lows the simulation of vulnerabilities (including 0-days) and exploits, enabling an
attacker to compromise machines and utilize them as pivoting stones in their attack.

The authors make a quick comparison between Insight and the previous methods
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used to attract malicious network activities and to collect data. These previous
methods were primarily honeypots and honey-nets which can be described as
an information system resource whose value lies in unauthorized or illicit use of
that resource[18]. They were therefore used to attract attackers and to obtain
information on the different types of cyber-attacks.

The authors of articles [19, 20, 21] discussed the current and future trends of
cyber ranges and test-beds and their usage for education, training and research.
These papers’ goals were:

• to study the concept of a cyber range, conduct a thorough literature assess-
ment on unclassified cyber ranges and security test-beds

• to learn more about key components, particularly the tools used to design,
build, install and run a cyber range platform

• and to evaluate the documented cyber ranges and test-beds.

In the same idea as cyber ranges, test-beds can be described as a controlled
environment in which to carry out all kinds of actions in a secure and isolated
manner without prejudicing the process being controlled.

In these articles, the focus is on the use of cyber ranges in the academic
sector, but cyber ranges are not limited to this sector. They are also highly
used by companies for learning and for security testing purposes. It also shows
that the content of security challenges of cyber ranges varies and relies on the
type of cybersecurity competition (web, cryptography, forensics, exploitation,
steganography, DDoS,...). Other interesting results were the infrastructure platform
that was mainly used for virtualization. Two types of virtualization technology
were observed, conventional and cloud virtualization. Based on the results obtain
in article [21], Openstack is the main tool used to deploy cloud environment and
Virtualbox for the traditional technology.

Another question that was interesting for the rest of the thesis was the tool
used to set up VMs. Infrastructure as code, IaC tools, particularly Ansible (with
40%), Vagrant, and Packer, dominate the technology used to deploy cyber ranges.
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Chapter 4

Concept

In this chapter, the different concepts and tools used for the realization of this
thesis are discussed and presented.

4.1 Vagrant
Vagrant is an open-source tool for building and managing virtual machine environ-
ments in a single workflow[22]. Mitchel Hashimoto began working on Vagrant as a
personal side-project in January 2010. He then founded the HashiCorp corporation
in November 2012 to fund the full-time development of Vagrant. The latter was
originally only compatible with VirtualBox, but later versions included support
for VMWare and KVM as well. Written in Ruby, it can also be used in projects
written in other programming languages.

Vagrant works using a configuration file called Vagrantfile and uses what are
called Boxes for the operating system of the VMs.

As shown below, the Vagranfile contains the different information about the
VM we want to create from the name of the VM to the number of CPUs.

Vagrant . c on f i gu r e (2 ) do | c on f i g |
c on f i g .vm. d e f i n e ’nameVM’ do | node |

node .vm. box = ’ g ene r i c / centos8 ’
node .vm. prov ide r ’ v i r tua lbox ’ do | vbNode |

vbNode . name = ’VMCentos ’
vbNode .memory = 2048
vbNode . cpus = 2

end

node .vm. p r ov i s i on ’ s h e l l ’ , path : ’ path/ to / s c r i p t s . sh ’
end
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end
The Vagrantfile shown here contains the configuration of a VM with CentOS 8

as operating system. It uses VirtualBox as a provider to create the VM and assigns
it 2 CPUs with a memory of 2048 MB. It is also possible to add one or more script
that will be executed at the first execution of the VM.

The example shown creates only a basic VM but it is possible to create several
different VMs using one Vagrantfile and to modify individually the parameters of
each VM.

Vagrant environment use the box package format that are used for operating
systems. Anyone can use a box to create an identical working environment on any
platform that Vagrant supports. The box uses in the example is a box available in
the public Vagrant box catalog1.

4.2 CVE-Search
CVE-Search is a tool that helps to search and process CVEs by importing CVE
and CPE (Common Platform Enumeration) into a MongoDB (database) [23].

CVE-Search’s main goal is to stop searching the public CVE databases directly
and publicly. Local searches are typically easier, and help to limit the sensitive
queries via the Internet.

4.2.1 CVE-Search database
MongoDB is a cross-platform document-oriented database software that is open
source. MongoDB is a NoSQL database software that works with JSON-like
documents[24].

By default, the MongoDB database generated by CVE-Search contains the
following collections (with their source):

• CVEs (NVD NIST)

• CPE (NVD NIST)

• CWE (NVD NIST)

• CAPEC (NVD NIST)

• MITRE Reference Key/Maps

• VIA4CVE (aggregator of the known vendor vulnerabilities database to support
the expansion of information with CVEs)

1https://app.vagrantup.com/boxes/search
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The database is populated by downloading all current JSON files from the CVE
feed as well as the CPE feed.

4.2.2 Usage
CVE-Search comes with a back-end for storing vulnerabilities and related data, a
user-friendly web API interface for searching and handling vulnerabilities, and a
set of tools for querying the device.

It can be used in console mode but also has a web interface (figure 4.2.1).

Figure 4.2.1: CVE-Search’s web interface

The console mode offers a set of commands to search for CVE by providing:

• A name/version combination of the software
python . / bin / search . py −p c i s c o : 1 2 . 4

• A particular word to search for in CVEs (including in title and description)
python . / bin / search . py −f python −n

• The ID name of a CVE
python . / bin / search . py −c CVE−2020−13873
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It is also possible to define the format in which the result is displayed using the
- o parameter (json, html, xml, csv or cveid).

The web interface proposes the same information available on the MITRE
website2 but also other information that will be useful in our implementation. As
shown in figures 4.2.2 and 4.2.3, new data are added, such as a severity index, the
CVSS (explains in chapter 2) and a complexity factor.

Figure 4.2.2: Information display on the Web Interface of CVE-Search

2https://cve.mitre.org
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Figure 4.2.3: Information display on the Web Interface of CVE-Search

4.2.3 Complexity
As said, each CVE has multiple complexity indexes: the access complexity and
the exploitability complexity (which is not shown on the web interface). These
complexities can have three different values: Low, Medium and High.

Access complexity is determined by several variables. These variables are the
rights privileged required by the attacker to access the vulnerability, the need for
authentication, and the access to the vulnerability (network, adjacent network,
local or physical).

The other complexity is the exploitability complexity which depends on the
complexity of the attack, the privileges needed for this exploitation as well as the
user interaction needed.

4.3 Debsecan
Debian Security Analyzer (Debsecan) is a tool that generates a list of vulnerabilities
(CVEs) that affect a specific Debian installation. Debsecan is a program that runs
on the target host and downloads vulnerability information from the Internet.
It will notify interested parties via email when new vulnerabilities are found or
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security updates are released.
The vulnerability database is maintained by the Debian testing security team3.
Debsecan can be use with the following command:

python ./src/debsecan

This command analyzes the local system and outputs a list of CVEs that may
be applicable in the analysed system. Indeed, this list of CVEs will be generated
taking into account only the installed libraries and software but not their versions
(fig. 4.3.1).

Figure 4.3.1: Example of a debsecan execution

3https://security-team.debian.org/security_tracker.html
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Chapter 5

Our approach

This chapter will describe the work done during this thesis and the means used to
achieve the defined objective.

Firstly, this chapter provides a detailed description of the problem and the final
objective to be reached.

Then, a description of the solution found is given by detailing the different steps
of the resolution and the problems encountered.

Finally, this chapter ends with a list of the different algorithms implemented
and/or used to meet our needs.

5.1 Description of the problem
As shown in Chapter 3, cyber ranges are quite common in the field of cybersecurity.

These cyber ranges allow the generation of many different environments that
can perfectly represent company architectures. They are therefore very useful for
learning and testing (web application, firewall rules, etc.).

However, the creation of these cyber ranges is not easy and can quickly become
time consuming. Moreover, once created, these cyber ranges represent a fixed case
and their modification can be difficult and also time consuming.

The main problem encountered here is the static aspect of cyber ranges. Once a
solution has been found or tests have been performed, the cyber range is no longer
useful.

As stated in some articles presented in Chapter 3, frameworks proposing some
solutions to this problem have been implemented such as SecGen.

However, these frameworks use scenarios to generate cyber ranges. Although
this solutions allows creating cyber ranges with different scenarios or creating new
scenarios by associating several cases, the number of possibilities is limited and a
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new cyber range must be generated at each modification.

The objective of this thesis is to propose an alternative to the existing framework
using CVEs that allows the automation of a vulnerable system as well as its
modification according to the needs.

5.2 Solution proposed
In order to achieve this goal, a tool has been implemented to retrieve the de-
sired parameters and to automatically generate a vulnerable system with these
vulnerabilities.

This tool also allows adapting and modifying at will an existing system in order
to not have to generate a new one at each modification.

As said, the implemented tool allows the automation of a vulnerable system. In
order to overcome the time consuming problem, this tool will allow the automatic
generation of a vulnerable system from the conditions stated by the user. No other
interaction with the user will be necessary once the parameters are entered.

The first approach was to implement a script that would directly interact with
the provider, in our case VirtualBox.

This script retrieves the parameters of the virtual machine using the information
provided via a CLI interface available to the user. This interface allows the user
to enter information about the virtual machine such as the number of CPUs, the
hostname, the allocated RAM or the number of vulnerabilities to integrate and the
complexity of these vulnerabilities (fig 5.2.1).

Figure 5.2.1: List of parameters of a VM

Once this information was retrieved, the script would create the VM and then
it would connect to it via SSH to add the vulnerabilities stated by the user.

Unfortunately, the generation of the virtual machine in this way was not
conclusive and creating multiple environments was not efficient.
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Following this, another solution was found allowing the generation of one (or
more) vulnerable(s) system(s). Instead of first creating the VM and then connecting
to it via SSH, we used a tool called Vagrant to do all this at once.

As described in chapter 4, Vagrant is an open-source tool allowing to create
and manage virtual machine environments in a single workflow.

It allows establishing beforehand the configuration of one or several virtual
machine with the help of its configuration file, Vagrantfile (4.1). Vagrant also
allows including scripts that will be executed at the creation of the system(s). It is
also possible to create a sharing directory between the virtual machine and our
machine, which is very useful for the rest of the implementation.

Regarding the static aspect of cyber range, the solution to this problem is to
use the list of publicly known information security vulnerabilities and exposures
(CVE).

These CVEs are used in order to select the vulnerabilities that will be integrated
or added into the system. Indeed, the user can choose:

• the software for which he wants to have a vulnerability,

• the severity of the vulnerability,

• the CVSS score of the vulnerability,

• the complexity of the vulnerability,

• and the number of vulnerabilities desired for the selected software.

This can be seen in the following figure:
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Figure 5.2.2: Addition of a vulnerability

To modify an existing virtual machine, the procedure is the same as for the
selection of vulnerabilities shows above except that these vulnerabilities will need
to be added by connecting to the existing machine.
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Figure 5.2.3: Modifying the vulnerabilities of an existing VM

This is facilitated by Vagrant which already provides a method of connecting
over SSH using the following command:

vagrant ssh [ name | id ]

5.2.1 Algorithms
This section describes the different algorithms implemented and used to fulfil the
above requirements. The algorithms are represented in the form of pseudo-codes.

Creation of a virtual machine

Before we can "install" the vulnerabilities in the virtual machine, we must first
create the virtual machine.

To create the first virtual machine, we use one of the tools outlined in Chapter
4, Vagrant. It allows creating, from a configuration file (Vagrantfile), one or more
virtual machines. The generation of the configuration file of the first VM is done
in the following way:

• The data is retrieved via the console interface, as shown in figure 5.2.1.

• The configuration file is created using the function create_vagrantfile which
consists in creating the file and writing the initial structure of the file.

Once the file is created, the function write_in_vagrantfile intervenes which con-
sists in recovering the contents of the configuration file and adding the information
concerning the machine to be created.
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This is how it works when you want to create the first machine but if the
user wants to create different machines at the same time, then only the function
write_in_vagrantfile will intervene for the next iterations.

Here is the pseudocode of the process used to create the Vagrantfile:
de f create_vm :

whi le user does not e x i t :
user choose which parameter he wants to add/change

i f use r has f i n i s h :
launch c r e a t e_vag r an t f i l e
launch wr i t e_ in_vagrant f i l e

( with a d i c t i ona ry conta in ing the parameter )

de f c r e a t e_vag r an t f i l e :
i f Vag ran t f i l e does not e x i s t :

c r e a t e the f i l e and opens i t
wr i t e the l i n e f o r a l l ow ing a share d i r e c t o r y between each vm

def wr i t e_ in_vagrant f i l e :
open the Vag ran t f i l e
ex t r a c t the content

i f parameter_l i s t i s not empty :
wr i t e in the f i l e the parameters

r e t r i e v e d v ia the conso l e ( create_vm )
add the s c r i p t s that w i l l be launched at the s t a r t o f the vm
c l o s e the f i l e

Adding of vulnerabilities

Now that the creation of the virtual machine has been explained as well as the
algorithms used, we can address the main topic of this thesis: the integration of
vulnerabilities.

When the user wants to integrate vulnerabilities to a machine, he can decide
for which software he wants to search vulnerabilities as well as the number of
vulnerabilities, the complexity and the minimum score of CVEs. As quickly
explained in the introduction, we use the CVE list to select which vulnerabilities
will constitute the vulnerable system. Indeed, as shown in the following pseudo-
code, we retrieve the information entered by the user and we use the CVE-Search
tool to find the vulnerabilities that we will integrate.
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de f s e a r ch_vu ln e r ab i l i t y :
whi l e user has not f i n i s h :

user choose f o r which so f tware he wants v u l n e r a b i l i t i e s

f o r each so f tware :
execute CVE−Search t o o l to look f o r CVEs
compute complexity
compare complexity & sco r e with requi rements

f i nd the optimal v e r s i on to i n s t a l l
( with the r equ i r ed number o f v u l n e r a b i l i t i e s )

s t o r e optimal v e r s i on in d i c t i ona ry

c r e a t i on o f the s c r i p t with the command l i n e f o r the i n s t a l l a t i o n
( depending o f the os )

i f vm does not e x i s t :
wr i t e_ in_vagrant f i l e ( i n s t a l l a t i o n_ s c r i p t )

re turn s c r i p t
For each software, we perform a search by name in the database generated by

CVE-Search. The obtained CVEs are stored in a temporary file under a JSON
format. Once all the CVEs are obtained for a software, the content of the file is
extracted and each CVE is analyzed. Since the CVEs have been stored in JSON
format, the analysis of the CVEs is done through their keys. We first calculate the
complexity of the CVE to check if it matches the user’s request. The complexity is
calculated by retrieving the access and exploitability complexities and following
the table below:

Exploitability
Access LOW MEDIUM HIGH

LOW LOW MEDIUM HIGH
MEDIUM MEDIUM MEDIUM HIGH
HIGH HIGH HIGH HIGH

Table 5.1: Determination of the complexity of a CVE

In addition to the complexity, we also check if the CVSS score is above the
desired threshold. Once all the CVEs have been analyzed, the optimal version is
selected. This version is determined using the list of vulnerable "products" (our
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software and others related) affected by the vulnerability. This process is performed
for each software selected by the user. Once the number of predefined vulnerabilities
is reached for all the software, a script allowing the installation of these softwares
(with their optimal version) is created and added to the configuration file.

If the vulnerabilities are decided at the creation of the VM, it will simply be
added as a script as explain in the pseudo-code of the creation of a virtual machine.
If the vulnerabilities are added/modified after the VM has been created, then the
following algorithm applies:
de f modify_vm :

r e cupe ra t i on o f the vu lne rab l e so f tware a l r eady i n s t a l l e d
u n i n s t a l l a t i o n_ l i s t = pa r s e_vag ran t f i l e ( )

c r e a t i on o f the s c r i p t with the command l i n e
f o r the r e s e t ( depending o f the os )

i n s t a l l a t i o n_ s c r i p t = s ea r ch_vu ln e r ab i l i t y ( )

connect ion to the v i r t u a l machine through SSH

execut ion o f the s c r i p t s
When modifying an existing VM, not only must new vulnerable software be

installed but any vulnerable software that is already present must be uninstalled
first.

The uninstallation of vulnerable software on the VM is easily achieved because
the script that installed the specific versions of these softwares was always accessible
from the configuration file. Obtaining these softwares (and their respective versions)
is done in the following way:
de f pa r s e_vag ran t f i l e :

open Vag ran t f i l e

obta in value f o r cor re spond ing VM
f ind vu l n e r a b i l i t y i n s t a l l a t i o n s c r i p t
open s c r i p t f i l e
ex t r a c t l i s t o f so f tware and ve r s i on

return l i s t o f so f tware and ve r s i on
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Listing of vulnerabilities

Another feature of the tool is the possibility of obtaining the list of vulnerabilities
of a machine.

To implement this feature, two different methods are used depending on the
virtual machine’s OS.

If the machine is running on Ubuntu, a connection is established with the virtual
machine and the Debsecan tool is executed. Debsecan allows to retrieve a list of
CVEs based on the list of installed softwares and libraries (fig 4.3.1). Debsecan is
directly executed on the concerned machine with the following command:

python3 /vagrant /debsecan/ s r c /debsecan

The resulting list from the execution is written to a temporary file in the share folder
between the host machine and the virtual machine (defined in the configuration
file).

In addition to this file, another file is generated using the following command:

apt l i s t −−manual−i n s t a l l e d | grep −F [\ i n s t a l l e d ]

This last one allows to get the list of softwares and libraries installed manually
(and not the one "integrated" with the OS) and to store it in a second file (fig 5.2.4).

Figure 5.2.4: List of some softwares extracted from Ubuntu system

Once these two files are obtained, we first extract the list of softwares with
their corresponding versions. Then, we use the CVE-Search tool to check if the
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listed CVEs are actually applicable in our machine. Indeed, Debsecan generates the
list taking into account only the name of the software and libraries but not their
version. The CVE-Search tool allows us to obtain information about the CVEs
and to compare if the version of the concerned product for each CVE correspond
to the version installed on the virtual machine.
de f p r i n t_vu l n e r a b i l i t i e s :

connect to the vm
ext r a c t s o f twa r e_ l i s t & execute Debsecan ( i f OS i s Ubuntu )

i f OS i s Ubuntu :
c v e_ l i s t = parse_CVE_list ( s o f twa r e_ l i s t )

e l i f OS i s CentOS :
cv e_ l i s t = par s e_so f tware_l i s t ( s o f twa r e_ l i s t )

c r e a t e new f i l e
f o r each cve in cv e_ l i s t :

p r i n t id , d e s c r i p t i on , score , complexity
add to f i l e id , d e s c r i p t i on , score , complexity

de f parse_CVE_list :
open f i l e conta in ing the CVEs
ex t r a c t each CVE

open f i l e conta ing in the l i s t o f so f tware
parse i t and s t o r e in a d i c t i ona ry the so f tware and ve r s i on

cv e_ l i s t
f o r each CVE:

execute CVE−Search ( r e s u l t in f i l e )

open r e s u l t f i l e
compare product & ve r s i on with corre spond ing so f tware
i f match :

s t o r e in cv e_ l i s t

r e turn d i c t i ona ry
The result of this analysis is then displayed in the console and written in a file.

The information displayed is:

• the CVE identifier,

• the CVSS score,
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• a description of the vulnerability,

• and the complexity.

In case the machine is under CentOS, Debsecan cannot be used. The method
applied in this case is the following (as well as the print_vulnerabilities function
explained above):
de f pa r s e_so f tware_l i s t :

open f i l e conta in ing the l i s t o f so f tware

parse i t and s t o r e in a d i c t i ona ry the so f tware and ve r s i on

cv e_ l i s t
f o r each software−ve r s i on combination

execute CVE−Search ( r e s u l t in temp f i l e )

open temp f i l e
f o r each CVE

compare product & ve r s i on
i f match

s t o r e in cv e_ l i s t

r e turn cv e_ l i s t
The
dnf h i s t o r y u s e r i n s t a l l e d

command also allows to retrieve a list of softwares in a CentOS environment. This
list is then analysed and the software/version combinations are recovered (fig 5.2.5).

Once the combinations are retrieved, the CVE-Search tool allows us to search
for CVEs corresponding to one of the combinations. For each CVE found, the
vulnerable products and versions are analysed and each match is displayed in the
same way as for Ubuntu.
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Figure 5.2.5: List of some softwares extracted from CentOS system
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Chapter 6

Experimental results

This chapter describes how the tool was tested, the interesting results observed, the
problems encountered during the different steps and the solution found to overcome
them.

Firstly, here is short a timeline showing the 3 main steps of the implementation:

Step 1 • Automation of a virtual machine
Step 2 • Integration of vulnerabilities in new VM
Step 3 • Modifying an existing VM

During the first step, several options were considered. The first idea was to
generate the machine using CLI commands which would directly interact with
VirtualBox. Unfortunately, during the tests, we could see that the generated
machines did not have the parameters defined by the user and that this method
was not the most optimal in terms of generation time.

Following these inconclusive results, a second method was tested. This method
was based on the use of the Vagrant tool which allowed the building and mainte-
nance of portable virtual software development environments. This tool allowed
the automatic generation of several vulnerable systems with different parameters
for each (OS, CPU, RAM, etc.). Indeed, this was confirmed during the tests which
also allowed to detect a problem with the use of Vagrant. In order to generate
machines with different OS, Vagrant uses Vagrant Boxes (4). These boxes are
mainly created by developers or organizations in order to provide an environment
for developers. The problem with these boxes is that they can have pre-installed
software or tools and they usually don’t have a GUI. Different boxes had to be
tested to determine which ones were "empty" (without pre-installed software or
tools) and scripts were written for each OS allowing the installation of a GUI at
the generation of the VMs.
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Step 2 was the step in which several tools and methods were tested to deter-
mine which were more interesting. Since the use of CVEs in the integration of
vulnerabilities was already planned initially, the question that arose was, "How
to select these vulnerabilities ?" The first method considered was to use Mitre’s
CVE list available online to retrieve vulnerabilities that met the user’s criteria.
Following some unsuccessful tests, we observed the following downsides:

• Requires a good and constant Internet connection (not always the case for
students)

• One access was needed per vulnerability (many vulnerabilities → many
connections)

• Time consuming (online access takes longer than local access)

Based on these observations, a local solution seemed more interesting and
efficient. During the search for a solution, a tool offering this local solution
was found, CVE-Search. As explained in chapter 4, CVE-Search creates a local
database containing CVEs extracted from several databases. This solution al-
lows to have continuous access with the database and reduces the search time for
each vulnerability. As explained in chapter 5, the integration of these vulnerabili-
ties is done with the help of scripts that are executed at the creation of the machine.

Regarding the tests carried out to determine if the correct version of the software
had been installed, two tools were tested: Vulmap and Debsecan.

Vulmap is an online local vulnerability scanner that was executed on the virtual
machine (scan the local system and look for vulnerability on an online API) and
allowed to obtain a list of vulnerabilities by providing a file containing the informa-
tion on the CVEs. Although this tool produced good results, it was unfortunately
limited in the number of uses per month and the analysis time was long as it
searches on online APIs. Vulmap was therefore not used.

The second tool tested unfortunately only worked on Ubuntu machines and
as explained in chapter 5, it only provided the list of CVEs based on the name
of the software but not its version. The tests were therefore carried out follow-
ing the method defined in the previous chapter, depending on the OS of the machine.

When analysing the results of the scans, we could observe some interesting but
also problematic results.

During the tests, we tried to get a VM with 2 python-related vulnerabilities
with a Low complexity and a minimum score of 5. As shown in the figure 6.0.1, we
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Figure 6.0.1: Vulnerabilities found for python 3.5.0
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can observe that the VM does include the requested vulnerabilities but also has a
High complexity vulnerability with a score of 4.

Although the latter does not respect the criteria imposed by the user, it is
still present in the VM. This can be explained by the fact that even if the desired
vulnerabilities had to be of Low complexity, the optimal version of python found
(3.5.0) for this request also included a vulnerability of High complexity.

Regarding the last major part of the implementation, very few problems occurred
or interesting results observed (different from the one stated above).

Indeed, the particularity of this part was based on the connection to an existing
VM and on the reset of the latter (uninstallation of vulnerable software). The
connection to the VM was facilitated using the method provided by Vagrant which
allowed to connect to a particular machine by providing the name of the latter. As
for the installation and the search for vulnerabilities or the tests performed, the
method remained the same as before.

As explained in the previous chapter, resetting the VM was easily done because
all the information needed were still available (name and version of vulnerable
software).
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Chapter 7

Future work

Throughout the thesis, the tests were carried out on a laptop environment in order
to obtain results reflecting the situations of the majority of students which only
possess a laptop. Of course, using this tool on a more powerful machine would give
better results in terms of execution time or even access to existing machines. It
would also allow the use of the tool to be extended and new features to be added
such as the one described here.

The current version of the tool fulfils the original purpose, but there is always
room for improvement.

An interesting point would be to make it accessible to a wider range of people.
Indeed, the tool currently offers only 2 operating systems for virtual machines:
Ubuntu and CentOS.

In the professional environment, most machines run on Windows 10, so it might
be interesting to include this operating system in the list to increase the number of
possible cases. This could be done by adding a Vagrant box of Windows 10. The
difficult part would certainly be about the installation of vulnerable software and
how to do it via the Windows terminal.

Another solution that could greatly facilitate the use and access to the tool
would be the implementation of a graphical interface (web or local) in addition
to the command-line interface. Indeed, the latter can limit the functions that
can be implemented. For example, the display of elements can quickly become
saturated with information and confuse the user when he wants to obtain the list
of vulnerabilities of a system.

This graphical interface would therefore allow more information to be displayed
than the console version and in a more orderly fashion. For example, instead of
choosing each parameter of a new VM individually, the user could do it in one go
with a few clicks.
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Another improvement also related to the graphical interface would be to allow
a more permissive selection of CVEs. Currently, CVEs are selected randomly based
on the parameters entered by the user and by choosing the optimal version that
satisfies the user’s criteria. With this improvement, the user will be able to directly
select from a list of CVEs the one he wants to add and will also be able to fil-
ter the CVEs more easily according to his preferences (score, complexity, date, etc.).

The last improvement idea would be something more complex but very useful
and interesting to implement. This would be to have an automatic upgrade of the
environment once a set of vulnerabilities have been exploited or explored.

This could be done by placing flags at certain vulnerable locations and once a
certain number (defined by the user at creation) of flags is reached, the tool would
automatically update the machine and integrate a new set of vulnerabilities by
removing the previous ones. In this idea, the flags are not to be retrieved, like in
CTF challenges, but they would represent a location, a command or a solution
that would be found. The user would then be warned by a pop-up or a message
displayed on the tool.
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Chapter 8

Conclusion

The aim of this master thesis was to provide students with a tool to automati-
cally generate a vulnerable and modifiable learning environment in the field of
cybersecurity.

As mentioned in Chapter 1, there are many resources available for learning in the
field of cybersecurity. These include Capture the Flag competitions, pre-configured
virtual machines, test-beds and cyber ranges, which is the resource used for the
rest of this master thesis.

Before devoting ourselves to the implementation of the tool allowing us to fulfil
the initial objective, a state of the art was first carried out as can be seen in Chapter
3.

In this chapter, many works were presented such as frameworks created to
generate real-case scenarios. These frameworks worked by using defined scenarios
and by automatically creating the environment according to the desired scenario.
Other articles were also interesting as they covered the analysis part of these
solutions (CTF, cyber ranges, test-beds, etc.)

Based on this chapter, several problems were often mentioned such as the
very high time consuming cost of producing the environments when it is done
manually or required manual intervention, the limitation in the number of different
environments that can be created (depending on the number of scenarios available)
or the static aspect of the environment, once the objective is reached or the solution
is found, the virtual environment becomes obsolete.

Something that surprised me when looking at the state of the art is that there
are very few, if any, scientific papers that use the method visited in this thesis,
CVEs, in the generation of a vulnerable environment. CVEs are often used to
determine the vulnerabilities of a system or to search for information about a
particular vulnerability but rarely to create a vulnerable environment for learning
purposes.

In order to automatically create a vulnerable and dynamic environment, a tool
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has been designed. Several tools were used and defined in chapter 4 to search and
integrate vulnerabilities within a system (Vagrant, CVE-Search and Debsecan).
The solution developed and the algorithms implemented to realize this tool were
explained in chapter 5 and the interesting results following the tests were reviewed
in chapter 6. The implemented tool has allowed to meet the stated needs and to
generate automatically a vulnerable environment that can be easily modified when
desired.

As explained in chapter 7, future work, the next steps are the following. The
first step would be to develop a graphical user interface to allow a simplified and
optimal use. The next improvements would allow for a more advanced selection
of the cyber range parameters (displayed list of CVEs for selection, display of the
different VMs and their parameters). The last improvement idea explained in the
chapter, would be something more complex to implement and would be to have an
automatic upgrade of the environment once a goal is reached.
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