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1 Introduction

In an increasingly complex and interconnected world, ensuring the reliability
and correctness of systems and processes is of utmost importance. One ap-
proach that has gained significant attention in recent years is statistical model
checking. This innovative methodology combines principles from statistical
analysis and formal verification to assess the behaviour of systems probabilisti-
cally. By harnessing the power of statistics, we can gain valuable insights into
the performance and reliability of systems that exhibit stochastic characteris-
tics.

Imagine a transportation network comprising autonomous vehicles operat-
ing in a bustling city [1]. To guarantee the safety and efficiency of this net-
work, we need to assess various aspects such as collision probabilities, traffic
flow, and optimal decision-making strategies. Statistical model checking allows
us to analyse such complex systems, leveraging the power of statistical model
checking algorithms to draw meaningful insights and guide decision-making.

The first step to achieve this goal is to establish a solid foundation in the
fundamental concepts. This includes understanding essential notions such as
model checking, statistical model checking, Markov decision processes, and
Markov chains. By comprehending these concepts, we lay the necessary ground-
work to delve into the core subject of this thesis.

Building upon this knowledge, we then shift our focus to a specific statistical
model checking algorithm: the Smart Sampling algorithm. This algorithm em-
ploys intelligent sampling strategies to efficiently explore the vast state spaces
of complex systems, facilitating the verification process. A key aspect of this
exploration involves schedulers whose evaluation plays a vital role in guiding
the execution and decision-making process of the algorithm.

Moving forward, we delve into the exciting realm of parameter modifica-
tion. Understanding the behaviour of the smart sampling algorithm is essential
for its effective and efficient application. By systematically modifying various
parameters, we aim to unravel insights into the algorithm’s behaviour, identify
potential limitations, problems, and devise strategies to enhance its effective-
ness. This phase of exploration opens new avenues for optimising the algorithm.

Finally, we venture into the realm of innovation and experimentation. By
introducing variations to the existing algorithm, we seek to push the boundaries
of its effectiveness and efficiency. These modifications aim to address specific
challenges and shortcomings, leveraging novel approaches to unlock new levels
of performance and utility. Through these innovative enhancements, we strive
to contribute to the ongoing evolution of statistical model checking algorithms.



2 Background

2.1 Model Checking

Model checking [2, 3, 4, 5] is a collection of methods used to verify the cor-
rectness of a system or software by comparing it against a set of formal speci-
fications or properties. They consist of analysing the system or software using
mathematical and logical techniques to determine if it meets the desired prop-
erties or specifications. One can use model checking for a variety of reasons,
including:

e Verifying the correctness of a system, model, software or parameter [6]:
model checking can be used to ensure that a system, model, software or
parameter behaves as expected, and that it meets the desired properties
or specifications.

e Finding errors and bugs: model checking can be used to identify errors
or bugs in a system, model, software or parameter that might not be
immediately obvious, helping the creators to improve the overall quality
of the system, model, software or parameter.

e Improving performance: model checking can be used to optimise the
performance of a system, model, software or parameter by identifying
bottlenecks or areas that can be improved.

e Automation testing: model checking can be used to automate the testing
of a system, model or software, making it more efficient and less prone
to human error.

e Improving safety and security: Model checking can be used to improve
the safety and security of a system, model, software or parameter by
identifying potential vulnerabilities or attack points.

To verify a property with model checking, we need to define the property
that we want to verify. This is typically done using a formal language, such
as temporal logic, that allows us to express properties in a precise and unam-
biguous way (see section 2.5 for more details). Once the property is defined,
we need to build a model of the system or design that we want to verify. This
model should accurately represent the behaviour and interactions of the system
or design. We typically use transition state diagrams where every node repre-
sents a state of the system while the edges are the possible transition between
the states. Then, we use a model checking algorithm to analyse the model and
compare it against the defined property. The algorithm will explore multiple
possible executions of the model, and will determine if the property is satisfied
for all of these executions (called traces). If the property is satisfied for all
possible traces, the model is considered to be correct and to meet the desired



properties or specifications. If the property is not satisfied far all possible ex-
ecutions, the model is considered to be incorrect and the system, the software
or the design may need to be redesigned or modified.
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Figure 1: Transition State Diagram

An example of using model checking to verify a property would be checking
whether a traffic light system is safe and operates correctly [7]. The property
that we want to verify is: < at no time will a red light be on at the same time
as a green light at any intersection >. We first build a model of the traffic light
system, including the states of the lights (red, yellow, green) and the transitions
between these states. We then use a model checking algorithm to analyse the
model and compare it against the defined property. The algorithm will explore
all possible states of the lights, and will determine if the property is satisfied in
all of these states. In this example, model checking is used to ensure the safety
and correct operation of the traffic light system, by verifying that the property
of no red and green light at the same time is met in all possible states of the
system.

Model checking can also be used to evaluate the value of a parameter along
every possible executions. To evaluate a parameter, we first need to define
it, then, we need to specify a property using formal language, such as tempo-
ral logic. This property should specify the desired evolution of the parameter
along each possible execution. By evaluating the state of the parameter along
every possible trace of execution, model checking can provide a comprehensive
analysis of the system’s behaviour and help identify any issues or anomalies
with regards to the parameter.

An example of using model checking to evaluate a parameter would be the
order of the traffic light system. First, we must define the system model. A
finite state machine can be used to model the behaviour of the traffic light. The
states in the machine represent the different colours of the light (red, orange,



and green) and the transitions between states represent the changes in the
light’s colour. This is the property we want to verify would be “green light
should always follow a red light”. This can be expressed in a temporal logic
formula as (see section 1.5 for more information about the operators):

G(red = Xgreen)

Then, a model checker is run on the finite state machine to verify the prop-
erty. The model checker will explore all possible executions and evaluate the
state of the light along each trace. The results of the model checking process
will indicate whether the light transition satisfies the desired property along
every possible execution. If the property is not satisfied, the model checker will
provide a counterexample that shows when the property fails along a trace of
execution. This example shows how model checking can be used to ensure that
a system satisfies a desired property along every possible execution.

Model checking is a powerful tool for ensuring the correctness and quality
of a system, model, software or parameter but it has downsides too:

e Complexity: model checking can be a complex and time-consuming pro-
cess, especially for large and complex systems.

e Computational cost: model checking can be computationally expensive,
requiring significant processing power and memory. This can be a lim-
itation for large or complex systems, and can make model checking im-
practical for some applications.

e Limited expressiveness: model checking is based on formal languages,
and some properties can be difficult to express in those languages.

e Limited scope: model checking is a verification technique, and it may not
be able to identify all the issues that the system might have, it is not a
debugging technique, for example.

e Assumptions made: model checking is based on a model, and the results
depend on the quality of the model and the assumptions made with it,
which can lead to a wrong conclusion.

These downsides limit the scalability of model checking as the number execu-
tion traces that need to be checked increases exponentially with the number of
variables used to represent the system. This is a reason why model checking is
typically limited to small or moderately sized systems. This problem is known
as the state explosion problem.

The state explosion problem [8, 9] appears when the number of components
or variables in the system increases significantly which makes the number of



possible states grows exponentially. This exponential growth leads to the state
explosion problem, making it computationally infeasible to explore or analyse
all possible traces of the system. This problem poses significant challenges for
model checking tools and techniques. It severely limits the size and complexity
of systems that can be effectively analysed. Even systems with a relatively
small number of components or variables can lead to an explosion in the num-
ber of states, making the verification process impractical or intractable

2.2 Statistical Model Checking

Statistical model checking (SMC) [10, 11, 12, 13, 14] is an approach to formal
verification that combines elements of model checking and statistical inference.
While traditional model checking focuses on exhaustively analysing all possi-
ble states of a system, SMC leverages statistical techniques to analyse system
behaviour based on a statistical sampling of system executions.

In statistical model checking, a model of the system under analysis is de-
fined, typically represented as a probabilistic or stochastic model such as a
Markov chain or a Markov decision process (section 3.3). The model captures
the system’s states, transitions, and probabilistic behaviour. Instead of ex-
haustively checking all possible states and transitions, SMC randomly samples
system executions according to a predefined statistical distribution.

The key difference between traditional model checking and statistical model
checking lies in the analysis process. In traditional model checking, exhaustive
exploration of all possible states and transitions is performed, ensuring precise
verification results but suffering from the state explosion problem. In contrast,
statistical model checking relies on sampling a subset of system executions and
inferring properties of the system based on the observed behaviour.

The advantage of statistical model checking is that it can provide insights
into system behaviour with reduced computational complexity compared to
exhaustive model checking. By leveraging statistical sampling, SMC allows for
analysis of larger and more complex systems while still providing meaningful
verification results. However, it is important to note that SMC introduces
a trade-off between precision and computational efficiency, as statistical esti-
mates are subject to sampling errors and confidence intervals.

There exist multiple approaches of statistical model checking, each with
their own specific techniques and methods. Some common types of statistical
model checking approaches are:

e Monte Carlo model Checking: This type of statistical model checking
involves generating random inputs and simulating the system with these



inputs to gather statistics on the system’s behaviour. The model checker
uses these statistics to validate the results of formal verification methods,
such as model checking.

Stochastic model Checking: This type of statistical model checking in-
volves modelling the system as a stochastic process and using statistical
analysis to validate the results of formal verification methods.

Hybrid model Checking: This type of statistical model checking combines
traditional model checking with statistical analysis to provide a more
comprehensive evaluation of the system’s behaviour.

Confidence Interval model Checking: This type of statistical model check-
ing involves generating a confidence interval for the estimation of one
parameter of the system and using this interval to validate the results of
formal verification methods.

These are just a few examples of the different types of statistical model check-
ing approaches, and there may be other variations as well. The choice of a
specific type of statistical model checking strategy depends on the specific re-
quirements of the system and the properties that needs to be verified

Statistical model checking (SMC) can be used for a variety of reasons, in-
cluding:

Handling large and complex systems: SMC can be used to verify prop-
erties of large and complex systems for which is not feasible to analyse
using traditional model checking.

Handling uncertain environments: SMC is particularly useful for systems
that operate in uncertain environments, such as systems that involve ran-
domness or noise. It allows us to estimate the probability that a property
holds for a large number of traces, even in the presence of uncertainty.

Improving efficiency: SMC can be more efficient than traditional model
checking, as it does not require exploring all possible traces of the sys-
tem. This can reduce the computational cost and time required to verify
properties of a system.

Improving robustness: SMC can be used to analyse the robustness of a
system by estimating the probability that a property holds for a large
number of traces, even in the presence of uncertainty or errors.

Improving the reliability of results: SMC can be used to estimate the
probability that a property holds for a large number of traces, which can
provide more reliable results than traditional model checking.



e Improving the scope of analysis: SMC can be used to analyse systems
that exhibit both discrete and continuous behaviour, by estimating the
probability that a property holds for a large number of traces, even if the
system has a continuous behaviour.

Overall, SMC provides a powerful tool for the verification of complex and un-
certain systems, it can be more efficient and reliable than traditional model
checking, and it can be used to analyse systems that exhibit both discrete and
continuous behaviour.

SMC is used in plenty of situations, for example to analyse the reliability
of a power grid [15]. A power grid is a complex system with a large number
of components and interactions. The property that we want to verify in this
example is that “the power grid will not experience a blackout for more than
1 hour in any given year.” We first build a model of the power grid, including
the states of the components and the interactions between them. We then use
a statistical model checking algorithm to analyse the model and estimate the
probability that the property holds for random execution of the system/model.
The algorithm generates execution traces of the power grid model and will
determine the probability that the property is satisfied with each trace. For
example, the algorithm might find that the probability of a blackout lasting
more than 1 hour is 0.01%. This would indicate that the power grid is highly
reliable, and that the property is likely to be satisfied in 99.99% of cases. How-
ever, if the algorithm finds that the probability of a blackout lasting more than
1 hour is, for example, 10%, this would indicate that the power grid is not
reliable and that the property is likely to be satisfied in only 90% of cases.
This could lead to a redesign of the power grid to improve its reliability.

In statistical model checking, precision and bound are important concepts
that relate to the accuracy and scope of the analysis. Precision (epsilon) refers
to the level of detail or granularity in the analysis. It measures how accurately
the statistical model checking technique can capture the behaviour of the sys-
tem being analysed. Higher precision means that the analysis can capture more
subtle aspects of the system’s behaviour, while lower precision may result in a
coarser approximation. Increasing precision often requires more computational
resources and can lead to longer analysis times. On the other hand, bound
(delta) refers to the scope or range of the analysis. It defines the extent of the
system or properties that are considered during the analysis. The bound can be
specified in terms of time steps, iterations, or any other relevant metric. Setting
a larger bound allows for a more comprehensive analysis, covering a longer du-
ration or larger state space. However, increasing the bound typically increases
the computational complexity and can make the analysis more time-consuming.

Both precision and bound need to be carefully considered based on the
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specific requirements of the analysis. Striking a balance between precision
and bound is important to ensure that the analysis is both accurate and effi-
cient. Adjusting these parameters appropriately can help achieve a reasonable
trade-off between the level of detail captured and the computational resources
required for the analysis.

Overall, statistical model checking can provide a powerful tool for the ver-
ification of complex and uncertain systems, and it can be a valuable addition
to the software engineering process. However, it is important to keep in mind
that it is based on estimation and assumptions, and it may not be as accurate
or reliable as traditional model checking.

2.3 Markov Decision Process, Markov Chain and Sched-
ulers

2.3.1 Markov Decision Process

A Markov Decision Process (MDP) [16, 17, 18] is a mathematical model com-
monly used in statistical model checking for modelling decision-making in sit-
uations where the outcome is uncertain. It consists of a 4-tuple (S, A, P,, R,):

e S is a set of states that represent the possible states of the system. S is
called the state space and contain the initial state.

e A is a set of actions that represent the decisions that can be made by
an agent in each state. These actions can have multiple branches with
different probabilities associated to them. A is called the action space.
A, is the set of actions available from the state S.

e P, Defines the probability of moving from one state to another after
taking a specific action. P,(s,s’) = Pr(s;11 = §' | sy = s,a; = a) is the
probability that action an in-state s at time t will lead to state s” at time
t+1

e IR, is the reward received after transitioning from state s to state s’ due
to action a. This reward function is not mandatory and will not be used
in this thesis.

In an MDP, an agent takes actions in each state to maximise its expected cu-
mulative reward over time. The goal of an MDP optimisation algorithm is to
find an optimal policy, which is a mapping from states to actions that max-
imises the expected cumulative reward.

There exist two types of MDP: continuous Markov Decision Processes (MDPs)

and discrete MDPs. Their difference lies in the nature of the state and action
spaces. In discrete MDPs, both the state space and action space are finite and
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discrete. This means that there is a finite and countable set of states and ac-
tions available to the agent. The agent transitions from one state to another by
taking discrete actions, and the transitions between states are governed by tran-
sition probabilities. Examples of discrete MDPs include grid world problems,
chess games, and inventory control. However, in continuous MDPs, either the
state space, action space, or both are continuous. This means that the states
and/or actions can take on real-valued or continuous values. In continuous
MDPs, the agent can choose from a potentially infinite number of actions and
the state transitions are typically described by continuous dynamics or differ-
ential equations. Continuous MDPs are commonly used to model problems
in robotics, control systems, and optimisation. In This master thesis, we will
focus on discrete MDPs.

MDPs are used in a variety of applications, including robotics, resource
allocation, and game theory. They are useful because they provide a frame-
work for modelling decision-making problems that are uncertain, dynamic, and
involve multiple interacting components. They can be used to evaluate the per-
formance of different policies or to compare different strategies.

A simple example of a Markov Decision Process is the coffee machine ex-
ample [19]. We use a MDP to model a system where the states represent the
different configurations of the coffee machine (e.g. empty, “coffee in the pot”,
“empty cup”, “full cup”), the actions represent the different operations that
can be performed (e.g. “fill the pot”, “empty the pot”, “put a cup”, “press the
button”), and the transition probabilities represent the likelihood of moving
from one state to another based on the chosen action. The initial state is the
starting configuration of the coffee machine.

The goal of a Markov Decision Process (MDP) for the coffee machine ex-
ample can vary depending on the specific scenario and objectives. It could be
minimising the total time to make a cup of coffee: In this scenario, the reward
function would incentivise quick and efficient actions to make a cup of coffee as
soon as possible. Or it could be maximising the number of cups made per hour:
In this scenario, the reward function would incentivise actions that result in the
maximum number of cups made per hour, such as filling the pot and putting a
cup as quickly as possible. Or it could also be minimise waste: In this scenario,
the reward function would incentivise actions that result in the least amount of
coffee being wasted, such as making a cup only when there is a demand for it.
Or it could be maximising profit: In this scenario, the reward function would
incentivise actions that result in the maximum profit, such as charging more
for each cup of coffee made. The specific goal of the coffee machine MDP can
be adjusted based on the desired outcomes, and the Markov Decision Process
can be used to find the optimal policy to achieve those goals.

12



Figure 2: Markov Decision Process

2.3.2 Markov Chain

A Markov Chain [20, 21, 18] is a mathematical model for a sequence of events
in which the probability of each event depends only on the state attained in
the previous event. In other words, it is a mathematical model for a system
that moves from one state to another state based on fixed probabilities, and
the probability of transitioning from one state to another is independent of the
states that came before it. A Markov Chain is represented as a directed graph,
with each node representing a state and each edge representing a transition
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between states with a specified transition probability.

A Markov Chain can be obtained from a Markov Decision Process by re-
moving the decision-making component and fix the transitions between states.
This can be done by selecting a specific policy that determines which action
to take in each state. The policy can be deterministic or stochastic, and once
it is chosen, the transitions between states become fixed, and the resulting
model becomes a Markov Chain. For example, consider an MDP model of a
coffee machine with two states: “Full” and “Empty”. The agent has two ac-
tions: “Refill” and “Do Nothing”. If the policy is to always refill the machine
when it’s empty, then the resulting Markov Chain would have two states and
one transition between them, with a fixed probability of transitioning from
“Empty” to “Full”. In summary, a Markov Chain can be obtained from a
Markov Decision Process by fixing the transitions between the states based on
a chosen policy, resulting in a system that can only be modelled as a sequence
of events without any decision-making.

Markov Chain and Markov Decision Process (MDP) are two related con-
cepts in the field of probability and operations research. Both are mathematical
models used to describe and analyse the behaviour of systems over time. A
Markov Chain is a type of mathematical model that represents a sequence of
events over time, where the probability of each event depends only on the state
of the previous event. It is a memoryless system, meaning that the future state
of the system is independent of its past history. On the other hand, a Markov
Decision Process is an extension of the concept of Markov Chain, where the
system is controlled by the decisions made by an agent. In an MDP, the state
of the system is influenced by decisions made by an agent at each time step.
The agent can choose its actions based on a reward function, which assigns
a reward to each state and action. His goal is to maximise the accumulated
reward over time. The agent can also choose its actions randomly or with
predefined policy in which case the goal is to verify a property or parameter
of the system. In summary, while both Markov Chain and MDP are used to
model systems over time and that one is policy restriction of the other, the
key difference between them is that a Markov Chain is a passive system that
only depends on the previous state, while an MDP is an active system that is
influenced by the decisions made by an agent.

2.3.3 Schedulers

To get a Markov Chain from a Markov Decision Process (MDP), we use a
scheduler [18] (also called policies) which select a particular action to perform
in each state. The scheduler can be either deterministic or probabilistic. De-
terministic schedulers operate based on predefined rules or algorithms without
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Figure 3: Markov Chain

any randomness or uncertainty. They follow a fixed scheduling policy that
determines the execution order. The decisions made by deterministic sched-
ulers are predictable and repeatable, as they are solely based on the current
system state and predefined rules. On the other hand, probabilistic schedulers
introduce randomness and uncertainty into the scheduling decisions. Instead
of relying solely on predefined rules, probabilistic schedulers use probability
distributions or statistical models to make scheduling choices. The decisions
made by probabilistic schedulers may vary each time, as they take into account
probabilistic factors and stochastic behaviour. These schedulers consider fac-
tors such as task arrival patterns, execution times, and resource availability
probabilities to determine the scheduling order. Overall, the scheduler is a

15



crucial aspect of MDPs, as it determines the type of Markov Chain that is
obtained from the MDP.

In this thesis, we will focus on memoryless schedulers. A memoryless sched-
uler determines the order and allocation of resources based solely on the cur-
rent state of the system, such as the availability of resources, the arrival of new
tasks, or the priorities of the tasks. It does not take into account any infor-
mation about the past states, previous actions, or the history of task execution.

An example of finding the best scheduler for a Markov Decision Process
could be an industrial manufacturing plant. The goal is to minimise the cost of
production while maintaining high quality standards. Markov Decision Process
can be used to model the different production processes, the costs associated
with each process, the quality control measures, and the probability of success
for each process. Using this model, one can try to find the schedulers that
determine the optimal combination of processes to minimise the cost of pro-
duction while ensuring that the quality standards are met. The best scheduler
will be the one that results in the lowest cost of production while maintaining
high quality standards.

In the coffee machine example, a scheduler could be used to optimise the
process of brewing and serving coffee. The goal of the scheduler would be to
find the best sequence of actions to take, given the current state of the cof-
fee machine and its environment, in order to serve the maximum number of
customers in the shortest amount of time. For example, the scheduler might
choose to prioritise cleaning and restocking the machine over brewing a new
pot of coffee if the machine is running low on supplies. This decision would
be based on the current state of the machine, such as the level of beans, wa-
ter, and cups available. To solve this problem, a statistical model checking
algorithm could for example iteratively evaluate different schedules in order to
find the best one. This would involve calculating the expected reward for each
possible action, given the current state of the machine and the environment,
and choosing the action with the highest reward.

2.4 Execution Traces

Execution traces refer to the sequence of states and actions that occur as a
system or process is simulated. It represents a single run of the system and
captures the behaviour of the system over time. In the context of Markov Deci-
sion Processes (MDPs), the execution traces describe the path that the system
takes from the initial state to other states. The trace includes the sequence of
states visited by the system, the actions taken by the decision maker, and the
rewards obtained at each step. The execution traces may be finite or infinite
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and are used to evaluate the performance of the system and to identify the
optimal policies. The analysis of execution traces is a key component in model
checking, as it allows us to validate the correctness and reliability of the system
under consideration.

In the coffee machine example, an execution trace would refer to a specific
sequence of events that takes place from the initial state of the machine to a
final state. For example, one execution trace could be: the customer orders
coffee, the machine dispenses a cup, grinds the beans, pours the coffee into
the cup, and then the customer receives their coffee. Another execution trace
could be: The customer orders coffee, the machine dispenses a cup, grinds the
beans, but then the customer cancels the order before the coffee is poured into
the cup. These two execution traces represent different sequences of decisions
and actions taken by the coffee machine, and they can be used to evaluate the
performance and efficiency of the machine.

2.5 Bounded Linear Temporal Logic

Linear Temporal Logic (LTL) [22] is a formal language that can be used to
express properties of systems that evolve over time, such as finite state ma-
chines, timed automata, and hybrid systems. Bounded Linear Temporal Logic
(BLTL) is an extension of Linear Temporal Logic (LTL), a model logic ex-
tending propositional logic that allows for reasoning about temporal properties
within a bounded time horizon. BLTL is designed to handle systems with finite
or bounded behaviours, where the analysis focuses on a specific time interval
rather than an infinite sequence of states.

The main difference between BLTL and LTL lies in their expressiveness and
the scope of temporal reasoning. LTL is concerned with properties that hold
over an infinite sequence of states or events. It allows reasoning about prop-
erties like “always” (G), “eventually” (F), “next” (X), and “until” (U) that
can hold at any point in time. LTL is suitable for systems with unbounded be-
haviours or when the analysis needs to consider properties that hold indefinitely.

On the other hand, BLTL restricts the analysis to a finite time horizon. It
introduces bounded temporal operators to specify properties that hold within a
specific time interval. For example, the “always” property becomes (G;) where
“t” gives an upper bound of the time interval. By incorporating this bounded
temporal operator, BLTL allows for more precise reasoning about temporal
properties within a defined time frame. It is particularly useful when the focus
is on finite-time behaviours or when the time horizon of interest is explicitly
bounded.
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The syntax of Bounded Linear Temporal Logic is defined as:

More
as:

Propositions: propositions are atomic statements that can be either true
or false, often representing a state. They are typically represented by
lowercase letters or predicates.

Logical operators: BLTL includes logical operators such as "and” (A),
“or” (V), “not” (=), and “implies” (—) to combine propositions.

Temporal operators: BLTL includes temporal operators such as “next
within t” (X;), “until within t” (U;, “always within t” (G;), and “even-
tually within t” (F}), where t is a time bound. These operators specify
properties that hold within a certain time bound.

Parentheses: Parentheses are used to indicate the order of operations and
to group propositions together

formally, the syntax of Bounded Linear Temporal Logic can be defined

Property ::= ( ('declare' Variable (';' Variable)#*)?

Formu

Bound
Varia

('optimize' Variable (';' Variable)*)?
‘end')? Formula
la ::= 'F <=' Bound Formula

'G <=" Bound Formula

Formula 'U <=' Bound Formula

Formula 'W <=' Bound Formula

"X'" ('<=" Bound)? Formula

Formula '&' Formula

Formula '|' Formula

Formula '=>' Formula
"1'" Formula

"(" Formula ")’
"true’

'false'

Numerical Operator Numerical
t:= ("#')? Numerical
ble ::

ident ':=' (Interval | number)

Interval ::= '['number'; 'number’; 'number']’
Numerical ::= ident | number

Opera

tor ::

R R R e L s IR IS I B

Figure 4: BLTL syntax

The syntax refers to the set of rules and structure that govern the forma-
tion and arrangement of elements. It defines the rules for constructing valid
expressions and specifies how different elements such as keywords, variables,
operators, and punctuation marks should be combined and arranged to form
meaningful and well-formed constructs.
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On the other hand, the semantics of Bounded Linear Temporal Logic (BLTL)
defines the meaning of the formulas in the language. It defines how the for-
mulas relate to the behaviour of a system over time. it is based on Linear
Temporal Logic (LTL) and it is defined over infinite-length sequences of states,
which, in the context of model checking, corresponds to possible executions of
the system (traces). . Each state in a trace represents the status of the system
at a particular point in time. The semantics of BLTL is defined as follows:

e A BLTL formula is satisfied by a trace if and only if the formula holds at
the first step of the trace.

e the semantic interpretation of logical operators (and (&), or (|), not (!),
...) is similar to other logic systems like LTL

e The temporal operator “next within t” (X;) holds if the property holds
in the next state within the bound t.

e The temporal operator “until within t” (U;) holds if the property holds
in all states up to and including the bound t, or until the second part of
the formula holds.

e The temporal operator “always” (G;) holds for a trace if the property
holds for all future states, within the bound t.

e The temporal operator “eventually” (F;) holds for a trace if the property
holds for at least one future state, within the bound t.

Here’s an example of a Basic Linear Temporal Logic (BLTL) formula:

o =G((p— Fr(q) ANr— Fi(pAq)))

In this formula, p, q, and r are propositional variables representing different
conditions or events in a system. Let’s break down the components of the
formula: The “G” operator stands for “Globally” and is used to specify that
a condition holds true in all future states. The subformula (p — F,,(q)) states
that if p is true in the current state, then eventually q will become true in
some future state. The subformula (r — Fi,(p A q)) states that if r is true
in the current state, then eventually both p and q will become true in some
future state. Combining these subformulas with the conjunction operator (A),
we obtain the complete BLTL formula ¢. The formula ¢ states that in all
future states, if p is true, then q will eventually become true. Additionally, if
r is true, then both p and q will eventually become true.

2.6 Plasma Lab

The Plasma Lab software [23, 24, 25] is a tool created by Inria, a French re-
search institute, to analyse and verify concurrent and reactive systems. It
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uses model checking, abstract interpretation and theorem proving to check the
safety, deadlock freedom, and performance of software systems. The software
is used in various fields such as robotics, telecommunication, and industrial
automation, and allows engineers to validate their systems and improve their
performance, reliability, and safety.

The element of the Plasma Lab software we will use in this master thesis is
a formal verification algorithm. It is used for proving the correctness and per-
formance of algorithms and systems including the use of mathematical models
and formal verification techniques. Plasma Lab architecture is based on plug-
ins. Some are responsible of the model and perform the simulation while others
manage the requirement and verify them on previously produced traces. There
also exist a third king of plugin that manages the entire process and aggregates
the results statistically. All these types of plugins can be integrated to Plasma
by implementing a Java interface.

Plasma
Control

| Results 5 Resuils
L AP . .
IF'.:'.:'I':E-:H'.
m
T O and management
o * Resylt

L 1

Trace

Plasma
_Plugins

SMC algorithms Application-specific Application-specific
logics modeling languages

Figure 5: Plasma Lab architecture taken from [25]

There exist multiple other model checking tools such as PRISM [26] but we
decided to work with Plasma Lab because the algorithm we have worked on
(see Smart Sampling algorithm section) was already implemented using this
tool.
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2.6.1 Compile Plasma

The purpose of this subsection is to explain how to compile Plasma Lab using
IntelliJ IDEA.

To achieve a compilation of Plasma Lab, we first need to open the plasma
code into a new IntelliJ Project. Then, we must load the project in order
to import all modules and dependencies needed using the maven integration
tool available in IntelliJ. To do so, go to fr.inria.plasmalab.root — pom.xml.
This pom file (Project Object Model) is an xml file that contains information
about the project and configuration details used by Maven to build the project.
Right click on that file and select maven — load project. You should now have
a working project with all modules installed.

At this point, some plugins required to be installed manually like the bltl,
the nested and the bio plugin. To achieve it, we need the readConf method of
the Controller class (plasma-lab — fr.inria.plasmalab.root — fr.inria.plasmalab.controller
— src —java — fr — inria — plasmalab — controller) which use a configuration
file to import the missing package. If this configuration file does not exist in
your project, create it at the root of the project with the name plasmalab.conf
and complete it like following :

# PLASMA Lab default configuration file
# Version 1.4.2

# To use this file use the --conf option:
# e.g. ./plasmagui.sh launch --conf RELATIVE_PATH_TO_CONF
# or plasmagui.bat --conf RELATIVE_PATH_TO_CONF

# Plugins directory
plugin_dir plugins/

#plugin file:///absolute_path_to_plugin/plugin.jar
#plugin http://url_to_plugin/plugin.jar

# Model directory
working_dir demos

Figure 6: Plasma Lab configuration script

You will also need to copy the .jar file of the missing plugins from the Plasma
Lab website into a new folder named plugins. This folder must be created at
the root of the project. The project is now complete and ready to run.

To compile the graphical user interface of the newly created project, you
must execute the main method of the PlasmalLabTerminalUI class which is
located at
fr.inria.plasmalab.uiterminal. Plasmal.abTerminalUI. Don’t forget to use the
“launch —conf plasmalab.conf” cli argument otherwise the compilation won’t
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work properly.

3 Smart Sampling Experimentation

The Monte Carlo Statistical Model Checking (MC-SMC) algorithm is a basic
method used to check and verify properties of probabilistic models. It combines
the principles of Monte Carlo simulation and statistical analysis to approximate
the behaviour of these models.

To use the MC-SMC algorithm, we first need to define the probabilistic
model that represents the system we are interested in. This model consists of
different states and the probabilities of transitioning between these states. We
also specify the properties that we want to check, such as safety or liveness
properties. The MC-SMC algorithm then generates a large number of simula-
tions or runs of the system. These simulations randomly explore the possible
paths through the model. During each simulation, we collect data and obser-
vations about the system’s behaviour. Once the simulations are completed, we
perform statistical analysis on the collected data. This analysis helps estimate
the probabilities or statistical properties we are interested in. Techniques like
hypothesis testing or confidence interval estimation are used to analyse the
data. Next, we compare the estimated probabilities or statistical properties
with the thresholds or requirements specified for the properties. This compar-
ison tells whether the properties hold or if they violate the given criteria.

The MC-SMC algorithm can be iterative, allowing for the refinement of the
analysis. By increasing the number of simulations or adjusting the statistical
analysis techniques, you can improve the accuracy of the property estimation.
It’s important to note that the MC-SMC algorithm provides approximate re-
sults rather than exhaustive guarantees. The accuracy of the results depends on
factors such as the number of simulations and the statistical analysis techniques
used. However, MC-SMC offers a practical approach for verifying probabilis-
tic properties when analysing the entire execution traces space of a system is
infeasible

3.1 Smart Sampling algorithm

Like the Monte Carlo algorithm, the Smart Sampling algorithm [18] is a sta-
tistical model checking algorithm. His purpose is to provide a more efficient
and lightweight approach to verify properties in Markov Decision Processes
(MDPs). The algorithm aims to reduce the computational complexity and re-
source requirements associated while still providing accurate results. The main
motivation behind the algorithm is to address the scalability challenges faced
when verifying large-scale MDP models (state explosion problem). Traditional
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verification methods such as the Monte Carlo algorithm often require exhaus-
tive or random exploration of possible schedulers, which becomes infeasible
for complex MDPs with a large number of states and transitions. The smart
sampling algorithm addresses this challenge by selectively sampling relevant
schedulers, thereby reducing the verification effort without sacrificing the ac-
curacy of the results. A scheduler is considered relevant if its probability to
satisfy a given property is higher compared to other schedulers probabilities.
The probability is computed using a statistical model checking approach.

Overall, the purpose of the smart sampling algorithm is to provide a prac-
tical and scalable approach for verifying properties in MDPs, making the veri-
fication process more accessible and feasible for large-scale systems.

The Smart Sampling algorithm takes as input a Markov Decision Process, a
bounded property ¢ and an iteration budget NV,,q., while it return the estimated
probability using the best scheduler candidate pmaz. This estimation can be
used as a real value when the true probability using the best current scheduler
(pmaz) is lower than the truth notional maximum probability (pp..) and the
probability that the difference between the true probability using the best cur-
rent scheduler (pmgz) and the estimated probability (pmaz) is greater than the
error (€) must be lover than the confidence interval (0) : P(|pmaz— Pmaz| =€) <

Input:
M: an MDP
(: a property
€. 0: the required Chernoff bound
Nmax > 1n(2/8)/(2€%): the per-iteration budget
Output: Pmax = Pmax, Where Paax = Pmax and
P(lpmax — ﬁmaxl > E) <9

Figure 7: SSA input output

The algorithm is separated in three stages: an initial random sampling
simulation is first performed to discover the nature of the problem and to
generate a first set of schedulers. This section is implemented from lines 1 to
5 in the algorithm. The N parameter is the number of simulations for each
scheduler while M is the number of schedulers. For now, these two parameters
are set to be equal and their product must be the per-iteration budget. In
these first 5 lines, we first generate a set of scheduler, the selection is random
and the number of schedulers chosen is equal to M. These schedulers are then
simulated and we keep track of execution traces satisfying the property ¢ by
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mapping into an array called R. Lastly, we compute the estimated maximum
probability pmaz which corresponds to the maximum ratio of traces that verify
the property among the schedulers for which traces have been generated.

N +— [\/ Nma,x—‘; M <+ [V Nmax—l

S < {M seeds chosen uniformly at random}
Vo e S,Vie{l,...,N}:w? < Simulate(M, ¢, o)
R S — N maps scheduler seeds to number of traces
satisfying :

R {(o,n) o€ SAN3n =1, 1(wf k= 9)}
Prax < MaXees(R(0)/N)

Figure 8: SSA Lines 1 to 5

= W R =

h

The second stage attempts to resample the schedulers set based on the
estimated probabilities of the initial set. The new set of scheduler is generated
by setting the simulation budget N = 1/pmgzz and the number of schedulers
M = NpuDimaz- Note that these numbers depend on the estimated probability
computed before. We then recreate and re-simulate a set of schedulers chosen
randomly like in the first part of this algorithm in order to obtain a second set
of schedulers. Then, we drop the schedulers that does not satisfy the property
for at least one execution trace and keep all other for the following of the
algorithm.

N |1/ﬁm|a M « |N111axf/}m‘

S + {M seeds chosen uniformly at random}

Vo e S,Yie{l,...,N}:w? < Simulate(M, ¢, 7)
R« {(o,n) |0 € SAN3 n=37",1( | ¢)}
S+ {oceS|R(oc)>0}

Figure 9: SSA Lines 6 to 10

=R - BN B -

1

=]

The purpose of the first two parts of the Smart Sampling algorithm is to
generate a first sample of schedulers while the third part which is the main
section of this Smart Sampling algorithm consists of an iterative refinement of
the candidates schedulers based on their merit. This means that the sched-
ulers with the worst estimated probabilities are excluded and their simulation
budget is reallocated to the best schedulers. This refinement process reduces
the number of simulated schedulers while increasing the confidence of their
estimations. This process runs while the confidence interval of the estimated
probability is greater than ¢ and while they are still schedulers in the set. At
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each iteration, the set of scheduler is simulated and evaluated like in sections
1 and 2 of the algorithm. Then, the algorithm estimated the probabilities sim-
ilarly to the first initial computation. Finally, we refine the set of schedulers
by keeping the best half of them. These are the schedulers with the highest
number of traces satisfying the property.

uVoesS, R(g)« 0;1+ 0; conf <1
12 while conf > A S # (0 do

13 1< 1+1

14 M; + |S|

15 N; <0

16 while conf > 0 A N; < [ Npax/M;| do
17 N; +— N; +1

18 conf <1 — (1 — e_QEQN??)M??

19 Vo € §:wf, < Simulate(M, ¢, 0)

20 | Re{(o,n)|oceSAN3n=""1(w) = ¢)}
21 Prax < MaxXy,es(R(0)/N;) |

22 R':{1,...,|S|} — S is an injective function s.t.
V(n,o),(n',0") € R', n>n" = R(o) > R(0')
23 S« {oceS|o=Rn)Ane{llS|/2],...,|S]}}

Figure 10: SSA lines 11 to 23

The algorithm stops if the scheduler set is empty or if the confidence interval
is smaller the the confidence bound ¢

3.1.1 Parameter Variation

The goal of the first part of this master thesis is to modify parameters of the
smart sampling algorithm and to analyse the results of these variations in order
to find an optimal version of the algorithm. Such optimised algorithm would
ideally find better maximum or minimum probabilities in less time than the
original algorithm. The goal of these variations is also to better understand
the original algorithm and the parts that play a role in the optimisation process.

As we saw before, the smart sampling algorithm is not a long or complex
algorithm, in fact, the pseudo-code given in section 3.1 is only 23 lines long, but
there are still many parameters to consider for variation. One of them is the
size of simulation budget per scheduler defined at line 6 of the Smart Sampling
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algorithm. This parameter represents the number of different traces that can
be evaluated for a single scheduler, thus the higher the value of the parameter,
the more likely it is to find execution traces that verify the property. On the
other hand, the higher the value of the parameter, the more time is spent on
each scheduler which may prove to be useless depending on the merit of the
scheduler to find execution traces that satisfy the property.

Another parameter considered modifying is the total number of schedulers
defined at line 6. This parameter describes the number of scheduler in the
initial set. Modifying this parameter has an impact on the Smart Sampling
algorithms. FEither we have more initial schedulers which may increase the
chances to find one scheduler that produces good traces to satisty the property,
but the algorithm risk to spend more time evaluating bad schedulers, or we
have fewer schedulers which allows the algorithm to spend more time on cho-
sen schedulers but we may miss out on some potential good schedulers dropped
from the initial set. The stated goal of varying this parameter is to evaluate
the importance of the initial set of scheduler.

In this master thesis, we focused on modifying the third parameter which
is the number of schedulers dropped after each iteration of the Smart Sam-
pling algorithm called reduction factor (line 23). This parameter is critical in
the third section of the algorithm (the loop section) because it resamples the
schedulers set. The initial value of 2 keeps half of the schedulers after each
iteration (keeping obviously the best half). We modified this parameter from
small numbers (1.2, 1.5) that keep more schedulers after each iteration to large
numbers (20, 50) that drops lots of schedulers. The goal of varying the reduc-
tion factor is to evaluate the impact on the algorithm performances of a more or
less aggressive refinement of the schedulers set. Varying this parameter should
also bring a response to the question: Is it better to keep fewer schedulers but
allow more iterations to each of them or is it better to have more scheduler
with less iteration budget ?

3.1.2 Expected Results

The objective of modifying the parameter explained in the previous section is
to evaluate the impact of this change on the smart sampling algorithm and to
see how the estimated computed probabilities will be altered. A time variation
directly correlated with the parameter is expected as the higher value of the
reduction factor, the lower time needed to obtain a result. It is because the
algorithm stops when there is only one scheduler remaining so dropping more
schedulers at each iteration brings the algorithm faster to its termination. An
estimated probability variation is also expected because as explained in the
previous section, dropping too many schedulers could penalise the objective
to find one that satisfies the property. The final objective of this parameter
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variation is to find the best value that maximises the estimated probability
while minimising the time needed to compute it.

3.2 Case Studies

To evaluate the impact of the parameter variation presented above, we have
performed a number of experiments on standard model taken from plasma case
studies. These well-known models come from the numerical model checking
literature.

3.2.1 Wireless LAN Protocol

Wireless LAN (Local Area Network) protocol [27] is a communication standard
for connecting devices wirelessly in a local network. It provides the specifica-
tions and rules for data transmission over short distances, such as in a home,
office, or campus environment. The goal of Wireless LAN (Local Area Net-
work) is to provide a communication network that enables devices to connect
and exchange data wirelessly. The main objectives of Wireless LAN include:

e Data transmission: To provide a means of transmitting data between de-
vices in a local network, such as in a home, office, or campus environment.

e Connectivity: to provide a way for devices to connect to the network and
access shared resources, such as the internet, printers, and servers.

e Mobility: to allow users to move around freely while maintaining a con-
nection to the network, providing a seamless user experience.

e Ease of use: to make it easy to set up and use wireless networks, reducing
the need for technical expertise.

e Scalability: to provide a solution that can easily be expanded or recon-
figured as the needs of the network change over time.

e Security: to ensure that data transmitted over the network is protected
from unauthorised access and theft.

Overall, the goal of Wireless LAN is to provide a reliable, flexible, and secure
means of communication for devices in a local network. It is designed to meet
the growing demand for wireless connectivity and to provide a cost-effective
alternative to traditional wired networks.

Wireless LAN comes with collisions that occur when two or more devices
attempt to transmit data at the same time, resulting in interference that causes
the data to be corrupted or lost. This can lead to decreased performance and
reduced overall network efficiency. To mitigate the effects of collisions, Wireless
LAN protocols use a number of techniques, including carrier sensing, collision
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avoidance, collision detection or priority-based scheduling. The goal of these
techniques is to minimise the number of collisions and reduce their impact on
the network in order to provide reliable and efficient data transmission even in
busy environments.

We will use the Smart Sampling algorithm to analyse how tho protocol
deal with the collisions. The parameters used for the are 6 = ¢ = 0.01, the
simulation budget = 10°. The per-iteration budget is set to 10°. To per-
form the experiment, we use the BLTL property F' < #k col = COL where
k, thenumberso fmaximumallowedcollisions € {0, 10, 20, 30, 40, 50, 60, 70, 80, 90, 100}
and the reduction factors
€ {1.2,1.5,2,3,5,10,20,50}. For each couple of (k, reduction factor), we com-
puted the maximum expected probability with the duration of execution (in
seconds) and the minimum expected probability also with the execution dura-
tion.

3.2.2 Results

This section present the result of the wireless LAN protocol experimentation.
This analyse of the results will be done in the following section 3.3. The table
below show the result of the experimentation. We can see that the minimum
probability is always 0 thus we will only analyse the result for the maximum
probabilities (the gray lines in the table)

\ [k [0 Ji0 J20 [ 30 [ 40 [ 50 ] 60 [ 70 [ 80 [ 90 [ 100 |
[ reduction factor [ [ [ [ [

1,2 Max Proba | 0 0 0 0 0,03936 | 0,07868 | 0,12084  0,15996 | 0,18568 | 0,185 0,18512
| Time (s) 1,185 5556 119,238 136,78 | 800,101 | 1105,72 | 1395,147 1741,9 | 1818,147 | 2237,7  2317,408
[ Min proba [0 [0 [0 [0 0 0 0 [0 0 0 [0
[ Time (s) 0,294 [ 13487 [ 22,47 [ 42,182 | 986,141 | 138822 [ 66,951 | 3086,618 | 2272,56 | 378,715 | 1561,571

1,5 Max Proba | 0 0 0 0 0,04108 | 0,08016 | 0,11936  0,15905 [ 0,18164 | 0,1826  0,18724

Time (s) 1,47 57,928 121,973 142,634 | 508,388 | 562,293 | 731,912 791,492 | 841,675 | 1022,21  1701,941
[ Min proba [0 [0 [0 [0 0 0 0 [0 0 0 [0
= Time (s) 0,238 | 9,265 | 18,184 | 24,548 | 272,814 80,265 | 583,76 | 95574 | 7688 8696 | 144,88

2 Max Proba | 0 0 0 0 0,03872 | 0,0736 | 0,11616  0,15744 | 0,184387 | 0,187147 0,183367

Time (s) 0,803 44,834 84,241 122,651 | 247,792 | 326,458 | 380,318 567,815 | 591,119 | 654,874 741,266
[ Min proba [0 [0 [0 [0 0 0 0 [0 0 0 [0
|- Time (s) 0,313 | 14,304 [ 24,338 | 56,406 | 465,74 | 563,947 [ 1013,83 [ 813,789 [ 137,961 [ 891,329 | 1861,139

3 Max Proba | 0 0 0 0 0,04038 | 0,07689 | 0,1189  0,16047 | 0,18837 | 0,18522  0,18965

Time (s) 0,986 48,852 85,557 124,733 | 171,22 | 241,26 | 280,212 309,716 | 338,922 | 362,575 494,816
[ Min proba |0 [0 [0 [0 0 0 0 0 0 0 [0
[ Time (s) 0,273 [ 12,346 | 23,708 | 33,621 | 258,956 | 448,855 [ 193,629 | 558,18 | 335,7 566,653 | 777,293

5 Max Proba | 0 0 0 0 0,0396 | 0,07764 | 0,1208  0,15793 | 0,18648 | 0,1864  0,182707
| Time (s) 0,736 43,523 81,683 124,255 | 118,884 | 147,429 | 222,668 288,706 | 287,984 | 288,999 326,687
[ Min proba [0 [0 [0 [0 0 0 0 [0 0 0 [0
[ Time (s) 0,206 [ 9,338 | 17,658 | 24,935 | 83256 | 148,698 [ 240,328 | 374,275 | 509,766 | 259,47 | 380,958

10 Max Proba | 0 0 0 0 0,0363 [ 0,0766 [0,12348 0,15568 | 0,1956 | 0,18575 0,193

Time (5) 0,821 46,65 81,682 123,102 | 102,202 | 133,978 | 146,647 164,582 | 186,169 | 203,556 217,344
[ Min proba [0 [0 [0 [0 0 0 0 [0 0 0 [0
[ - Time (s) 0,453 | 18,936 | 37,397 | 27,456 | 136,832 [ 225,662 | 241,702 | 317,78 [92,147 [2042 | 213,809

20 Max Proba | 0 0 0 0 0,04169 | 0,0752 | 0,1218  0,15949 | 0,19665 | 0,1954  0,19789

Time (s) 1,491 63,293 119,211 166,887 | 121,161 | 143,395 | 145,416 192,69 | 168,68 | 239,402 308,931
‘ Min proba | 0 ‘ 0 ‘ 0 ‘ 0 0 0 0 ‘ 0 0 0 ‘ 0
[ Time (s) | 0,149 [ 9,465 [ 15,959 [ 24,806 | 70,407 | 131,32 | 235289 | 186,537 | 252,5 182,77 [ 174,153

50 Max Proba | 0 0 0 0 0,0437 [0,09035 | 0,1151  0,15296 | 0,1843 | 0,18464 0,1823

Time (s) 1,208 64,625 93,652 179,176 | 86,263 | 112,221 | 217,92 169,863 | 178,127 | 220,735 367,198
[ Min proba |0 [0 [0 [0 0 0 0 [0 0 0 [0

|- Time (s) [ 0,16 [8283 | 15,696 | 25464

~1

4,5 95,213 [ 109,825 | 142474 | 117,863 | 202,11 | 119,629

Figure 11: Wireless LAN protocol result table
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The graphic in figure 12 shows the maximum probabilities depending on
the parameter k for every reduction factor tested. The purpose of this graph is
obviously to show that the maximum probabilities varies with the parameter k
(maximum number of collisions allowed) and that the result are similar to the
simulation realised in [18]. Another parameter to observe on this graph is the
changes of probability depending on the reduction factor variation.

Maximum probabilities depending on the
parameter k for every reduction factor
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Figure 12: Maximum probabilities depending on the parameter k for every
reduction factor

Other interesting results presented by the two graphics below show the
time needed to compute the maximum probability depending on the reduction
factors and the value of the parameter k, for every value of the parameter
k/reduction factor respectively. These graphics are useful to determine the time
needed to compute the probability but more importantly to identify the relation
between this computational time and the reduction factor and parameter k.

They show the computation duration impact of different reduction factor and
k.
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TIME TO COMPUTE THE MAXIMUM PROBABILITY
DEPENDING ON THE REDUCTION FACTOR FOR EVERY K
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Figure 13: Time to compute the maximum probability depending on the
reduction factor for every k
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TIME TO COMPUTE THE MAXIMUM PROBABILITY DEPENDING ON K
FOR EVERY REDUCTION FACTOR
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Figure 14: Time to compute the maximum probability depending on k for
every reduction factor

The last interesting results extracted from the table in the figure 11 are
represented in the graphic below. The graph display the maximum probabilities
depending on the duration of the computation. This graphic shows the impacts
of reduction factor variations on the time needed to compute the maximum
probability. The more a line is vertical, the less time needed to obtain the
result.
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MAXIMUM PROBABILITIES DEPENDING ON THE TIME NEEDED TO
OBTAIN THE RESULT
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Figure 15: Maximum probabilities depending on the time needed to obtain
the result

3.2.3 Gossip Protocol

The gossip protocol [28] is a decentralised communication mechanism used in
distributed systems. It involves the exchange of information or updates be-
tween nodes in a network without relying on a centralised authority or coordi-
nator. Fach node in the network periodically sends a message to a randomly
selected neighbour, who then forwards the message to another randomly se-
lected neighbour, and so on. This process continues until all nodes in the
network have received the message. The gossip protocol is used to achieve
tasks such as broadcasting, data dissemination, network synchronisation, and
network topology detection.

The path length in a gossip protocol network refers to the number of hops
(intermediate nodes) that a message needs to travel from one node to another
node in the network. In general, a shorter path length is desirable in a gossip
protocol network because it reduces the overhead of message transmission and
increases the efficiency of information dissemination. The path length is influ-
enced by various factors such as network topology, node connectivity, and node
behaviour. In a gossip protocol, we would like to minimise the path length by
selecting the most appropriate nodes to transmit the message.

We used the Smart Sampling algorithm to estimate the minimum and max-
imum probabilities that the maximum path length in the network is less than
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4. The parameters used for the algorithm are 6 = ¢ = 0.01, the simulation
budget = 10°. The per-iteration budget is set to 10°. To perform the ex-
periment, we use the BLTL property F' < #7T max_path_length < 4 where
T € {0, 20, 30, 50, 80, 100, 120, 150, 180,200} and reduction factor

€ {1.5,2,3,5,10,20,50}. The T parameter represents a time range which
means that for example we compute the maximum probability that the path
length is lower than 4 happens less than T time. For each couple of (T, reduc-
tion factor), we compute the maximum expected probability with the duration
of execution (in seconds) and the minimum expected probability also with the
execution duration.

3.2.4 Results

In this section, we present the result of the Gossip protocol experimentation
but as in the result section of the Wireless LAN protocol, we do not analyse
them. This analyse is done in the following section 3.3 The table below show
the result of the experimentation. We can see that unlike the Wireless LAN
experimentation, the minimum probability is not always 0 thus we have each
data and graphic twice, one for the maximum probabilities and one for the
minimum probabilities. For some values of the parameter T, the minimum and
maximum probabilities computed where 0 which explain the empty cases in
the table bellow.

T 0 20 30 50 80 100 120 150 180 200
reduction factor
1,5 Max Proba | 0 0 0,50285 | 0,7492 0,87755 | 0,94215 | 0,97095 | 0,98565 | 0,9933 0,9966
Time 2,471 | 208,369 | 899,656 | 1266,165 | 1552,264 | 1839,319 | 1631,843 | 1547,502 | 1832,702 | 1739,443
Min proba 0 0,24844 | 0,62315 | 0,8098 0,9049 0,95055 | 0,97575
Time 1451,609 | 1975,343 | 2408,693 | 2188.,629 | 2042,837 | 2481,249 | 2290,156
2 Max Proba 0 0,50198 | 0,7558 0,8794 0,941 0,97011 | 0,9855 0,993 0,9965
Time 200,514 | 525,663 | 843,2 1001,4 1087,993 | 997,91 1296,114 | 1281,511 | 1211,311
Min proba 0 0,2465 0,617 0,8078 0,90156 | 0,9507 0,9753
Time 786,18 1115,669 | 1409,677 | 1305,131 | 1365,726 | 1306,91 | 1430,251
3 Max Proba 0 0,5042 | 0,7548 0,87405 | 0,94055 | 0,97095 | 0,9865 0,99205 | 0,9967
Time 169,581 | 423,934 | 566,507 | 715,213 | 765,114 | 787,381 | 802,754 | 790,149 | 790,936
Min proba 0,2465 0,61705 | 0,807 0,9044 0,9511 0,9757
Time 761,386 | 919,306 | 966,9 941,193 | 869,14 969,93
5 Max Proba 0 0,50438 | 0,7532 0,8798 0,9415 0,9707 0,9871 0,9932 0,9963
Time 119,7 315,8 467,9 524,672 | 554,121 | 588,367 | 595,274 | 528,958 | 549,6
Min proba 0,24224 | 0,619 0,8094 0,9201 0,95 0,9747
Time 488,668 | 624,87 703,653 | 651,19 592,12 592,178
10 Max Proba 0,5062 | 0,7518 0,8779 0,9431 0,9715 0,987 0,9937 0,997
Time 181,6 357,1901 | 407,783 | 451,1 439,996 | 448,781 | 410,634 | 451,771
Min proba 0,2384 0,6173 0,8096 0,9112 0,9501 0,9715
Time 317,645 | 410,6 459,161 | 581,193 | 457,604 | 421,912
20 Max Proba 0,5132 | 0,7524 0,8818 0,9418 0,9732 0,98612 | 0,9952 0,9975
Time 137,515 | 274,281 | 367,11 370,926 | 383,8 372,013 | 329,993 | 326,304
Min proba 0,2189 0,6201 0,8019 0,9142 0,9492 0,9738
Time 242,93 375,399 | 448 438,91 365,994 | 355,18
50 Max Proba 0,5172 | 0,7498 0,8888 0,9501 0,9756 0,9881 0,9964 0,9976
Time 110,317 | 200,113 | 267, 869 | 259,903 | 250,451 | 276,146 | 288,818 | 262,973
Min proba 0,2454 0,6097 0,7936 0,92 0,9512 0,972
Time 289,965 | 290,88 295,186 | 310,103 | 312,466 | 282,915

Figure 16: Gossip protocol result table
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The graphics below shows the maximum and minimum probabilities de-
pending on the parameter T for every reduction factor tested. The third graph
shows the maximum and minimum probabilities for a reduction factor of 2. As
with the first experimentation, the probabilities vary with the parameter F but
there are also changes for the computed probability values in function of the
reduction factor variation.

Maximum probabilities depending on parameter time T for
every reduction factor
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Figure 17: Maximum probabilities depending on the parameter time T for
every reduction factor
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Minimum probabilities depending on parameter time T for
every reduction factor
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Figure 18: Minimum probabilities depending on the parameter time T for
every reduction factor

Maximum and minimum probabilities depending on parameter
time T for a reduction factor of 2
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Figure 19: Maximum and minimum probabilities depending on the parameter
time T for a reduction factor of 2

The next four graphs are similar to the one presented in the result section of
the Wireless LAN protocol experimentation. Note that there are four because
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the minimum probabilities are not zero for the Gossip protocol experimenta-
tion.

TIME TO COMPUTE THE MAXIMUM PROBABILITIES DEPENDING ON THE REDUCTION
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Figure 20: Time to compute the maximum probabilities depending on the
reduction factor for every value of the parameter T
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TIME TO COMPUTE THE MINIMUM PROBABILITIES DEPENDING ON THE
REDUCTION FACTOR FOR EVERY VALUE OF THE PARAMETER T
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Figure 21: Time to compute the minimum probabilities depending on the
reduction factor for every value of the parameter T

TIME TO COMPUTE THE MAXIMUM PROBABILITIES DEPENDING ON THE PARAMETER T FOR
EVERY REDUCTION FACTOR

©f=15 Of=2 Af=3 xf=5 Xf=10 Of=20 +f=50

2,500,000

? = 0,6849

2,000,000

1.500,000

=0,7612

DURATION (5)

1.000,000

=0,6668

2 =0,5332

500,000 * = 0,4946

?=0,3121
20,4229

#TIME (T)

Figure 22: Time to compute the maximum probabilities depending on the
parameter T for every reduction factor
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TIME TO COMPUTE THE MINIMUM PROBABILITIES DEPENDING ON THE PARAMETER T FOR
EVERY REDUCTION FACTOR
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Figure 23: Time to compute the minimum probabilities depending on the
parameter T for every reduction factor

These last two graphics are also similar to the last graphic presented in
the result of the first experimentation. These graphics show the impact of
varying the reduction factor on the time needed to compute the maximum and
minimum probabilities.
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Figure 24: Maximum probabilities depending on the time needed to obtain
the result for every reduction factor
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MINIMUM PROBABILITIES DEPENDING ON THE
TIME NEEDED TO OBTAIN THE RESULT FOR EVERY
REDUCTION FACTOR
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Figure 25: Minimum probabilities depending on the time needed to obtain
the result for every reduction factor

3.3 Discussions

In this section, we will discuss the results of the two experimentations pre-
sented in the previous sections. As a reminder, we ried to evaluate the impact
of modifying the reduction factor parameter of the Smart Sampling algorithms
for the computed maximum or minimum probabilities. The case studies for
which these modifications were tested are the Wireless LAN protocol and the
Gossip protocol and we expected a variation of the computed probabilities but
also a variation of the time to compute these probabilities.

While the experiments are different, the result obtained have the same
meaning and can be interpreted together, that’s why we only do one discussion
for both experimentation. The first thing to say is that the reduction factor
does not impact the maximum or minimum probabilities computed. We see
clearly in the figure 12, 17, 18 and 19 that the estimated probability is the
same for every reduction factor tested. This result is quite surprising because
we expected to have worse probabilities with higher reduction factor due to
the increasingly large deletion of possibly good schedulers at each step of the
algorithm. In fact, the algorithm drops only the worse schedulers while keeping
the better ones (those who produces the traces with the highest probabilities)
and allocating more time to a scheduler to find execution traces of those sched-
ulers that satisfy the property proved to be unnecessary. Thus while no new
schedulers are injected into the scheduler set, dropping the worse of them does
not help to obtain better results.
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The second observation we can make about the result of the two experi-
mentation is that the reduction factor impact the Smart Sampling algorithm’s
computation duration as demonstrated in figures 13, 14, 22 and 23. We can
see on figures 13, 21 and 22 that the computation duration decreases signifi-
cantly with the reduction factor, thus the higher he is, the faster the algorithm
produces a result. This result was expected as explained in the section 3.1.2
because the highest the reduction factor is, the faster the iteration process of
the Smart Sampling algorithm will be stopped. We clearly see this trend in
figures 15, 24 and 25 because the more the points are on the left, the faster the
algorithm produces a result (the probabilities stay the same) and the leftmost
points are the ones with the highest reduction factor value.

In conclusion, with those experiments only the computation duration is
altered by the reduction factor parameter variation. That observation tells
us that the refinement of the scheduler set does not necessarily improve the
results of the algorithm. The answer to the previously asked question: is it
better to keep fewer schedulers but allow more iterations to each of them or
is it better to have more scheduler with less iteration budget is that it doesn’t
always matter. What matters most is the initial set of schedulers, which is
randomly generated in the Smart Sampling algorithm. Some possible ways to
improve the algorithm could be to generate a better initial set of schedulers,
or to better evaluate the initial set or even to generate new schedulers during
the algorithm process to lower the importance of the initial set ...

4 Model improvement

In the last section, we have found that the results of our previously tested
models are not entirely satisfying. While we were able to modify the reduction
factor parameter, the only impact this had was on the time it takes to compute
the minimum and maximum probability values to verify the give property. As
a result, we have decided to create a new extreme model that will help us bet-
ter test the variation of the reduction factor parameter of the smart sampling
algorithm. Therefore, the goal of this section is to create new extreme mod-
els to better test the smart sampling algorithm and see how they impact the
probabilities computed when modifying the reduction factor parameter.

It is important to note that an extreme model does not necessarily mean
that it is more complex. The property to verify also plays an important role
in identifying extreme cases. For example, an extreme case may involve a very
simple model, but with extreme values for the inputs or outputs. In such a
case, we would expect to see significant variations in the probabilities computed
by the smart sampling algorithm.
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To conduct our experiments, we will create an automation tool that will
perform a large number of experiments in order to have the most reliable re-
sults possible. This tool will allow us to test a wide range of extreme models,
each with different input and output values. By doing so, we can ensure that
we have a comprehensive understanding of how the smart sampling algorithm
performs with extreme models.

By modifying the reduction factor parameter of the Smart Sampling al-
gorithm, we expect to see a time variation to compute the maximum and
minimum probabilities to satisfy a given property as for the previous models.
However, we also expect to see significant variations in the probabilities them-
selves. These variations will allow us to identify the strengths and weaknesses
of the smart sampling algorithm when dealing with extreme cases.

The results of this section will provide us with a better understanding of
the smart sampling algorithm’s capabilities and limitations. We will be able
to identify the types of extreme models that are the most challenging for the
algorithm and develop strategies to address these challenges. This will help us
to improve the overall performance and accuracy of the algorithm.

In conclusion, this section is essential to the overall success of the smart
sampling algorithm. By creating and testing extreme models, we can iden-
tify the algorithm’s limitations and develop strategies to overcome them. The
automation tool we will develop will allow us to perform a large number of
experiments and ensure that we have reliable results. Ultimately, the goal is
to improve the algorithm’s performance and accuracy.

4.1 The Issue With the Previous Models

One of the problems with the previous models is that the schedulers for the
mean probability are easy to find. This means that the probability distribu-
tion of the schedulers is not homogeneous and lots of schedulers lead to the
same probability, which is the mean probability. Moreover, extreme schedulers,
where the maximum or minimum probability is far away from the mean proba-
bility, are rare or does not even exist in the previous tested models as shown in
the figure bellow. For example, maybe only one scheduler out of a thousand has
the maximum probability while all the others are closer to the mean probability.
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Figure 26: Maximum probability with unevenly distributed schedulers

The impact of the reduction factor parameter variation is very small on
these types of models because a scheduler with a mean probability is always
likely to be in the set, even if we drop lots of schedulers with a high reduction
factor. Therefore, it is necessary to create new models that have a better dis-
tribution of the schedulers’ probabilities in order to find easier and more often
the maximum or minimum probability.

To address this issue, we will create a new model with a better distribution
of the scheduler (see figure bellow) thus having a better distribution of the
probabilities themselves. The model must be easy to understand and to modify
if we want to create sub-models from it.
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Figure 27: Maximum probability with evenly distributed schedulers

4.2 A New Model

The development of the new model is expected to improve the distribution of
schedulers by making it more homogeneous. This means that not all sched-
ulers will be located around the mean probability, but rather there will be
more spread in their distribution. In other words, the new model will be able
to identify extreme cases more efficiently by generating more schedulers that
fall outside the mean probability. By increasing the number of extreme sched-
ulers, the new model will be able to identify schedulers that were previously
overlooked by previous models.

We also introduced noise into the new model. By adding noise, the algo-
rithm becomes less predictable, making it harder for it to find the exact same
solutions over and over again. This can make the algorithm take more risks and
explore new possibilities, potentially leading to more diverse and innovative re-
sults. However, it’s important to carefully calibrate the amount of noise added
to the algorithm to ensure that it doesn’t become too erratic and unstable.
With the right amount of noise, the algorithm can strike a balance between
taking calculated risks and maintaining stability, ultimately leading to better
results.

In the new model, we have one initial state which is the state 0 where there

are 1000 possible actions, which are to choose the next transition leading to a
single state from a pool of 1000 possibilities. Each next state is identified by an
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ID going from 1 to 1000. The goal of this model is to satisfy a certain property
that requires a parameter, x, to be equal to 1. However, the parameter x can
only take two values: 0 or 1. The choice of state can only be done in the initial
state thus only one action is possible. This model leads to 1000 Markov Chain
because only 1000 different choices can be made. We will call the state chosen
after the initial state of the model. The initial state choice is the only possible
transition of the model so the state does not change anymore after the first
choice.

At each state, the probability of the parameter x being equal to 1 depends
on the id of the selected state. The higher the ID of the selected next state,
the higher the probability that x will be equal to 1. For example, if the se-
lected state id is 1, the probability that x=1 will be 1/1400, on the other hand,
if the selected state id is 1000, the probability that x=1 will be 1000,/1400.
The probability of the parameter x being equal to 1 is also affected by noise.
Specifically, the noise probability makes x equal to 1 in 90% of the cases, while
there is a 10% chance of noise occurring. The maximum theoretical probability
of the model is then 73,29% which correspond to 10% of noise with a maxi-
mum probability of 90% plus 90% of non-noise with a maximum probability of
1000/1400 (0.1 * 0.9 + 0.9 * 1000/1400)

i 01x09+ i 1 0ax01+ i oaxoos i {01x01+ i 1 01x09+ i {oaxo1+ i loixoss i {01x01+

Figure 28: Model 1

We also created a variation of the model explained above with a global
artificial extremum. This extremum corresponds to the state 1000 and has
a higher maximum probability (97,2%) than the noise (90%) and theoretical
one (73,29%). The interest of adding this extremum is to understand how the
Smart Sampling algorithm behave when the maximum probability is rare and
higher than the noise probability. In particular, we expect to see a different
impact on the maximum probability computation when modifying the reduc-
tion factor parameter. This impact should ideally be different than with the
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initial version of the new model.

To create the model in rml, a python script was very much needed due to
the complexity of the model’s initial state. With 1000 possible choices, the
initial state generates 1000 lines of code that describe the possible next states.
This would be impractical to write manually, and therefore a script is necessary.
Python is a popular language for scientific computing and has a large library
of tools that make it well suited for creating models such as this one. The
script will generate the initial state and the possible next states, as well as
the probabilities associated with each of those next states. It will also include
the logic necessary to ensure that the parameter x is equal to 1 for a given
property. With the script, we can easily modify the model and experiment
different variations of it like the one with an artificial global extremum.

0.1x09+ i foaxo1+ i1 o1x09+ | toaxo1s

Figure 29: Model 2

4.3 Experimentation Protocol

Automating the experimentation process is crucial when dealing with a large
number of test cases. In this case, we have chosen to use a Python script to
automate the experimentation process. The script allows us to perform 100
experiments with different values of the reduction factor parameter. We can
easily modify the values of the reduction factor and let the script perform the
experiments. This saves us a lot of time and effort since we do not have to
manually perform each experiment. Additionally, the script generates the re-
sults automatically, which makes it easy for us to analyse the data and draw
conclusions.

To run the experiments, the script uses the Command Line Interface (CLI)
plasma. This allows the script to interact with the Plasma Lab executable and
perform the experiments. The script runs multiple experiments with different
values of the reduction factor, which allows us to see how the probabilities
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computed by the smart sampling algorithm vary with the reduction factor. By
running the experiments through the script, we can easily change the reduction
factor value and compare the results. This makes it easy for us to determine
the impact of the parameter variation on the probabilities and time computed.
Overall, using a Python script to automate the experimentation process saves
us time and effort, and allows us to quickly and easily generate results that we
can analyse and draw conclusions from.

The cli command used to launch an experimentation can be found hereafter:
PATH_TO_PLASMA _CLI.BAT launch
with the options:

-conf PATH_TO_PLASMA _LAB.CONF
-m PATH_TO_MODEL:rml
-1 PATH_TO_REQUIREMENT:bltl

-a smartsampling
-A “Epsilon”=0.03
-A “Delta”=0.1
-A “Budget”=1800

o -A “Maximum” =true

o -A “Reduction Factor”=2

4.4 Results And Analysis
4.4.1 Model 1

The parameter settings for the smart sampling algorithm are critical for its per-
formance. In this case, the delta is set to 0.1, while epsilon is set to 0.03, which
represents the relative error that is allowed in the estimation of the probability.
Lastly, the budget is set to 1800, which is a relatively low value. This choice is
deliberate, as it forces the algorithm to evaluate a smaller set of schedulers and
to do so while allocate less budget, fewer simulations to each of these sched-
ulers. This can help to identify the most promising schedulers quickly but may
also lead to false optimum schedulers (noise influenced schedulers).
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% OF EXPERIMENTATIONS THAT FINDS THE THEORICAL MAXIMUM DEPENDING ON
THE REDUCTION FACTOR FOR DIFFERENT SIMULATION BUDGET
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Figure 30: Percentage of experimentation that find the theorical maximum
depending on the reduction factor

The results of the experimentation conducted for this new model are pre-
sented in the graph shown above. The graph depicts the percentage of experi-
ments that find the theoretical maximum as a function of the reduction factor
used in the optimisation algorithm. Interestingly, the graph shows huge drops
in the percentage of successful experiments for reduction factors of 10 and 30.
we also observe a relatively slow increase in the percentage of successful ex-
periments after these drops. This behaviour is unexpected as we anticipated a
constant decrease in the percentage of successful experiments while the reduc-
tion factor increase. These two unexpected behaviour prompted us to conduct
several additional experiments with slightly different parameters to better un-
derstand the phenomenon (see section 4.5).

4.4.2 Model 2

The parameter are the same as for the original experimentation of the basic
model: delta = 0.1, epsilon = 0.03 and the budget is 1800.

We can see on the graphic below that the maximum probability computed
by the Smart Sampling algorithm for the model containing an artificial global
maximum (second model) decrease while the reduction factor parameter in-
creases. This result is different from the one obtained with the basic new model
(without extremum). These results can be explained by correctly understand-
ing how the reduction factor works in the algorithm. In fact, the higher the
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reduction factor is, the more schedulers are removed at each step. This means
that the optimum scheduler has more chance to be set apart compared with a
lower reduction factor value (if the optimum scheduler is in the initial set of
schedulers). On the other hand, a higher reduction factor also means that the
budget allocated to each of the remaining scheduler is greater than with a low
value of the reduction factor. This allows the smart sampling algorithm more
time to correctly evaluate a single scheduler thus keeping the best ones for the
next iteration of the algorithm. But this mechanism is only viable after the
first iteration. In fact, the size of the initial set of scheduler is always the same
whether the reduction factor value is high or low and the budget allocated to
each scheduler is always the same. This is why, with a higher reduction factor,
the optimum scheduler may be dropped in the first iteration because the smart
sampling algorithm does not have time to evaluate the scheduler correctly. This
shows us that the initial set of scheduler is critical when it comes to finding the
best scheduler.
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Figure 31: Percentage of experimentation that find the maximum depending
on the reduction factor

In Conclusion, the reduction factor is a crucial parameter in the smart
sampling algorithm. It defines the speed at which the algorithm terminates.
In general, increasing the reduction factor decreases the number of schedulers
evaluated, reducing the computational cost thus the time needed to find the
optimum. However, it also leads to a decrease in the probability that the
algorithm actually estimates a correct (epsilon,delta)-estimation.
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4.5 Why Do We Have Drops ?

As shown in the section 4.4.1, the experimentation with the new model without
artificial global extremum leads to drops occurring around reduction factors of
10 and 30. In this section, we will conduct various experimentations on this
model to understand the origin of these drops. The experimentations are done
using the new basic model and the smart sampling algorithm.

The first approach to understand the phenomenon is to make small varia-
tions of the parameters and to conduct new experimentation with these vari-
ations. The goal is to determine which of the parameters used in the experi-
mentation influence the drops. The first parameter we decided to modify is the
simulation budget given to each experimentation. This parameter is crucial for
the smart sampling algorithm because the more budget it has, the more time
the algorithm passes to evaluate the schedulers.
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Figure 32: Percentage of experimentations that finds the theorical madimum
depending on the reduction factor for different simulation budget

We can see on the graphic above that with more simulation budget, the
drops occurs later (at higher reduction factors). These results tell us that the
simulation budget influences the drops and maybe the directly linked to them.

To better understand the budget management of the smart sampling algo-

rithm, we must dive into the algorithm code. The code is available at appen-
dices A. The first thing we observe in line 285 is that the simulation budget is
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more of a per-iteration budget than a total simulation budget. In fact, at every
iteration, the algorithm use the whole budget to evaluate the schedulers. The
simulation budget for the whole process is thus the simulation budget (budget
at each step) times the number of steps.

The second observation due to the code meticulous analysis is that the bud-
get allocated to every scheduler is sometimes replaced by the chernoff bound
and that the algorithm stops when the budget per scheduler is lower than the
Chernoff bound (line 324). The Chernoff bound is a mathematical theorem
used in probability theory and statistics. It provides a way to estimate the
probability that a sum of independent random variables deviates significantly
from its expected value. More specifically, the Chernoff bound gives an upper
bound on the probability that the sum of independent random variables ex-
ceeds a certain threshold. This bond is used in the smart sampling algorithm
to overcome the budget allocated to every scheduler when this one is esti-
mated to be too large. When this happens, the budget per scheduler becomes
the chernoff bound instead of the simulation budget divided by the number
of schedulers which decrease the simulation budget of the iteration. One way
to better understand this feature is to analyse a step-by-step iteration of the
Smart Sampling algorithm.
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iteration 0

-> # schedulers: 1000

-> # simulation per scheduler: 2
-> simulation budget at iteration:

iteration 1

-> # schedulers: 333
# simulation per scheduler: 6
simulation budget at iteration:
next chernoff bound: 3867

iteration 2

-> # schedulers: 111
# simulation per scheduler: 18
simulation budget at iteration:
next chernoff bound: 3258

iteration 3
# schedulers: 37
# simulation per scheduler: 54
simulation budget at iteration:
next chernoff bound: 2634

iteration 4
# schedulers: 12
# simulation per scheduler: 166
simulation budget at iteration: 1992
next chernoff bound: 2028

iteration 5
# schedulers: 4
# simulation per scheduler: 500

simulation budget at iteration: 2000

next chernoff bound: 1280

Figure 33: Smart Sampling iterations

The figure above shows an execution of the Smart Sampling algorithm with
the new model. The parameter used for this simulation are: ¢ = 0.03, 6 = 0.1,
budget = 2000 and reduction factor = 2. We can see that the last iteration is
the fifth one because the next Chernoff bound is lower than the next simulation
per scheduler (2000 because 2000 / (int(4 / 3))). This stopping condition halts
the algorithm with 4 schedulers left with a budget of 500 allocated to each of
them. This relatively high number of schedulers at the last iteration allows less
computational resources for the evaluation of the remaining schedulers which
can lead to bad assessments of these schedulers.
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iteration O

-> # schedulers: 1000

-> # simulation per scheduler: 2
-> simulation budget at iteration:

iteration 1

-> # schedulers: 333

-> # simulation per scheduler: 6
-> simulation budget at iteration:
-> chernoff bound: 4478

iteration 2

-> # schedulers: 111

-> # simulation per scheduler: 18
-> simulation budget at iteration:
-> chernoff bound: 3867

iteration 3

-> # schedulers: 37

-> # simulation per scheduler: 54
-> simulation budget at iteration:
-> chernoff bound: 3258

iteration 4
-> # schedulers: 12

-> # simulation per scheduler: 166

-> simulation budget at iteration: 1992
-> chernoff bound: 2634

iteration 5

-> # schedulers: 4

-> # simulation per scheduler: 500

-> simulation budget at iteration: 2000
-> chernoff bound: 2028

iteration 6

-> # schedulers: 1

-> # simulation per scheduler: 1280

-> simulation budget at iteration: 1280
-> chernoff bound: 1280

Figure 34: Smart Sampling iterations without stopping conditions

The figure above shows an execution of the Smart Sampling algorithm with-
out the stopping condition described above. We can see that at the last itera-
tion, the simulation budget is overcome by the chernoff bound, the simulation
budget is 1200 instead of 2000 which can result in a bad evaluation of the re-
maining scheduler.
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The early stop caused by the condition and the poor evaluation of the re-
maining scheduler when the chernoff bound replace the simulation budget are
explicable causes of the drops discovered with the new model. In fact, if the
last(s) scheduler(s) is(are) not sufficiently evaluated, the probability computed
could be influenced by the noise probability resulting in a bad evaluation of
the last(s) scheduler(s).

4.6 Modification Of The Smart Sampling Algorithm

to overcome the Chernoff bound issues that leads to the drops problem, we
can modify the Smart Sampling algorithm code. The first modification is to
change the stopping condition. Instead of terminate the execution of the Smart
Sampling algorithm when the budget per schedulers is lower than the Chernoff
bound, we could stop the algorithm once there is only one scheduler left. This
modification will force the algorithm to keep the best overall scheduler while
maximise the budget allocated to him. The goal of the second modification is
to keep the budget at each iteration constant. To achieve it, we must divide the
budget equally between each remaining scheduler while not being influenced
by the Chernoff Bound.
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iteration O

-> # schedulers: 1000

-> # simulation per scheduler: 2
-> simulation budget at iteration:

iteration 1

-> # schedulers: 333

-> # simulation per scheduler: 6
-> simulation budget at iteration:

iteration 2

-> # schedulers: 111

-> # simulation per scheduler: 18
-> simulation budget at iteration:

iteration 3
-> # schedulers: 37

-> # simulation per scheduler: 54
-> simulation budget at iteration:

iteration 4

-> # schedulers: 12

-> # simulation per scheduler: 166
-> simulation budget at iteration:

iteration 5

-> # schedulers: 4

-> # simulation per scheduler: 500

-> simulation budget at iteration: 2000

iteration 6

-> # schedulers: 1

-> # simulation per scheduler: 2000

-> simulation budget at iteration: 2000

Figure 35: Smart Sampling iterations

4.7 Modified Smart Sampling Algorithm Results

In this section, we present the experimentation and analysis of the modified
smart sampling algorithm version. The goal of the experimentation was to
evaluate the algorithm’s performance in terms of correct estimation, focusing
on the reduction factor and different budget values. The graph presented in
Figure bellow illustrates the percentage of correct estimation depending on the
reduction factor for multiple budgets. The model used for this experimentation
is the new model without the artificial global maximum. The parameters set
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for the experimentation were epsilon = 0.03 and delta = 0.1.

PERCENTAGE OF CORRECT ESTIMATION DEPENDING ON THE
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Figure 36: Smart Sampling Alternative version with multiple budgets

To obtain the data points for the graph, we conducted 100 experiments and
computed the percentage of values within the theoretical probability value,
with a margin of plus or minus epsilon (0.03). The dotted lines in the graph
represent a linear interpolation of the data points, providing a visual represen-
tation of the trends observed.

From the graph, it is evident that the higher the budget, the higher the
percentage of correct estimations. This finding shows that allocating more re-
sources to the algorithm leads to improved accuracy of the estimations. We also
observe a significant improvement in the correctness of the estimation when the
budget is increased by 5.5 times (from 1800 to 10000) and employing a high
reduction factor. In fact, the percentage of correct estimations nearly doubled
compared to the previous budget value. This indicates that using a high reduc-
tion factor combined with a high budget leads to acceptable results compared
to low reduction factors combined with a low budget.

In addition to considering the estimation performance and efficiency of the

smart sampling algorithm, it is crucial to examine the impact of the budget on
the time needed to complete an execution. This section focuses on assessing
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the relationship between the budget allocated and the execution time, with
the aim of determining the optimal budget for achieving a balance between
estimation accuracy and computational efficiency.

By evaluating the time require to conduct 100 experimentation, we antici-
pated that increasing the budget would lead to a proportional increase in the
execution time. This expectation is based on the assumption that a larger
budget would necessitate more computations and evaluations, resulting in a
longer runtime. Our analysis (sefigure bellow) revealed that the computation
time slightly increased with the budget, albeit not as much as initially expected

TIME TO MAKE 100 EXPERIMENTATION DEPENDING ON THE
REDUCTION FACTOR FOR MULTIPLE BUDGETS
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Figure 37: Time to make 100 experimentation depending on the reduction
factor for multiple budgets

Interestingly, we observed a significant variation in the computation time
across different budget values. Surprisingly, it took less time to complete the
execution for budgets of 2200 and 5000 compared to the baseline budget of
1800. However, for budgets of 2500 and 10000, the computation time was
relatively higher. This variation indicates that the budget is not the only pa-
rameter influencing the execution time of the smart sampling algorithm.

Despite the increased computation time associated with higher budgets, it

is important to note that the overall increase remains within acceptable limits.
The additional computational overhead introduced by larger budgets does not
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significantly limit the feasibility of further budget increases. This observation
is encouraging, as it implies that the algorithm can effectively handle increased
resources without compromising its practical applicability.

Overall, the experimentation results demonstrate the influence of budget
allocation and reduction factor on the correctness of the estimation. Increasing
the budget positively impacts the algorithm’s performance, particularly when
aiming for higher reduction factors. Moreover, the computation time of the
smart sampling algorithm shows a moderate increase with an increase in the
budget. However, the relationship between budget and computation time is
not linear, as shown by the variation observed across different budget values.
Importantly, the increased computation time associated with larger budgets
remains within acceptable limits, indicating that further budget increases can
be considered without significantly hindering the algorithm’s efficiency.

5 Smart Sampling Algorithm Improvements

In this section of the master thesis, we aim to enhance the effectiveness of the
algorithm by introducing specific modifications to its behaviours. The goal is
to achieve better estimations and ultimately improve the algorithm’s perfor-
mance. The proposed modifications will focus on two key aspects: improving
the existing behaviour of the algorithm and introducing new schedulers. These
changes come from the understanding that the initial population and its eval-
uation significantly influence the algorithm’s subsequent execution.

The first type of modification involves enhancing the current behaviours of
the algorithm, particularly in terms of evaluating the schedulers. The second
type of modification centres around devising techniques for scheduler genera-
tion during the algorithm execution.

5.1 More Budget At First Iteration

In this section, we describe the first modification implemented in the smart
sampling algorithm to improve its effectiveness in generating accurate esti-
mations. The modification involves allocating a larger budget for the initial
evaluation of the schedulers. By increasing the budget at this crucial stage,
we aim to enhance the quality of the initial set of schedulers and reduce the
influence of noise to ultimately improve the overall estimation performance of
the algorithm.

To evaluate the effectiveness of this modification, we conducted experiments
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using the new model without artificial global extremum and the corrected ver-
sion of the smart sampling algorithm. The experimentation settings included
a fixed budget of 1800, an epsilon value of 0.03, and a delta value of 0.1. These
parameters ensured consistency across the experiments and allowed for a fair
comparison of the results.

In our experimentation, we introduced variations in the budget allocation
for the initial evaluation of the schedulers. Specifically, we tested different
budget multipliers, including the initial budget of 1800, twice the initial bud-
get (3600), three times the initial budget (5400), five times the initial budget
(9000), and ten times the initial budget (18000). This range of budgets pro-
vided a comprehensive analysis of the impact of increased resources on the
quality of the initial set of schedulers.

The results obtained from the experiments were analysed and visualised in
the form of a graph presented below. In the graph, the dotted lines represent
a linear interpolation of the data points, allowing for a clear visualisation of
trends.
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Figure 38: Percentage of correct estimations depending on the reduction
factor with different first iteration budget

The analysis of the experimental data revealed valuable insights into the
relationship between budget allocation and the quality of the final estimations
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of the smart sampling algorithm. Through our experimentation, we observed
that increasing the budget for the initial evaluation had a positive impact on
the estimation performance of the algorithm.

As the budget multiplier increased, we noticed a corresponding improve-
ment in the algorithm’s ability to generate accurate estimations. The linear
interpolation of the data points effectively captured this increasing trend, pro-
viding a visual representation that clearly demonstrated the correlation be-
tween budget allocation and estimation quality.

These findings emphasise the critical importance of allocating sufficient re-
sources for the initial evaluation stage of the smart sampling algorithm. By
providing a larger budget at the outset, we enhance the algorithm’s ability
to explore the solution space more thoroughly and identify better-quality so-
lutions. The increased budget allows for a more comprehensive and accurate
sampling of the initial population.

Beside the performance improvement, it is crucial to consider the effect of
the first iteration budget on the algorithm’s runtime. This section focuses on
assessing the relationship between the first iteration budget and the execution
time, with the aim of determining the optimal initial budget for achieving a
balance between estimation accuracy and computational efficiency.

TIME TO MAKE 100 EXPERIMENTATION DEPENDING ON THE REDUCTION FACTOR
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Figure 39: Time to make 100 experimentation depending on the reduction
factor with multiple first iteration budgets
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We hypothesised that increasing the first iteration budget would result in
a proportional increase in the execution time. This expectation was based
on the assumption that a higher initial budget would require more extensive
computations and evaluations, leading to a longer runtime. By computing the
time required to conduct 100 experiments, we aimed to gain insights into the
relationship between the first iteration budget and execution time.

Our analysis revealed that, as expected, the execution time of the smart
sampling algorithm increased with a larger first iteration budget (see figure
above). This finding indicates that allocating more resources to the initial
evaluation stage prolongs the execution process. The increase in execution
time can be attributed to the additional computations and evaluations per-
formed to explore the first scheduler space in greater detail. Interestingly, we
also observed that the difference in computation time between different first it-
eration budgets was less significant when a high reduction factor was employed.

Based on these findings, it can be inferred that utilising a high reduction
factor in conjunction with a high first iteration budget may be a favourable
approach. Although the computation time still increases with a larger first
iteration budget, the difference in execution time compared to lower first itera-
tion budget scenarios becomes relatively smaller. Using a high reduction factor
allows increasing the first iteration budget without impacting the total com-
putation time thus benefiting of the positive impact of a greater first iteration
budget on the correctness of the estimations.

5.2 Random Reintroductions

In this section, we present the second modification implemented in the smart
sampling algorithm, which involves introducing randomly generated schedulers
to the scheduler set at multiple steps of the algorithm. This modification aims
to enhance the algorithm’s exploration of the solution space and promote di-
versity in the sampled population.

As for the first modification, the experimentation of this modification was
conducted using the new model without artificial global extrema and the cor-
rected version of the smart sampling algorithm. The parameters used for the
experimentation included a fixed budget of 1800, an epsilon value of 0.03, and
a delta value of 0.1. These parameters ensured consistency across the experi-
ments and facilitated a fair comparison of the results.

For this modification, the number of reintroductions of schedulers depended

on the reduction factor. The reduction factor played a crucial role in deter-
mining the frequency of reintroduction. As the reduction factor increased,
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indicating a higher level of reduction in population size, the number of reintro-
ductions also increased. This approach aimed to counterbalance the reduction
due to the reduction factor and maintain an adequate level of diversity in the
sampled population.

The results of the experimentation were analysed and visualised through a
graph displayed below. In the graph, the dotted lines represented a linear inter-
polation of the data points, offering a clear visualisation of the trends observed.
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Figure 40: Percentage of correct estimation depending on the reduction factor
with myltiple random schedulers reintroduction at different times of the
algorithm execution

Our analysis revealed that the random reintroduction of schedulers had no
significant impact on the efficiency of the probability computed. Despite in-
troducing random solutions to the scheduler set, the algorithm’s estimation
performance remained consistent. The reintroduction frequency had no dis-
cernible effect on the efficiency of the probability computed. Reintroducing
schedulers every 3, 5, or 10 iterations yielded similar estimation results, indi-
cating that the choice of frequency did not significantly impact the algorithm’s
estimation efficiency

In conclusion, we introduced two modifications aimed at improving the ef-
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fectiveness of the smart sampling algorithm. The first improvement involved
allocating more budget at the first iteration, which led to promising results
with only a marginal increase in execution duration. This modification en-
hanced the algorithm’s ability to correctly evaluate the important first set of
schedulers, leading to more efficient process. On the other hand, the second
modification, known as random reintroduction, did not significantly impact the
performance of the algorithm. Although it was expected to introduce variation
and potentially enhance the scheduler exploration process, the experimental
results did not demonstrate any substantial improvement. Nonetheless, this
finding provides valuable insights into the algorithm’s behaviour and suggests
that alternative approaches or further refinements may be necessary to achieve
significant performance gains like intelligent reintroduction of schedulers...

6 Use Cases Validation

The goal of this section is to validate the results obtained in Section 4, which
focused on the modification of the smart sampling behaviour, especially the
iteration behaviour, as well as the findings from Section 5, which presented
two improvements to the smart sampling algorithm. In order to validate these
results and assess the practical implications of the proposed modifications, we
conducted a series of experiments on two real-world use cases already presented
in earlier, the wireless LAN protocol ant the Gossip protocol. Although these
two models are more complex than the one creates for in section 3, we expect
to see the same results as the ones presented in the previous sections.

For the two experimentations conducted in this section, several parameters
were carefully selected to ensure reliable and meaningful results. The value
chosen for these parameters were as follows: § = 0.1, e = 0.01, budget = 15000
while performing 50 experimentation for each reduction factor. These param-
eter values were chosen based on the experimentation made in [18].

To ensure reasonable experimentation duration without compromising the
validity of the results, slight modifications were made to the original experi-
mentation parameters. Specifically, the value of § was adjusted from 0.01 to
0.1. This adjustment allowed for a lower budget of 15,000 instead of the original
100,000. By reducing the budget, we aimed to speed up the experimentation
process without sacrificing too much about the reliability of the results. In
addition to optimising the experimentation parameters, we also made improve-
ments to the test algorithm itself to further expedite the experimental process.

The theoretical probability values of the WLAN use case can be found on

this website [29] while the theoretical probability value for the Gossip use case
was determined experimentally as no exact values were given at the RPISM
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webpage of the protocol [30] . These theoretical probabilities serve as reference
points against which the empirical results obtained from the experimentations
can be evaluated and analysed. By comparing the experimental results with
the corresponding theoretical probabilities, we aim to assess the accuracy and
validity of the modifications and improvement mode to the Smart Sampling
algorithm.

For these experimentations, we firstly tested the two uses case models using
the original smart sampling algorithm. This served as a baseline to assess the
algorithm’s further modification and improvements. Subsequently, the modi-
fied version of the smart sampling algorithm was utilised to retest the two use
case models. This goal of modified section is to remove the drop phoenomen
discovered in section 4. Lastly, we tested the two Smart Sampling algorithm
improvement (first iteration budget and random reintroduction) on the two
uses cases models.

By conducting experiments on real-world use cases and implementing these
modifications, we aim to validate the effectiveness and practical viability of
the proposed smart sampling behaviour modifications and improvements. The
results obtained from this section will provide valuable insights into the per-
formance and efficiency gains achieved through these modifications, as well as
their applicability to real-world scenarios.

6.1 Experimentation Protocol

In order to expedite the experimentation process and reduce the overall dura-
tion, we introduced a modification to the algorithm presented in Section 4.3.
As a reminder, the algorithm involves conducting a certain number of experi-
ments for each reduction factor and store the result in a .csv file. To further
enhance efficiency, we introduce a multithreading approach, allowing for simul-
taneous execution of multiple experiments (Appendix B).

By leveraging multithreading, we can take advantage of the computational
capabilities of modern processors and perform concurrent experiments. This
parallelisation technique enables us to distribute the workload across multiple
threads, effectively reducing the time required to complete a set of experiments.
The modified algorithm takes advantage of multithreading by dividing the ex-
perimentation workload for a particular reduction factor into multiple threads.
Each thread independently performs an experiment with the given reduction
factor, effectively allowing multiple experiments to run concurrently.

The introduction of multithreading in the experimentation process has
proven to be highly beneficial in terms of reducing the overall duration. In
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our experimental setup, we observed a remarkable improvement in execution
time, with a reduction of approximately 80% compared to the previous sequen-
tial implementation. This improvement significantly enhances the scalability
and efficiency of the tester, especially when dealing with lots of experimenta-
tions.

6.2 WLAN And Gossip Experimentation Analysis

In this section, we present the experimental results obtained from the evalu-
ation of the WLAN and the Gossip model using the original Smart Sampling
algorithm, the modified Smart Sampling algorithm and the improved Smart
Sampling algorithm.
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Figure 41: WLAN model with original Smart Sampling Algorithm
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Figure 42: Gossip model with original Smart Sampling Algorithm

The graphs in figures 41 and 42 illustrates the experimentation results
achieved through the utilization of the original smart sampling algorithm us-
ing the WLAN and Gossip models respectively. It showcases the percentage
of experimentation that successfully identified the theoretical maximum as a
function of the reduction factor. Notably, the graph reveals certain drops in
the percentage of successful experimentation for specific reduction factors.
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Figure 43: WLAN model with modified Smart Sampling Algorithm
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Figure 44: WLAN model with modified Smart Sampling Algorithm

To address the observed drops, the smart sampling algorithm was modified,
incorporating specific improvements aimed at mitigating this issue. The two
graphs above represents the experimentation results obtained using the modi-
fied Smart Sampling algorithm using the WLAN and Gossip model. Here, we
observe a significant improvement, as the drops that were evident in the first
graph have disappeared. This outcome aligns with our expectations, demon-
strating the effectiveness of the modifications in improving the algorithm.

Then we analysed the experimental results obtained from the evaluation of
the first Smart Sampling improvement, which involves allocating more budget
at the first iteration. The graph below showcases the experimentation results,
illustrating the percentage of experimentation that successfully identified the
theoretical maximum as a function of the reduction factor using multiple first
iteration reintroduction multiplier (1, 2, 3, 5 and 10). For the WLAN exper-
imentation, we had to increase the value of the precision we use to assess tho
correctness of the computed probability. This modification was necessary due
to the high correctness of the estimation computed with the modified Smart
Sampling algorithm. A higher precision ensure a lower correct estimation per-
centage and allow further improvement of the algorithm to be visible on the
graphic.
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Figure 45: WLAN model with first budget iteration improvement
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Figure 46: Gossip model with first budget iteration improvement

Upon careful examination of the graphics, we observe that each experimen-
tation with an increased budget at the first iteration (1, 2, 3, 5, and 10 times
more budget) consistently yields better results compared to the original ex-
perimentation without any additional budget allocation at the first iteration.
This finding supports the results of the section 5. However, it is important
to note that we do not observe a clear trend or pattern among the different
experimentation cases (2, 3, 5, and 10 times more budget). The results vary
across different reduction factors, and no specific experimentation consistently
outperforms the others across the entire range of reduction factors.
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Figure 47: WLAN model time with first budget iteration improvement
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Figure 48: Gossip model time with first budget iteration improvement

It is also important to analyse the execution duration of the first Smart
Sampling algorithm improvement. The graphics above illustrate the relation-
ship between the reduction factors and the corresponding 50 execution duration
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for each budget multiplier (1, 2, 3, 5, and 10).

We observe that, in most cases, the first iteration budget multiplier has
minimal impact on the execution duration. Beside a more important devia-
tion in the Gossip executions times, the duration remains relatively consistent
across different reduction factors, regardless of the first iteration budget mul-
tiplier used. This finding aligns with the results discussed in Section 5, where
we investigated the impact of the first iteration budget modification on the al-
gorithm’s effectiveness and efficiency. However, it is worth noting that a slight
impact on the execution duration can be observed when using a first iteration
budget multiplier of 10. In this case, there is a small increase in the execution
duration compared to the other multipliers. Nonetheless, this increase is rela-
tively modest and does not significantly affect the overall performance of the
algorithm.

Overall, for the first iteration budget improvement, the initial observation
conducted in section 5 remains consistent: increasing the budget at the first
iteration leads to improved results compared to the original experimentation
without such an adjustment. Evermore, the consistency in execution duration
across various reduction factors, suggests that the algorithm’s efficiency is not
heavily influenced by the first iteration budget.

Lastly, let’s analyse the result of the second Smart Sampling algorithm im-
provement which is to introduce random schedulers at different steps of the
algorithm execution. The graph bellow illustrates the percentage of correct
estimation for different reduction factors when applying this modification.
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Figure 49: WLAN model with random reintroduction improvement
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Figure 50: Gossip model with random reintroduction improvement

Upon examining the graphics ,We see that the introduction of multiple ran-
dom schedulers at different points in the algorithm’s execution does not have
a significant impact on the estimation results. The percentages of correct es-
timation remain consistent across the various reduction factors, regardless of
the timing of the scheduler reintroduction. This finding aligns with the results
obtained in Section 5, where we investigated the behaviour of the second im-
provement of the Smart Sampling algorithm.

In conclusion, this section presented the evaluation of the modified Smart
Sampling algorithm and its improvements using two use case models, WLAN
and Gossip. We observed that the modified Smart Sampling algorithm success-
fully addressed the issue of drops encountered in the original algorithm. The
elimination of these drops is a significant improvement as it ensures more con-
sistent and reliable estimation results across different reduction factors. Fur-
thermore, the first improvement, which involved allocating more budget at
the first iteration, yielded the expected impact on the algorithm’s ability to
make correct estimations. The experimental results showed that increasing
the budget of the initial iteration resulted in better estimation performance,
as evidenced by higher percentages of correct estimations. Importantly, the

72



increase in computation duration due to this modification remained relatively
low, indicating a favourable trade-off between accuracy and efficiency. On the
other hand, the second improvement, which introduced random scheduler rein-
troduction, did not have a discernible impact on the estimation results. The
experimental findings indicated that this modification had no significant effect
on the algorithm’s ability to make correct estimations. This result aligns with
our earlier discussions, suggesting that the reintroduction of random schedulers
at different times during the algorithm’s execution does not significantly influ-
ence the correctness of the estimations.

7 Conclusion And Future Work

In conclusion, this master thesis undertook a comprehensive analysis and im-
provement of algorithms for statistical model checking, with a particular focus
on the Smart Sampling algorithm. The goal was to gain insights into the algo-
rithm’s behaviour, identify areas for improvement, and enhance its effectiveness
in estimating probabilities.

The initial phase of the research involved reproducing two existing exper-
iments from a prior study [18] while varying the reduction factor parameter.
The objective was to examine the impact of the reduction factor in the com-
puted probabilities as well as the execution time. The findings revealed that
modifying the reduction factor had no significant effect on the probabilities
computed by the algorithm. However, it was evident that the execution time
was influenced by this parameter.

Building upon these insights, a new model was created during the second
part of this thesis to address the limitations encountered in the previous use
cases. This new model exhibited a drop problem, wherein the algorithm’s es-
timation accuracy experienced a sudden decrease for certain reduction factors.
To overcome this issue, modifications were made to the behaviour of the Smart
Sampling algorithm

Through meticulous analysis and experimentation, the modified Smart Sam-
pling algorithm successfully eliminated the drop problem. The algorithm’s
performance was notably improved, resulting in more consistent and reliable
estimation results across different reduction factors. This achievement demon-
strates the efficacy of the proposed modifications in enhancing the algorithm’s
estimation capabilities

The third part of this thesis delved into the pursuit of further improve-
ments to the Smart Sampling algorithm. Recognising the significance of the
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initial iteration in shaping the algorithm’s behaviour, we sought to enhance
its performance by introducing modifications. Two specific improvements were
developed and rigorously tested.

The first improvement centred around allocating more budget at the first
iteration. This modification was motivated by the realisation that the initial
step plays a pivotal role in the algorithm’s overall performance. By reducing
noise and refining the estimation process from the outset, we aimed to achieve
more accurate probability computations. The results of this improvement were
highly promising, demonstrating a clear positive correlation between increased
budget allocation in the first iteration and the algorithm’s ability to produce
precise estimations. Importantly, the associated increase in computation time
was minimal, making this modification a valuable enhancement to the Smart
Sampling algorithm

The second improvement involved the reintroduction of schedulers at dif-
ferent stages of the algorithm’s execution. The objective behind this modi-
fication was to enhance the exploration of the solution space, allowing for a
more comprehensive search for optimal estimations. However, the results of
this modification did not yield the desired outcomes. We discovered that in-
troducing random schedulers at different steps had no discernible effect on the
algorithm’s capability to generate accurate estimations.

To validate the effectiveness of the modifications and improvements made
to the Smart Sampling algorithm, we conducted extensive testing on the initial
use cases of WLAN and Gossip models. The aim was to assess whether the ob-
served enhancements would consistently yield improved results across different
scenarios.

Remarkably, the results obtained from testing the modified algorithm and
the two introduced improvements to the WLAN and Gossip models were consis-
tently aligned with our expectations. The modifications successfully addressed
the limitations encountered in the initial use cases, demonstrating their effec-
tiveness in mitigating the drop problem and improving estimation accuracy.
This outcome serves as a strong validation of the proposed improvements and
modifications, as their positive impact transcended the specific context of the
initial model.

In conclusion, this master thesis has not only contributed to the understand-
ing and improvement of the Smart Sampling algorithm but has also successfully
validated the proposed modifications and enhancements through comprehen-
sive testing. By addressing the limitations encountered in the initial use cases
and consistently delivering improved results across different scenarios, the mod-
ifications have demonstrated their effectiveness in enhancing estimation accu-
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racy and mitigating challenges such as the drop problem. This validation so-
lidifies the value and applicability of the modified Smart Sampling algorithm
in statistical model checking and opens avenues for further research and appli-
cations in diverse domains.

As with any research endeavour, this thesis opens up new avenues for fu-
ture exploration. While the modifications introduced in this study have yielded
positive outcomes, there is still ample room for further investigation. Future
research could explore alternative modifications to the Smart Sampling algo-
rithm like for example an intelligent generation of scheduler bases on genetic
algorithms, delve into the impact of different parameters, or investigate the al-
gorithm’s efficacy in diverse domains and real-world scenarios. By continually
refining and expanding our understanding of statistical model checking algo-
rithms, we can pave the way for enhanced verification techniques and contribute
to the advancement of reliable and secure systems
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Appendices

A Smart Sampling algorithm

private void runProba(int st, int req) throws PlasmaSimulatorException, PlasmaCheckerException, PlasmaStopOrder {

long startl

= System.currentTimeMillis();

long start2;

long time;

iterations[st][req] =

int scheduler, nbTokeep, batchUpdate;

int nbIterMax = (int) (Math.log(simBudget)/Math.log(factor));

listener.publishResults(nodeURI, getResults());

Random schedulerRng = new Random();

int totalToDo = (int)(Math.sqgrt(simBudget));

while (probability[st][req]==0 & totalToDo <= simBudget)

{

start2 = System.currentTimeMillis();

iterations[st][reql++;
nbSchedulers = simBudget/totalToDo;

probability[st][req] = maximum ? 0 : 1;

logger.info("Iteration " + iterations[st][req] + ": " + totalToDo + " simulations; " + nbSchedulers +

nbIterMax++;
batchUpdate = Math.max((int) (nbSchedulers#0.01),1);

for(sched

Ton

dou

if

¥
if(
}
if(
}

+

time =

logger.

Iterate over scheduler

uler=6; scheduler<nbSchedulers; schedulers++){

Initialize a new scheduler/seed

g seed = schedulerRng.nextlLong();

ble proba = checkSchedulerProba(totalToDo, requirements.get(reg), seed);

probabil

(!maximum && proba == 0) { // The m.

probability[st][req] = ©;

break;

Update the max

probat

(maximum && proba > probability[stl[reg]) || (!maximum && proba < probability[st][req])) {
probability[st][req] = proba;

Update progress
scheduler%batchUpdate == 0){
double percent = ((double)nbTotalSinulations[st][req])/(nbIterMax*simBudget+schedBudget);

schedulers;");

double remaining = (System.currentTimeMillis()-startl)/percent-(System.currentTimeMillis()-startl);

listener.notifyProgress((int) (180xpercent));

listener.notifyTimeRemaining((Llong)remaining);

System.currentTimeMillis() - start2;

info("Iteration " + iterations[st][regq] + *: * + simBudget + " simulations in " + time + * ms “);

listener.publishResults(nodeURI, getResults());

totalToDo = totalToDo*2;

b

if (probability[st][req]==0)

return;

Figure 51: Smart Sampling 1
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// Iteration 2: initiglize sScheduler SEedS ----=--==-= === oo
start2 = System.currentTimeMillis();

iterations[st][req]++;

totalToDo = (int)(1/probability[st][req]);

nbSchedulers = schedBudget/totalToDo;

nbTokeep = Math.min(Math.max(nbSchedulers/factor,1), simBudget);

logger.info("Iteration " " simulations; " + nbSchedulers + " schedulers;");

batchUpdate = Math.max((int) (nbSchedulersx0.61),1);

+ iterations[st][req] + " : " + totalToDo +

TreeMap<Double, List<lLong>> bestSchedulers = new TreeMap<~>();
int bestSchedulersSize = 6;

for(scheduler=0; scheduler<nbSchedulers; scheduler++){...}

hedulers a

// Keep the be ding to the

Map.Entry<Double,List<Long>> best = maximum ? bestSchedulers.lastEntry() : bestSchedulers.firstEntry();
probability[st][req] = best.getKey();

nbSchedulers = nbTokeep;
Tlong[] schedulerSeed = new long[nbSchedulers];
sortBestSchedulers(bestSchedulers,schedulerSeed);

// Notify new results

time = System.currentTimeMillis() - start2;

logger.info("Iteration " + iterations[st][req] + " : " + schedBudget + " simulations in " + time + " ms ");

listener.publishResults(nodeURI, getResults());

Figure 52: Smart Sampling 2
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ation 3

ute the probabil

ity of each of the schedulers. Keep the greater half esp. the lower half)

int chernoffBound = (int) Math.ceil(-Math.log(1l-Math.exp(Math.log(1-delta)/nbSchedulers))/(2% Math.pow(epsilon, 2)));
totalToDo = Math.min(simBudget/nbSchedulers,chernoffBound);
while(totalToDo < chernoffBound) {

start2 = System.currentTimeMillis();

iterations[st][reql++;

logger.info("Iteration " + iterations[st][req] + " : " + totalToDo + " simulations; " + nbSchedulers + " schedulers;");
batchUpdate = Math.max((int) (nbSchedulersx0.01),1);

bestSchedulers = new TreeMap<Double, List<Long>>();

bestSchedulersSize = 0;

nbTokeep = Math.max(nbSchedulers/factor, 1);

for(scheduler=0; scheduler<nbSchedulers; scheduler++){
nbTotalSimulations[st][req] += totalToDo;

// Check the scheduler

double val = checkSchedulerProba(totalToDo, requirements.get(req), schedulerSeed[scheduler]);

// Update the map

bestSchedulersSize = updateBestSchedulers(val, schedulerSeed[scheduler], bestSchedulers, bestSchedulersSize, nbTokeep);

// Update progress

if(scheduler%batchUpdate == 0){
double percent = ((double)nbTotalSimulations[st][req])/(nbIterMax+sinBudget+schedBudget);
double remaining = (System.currentTimeMillis()-startl)/percent-(System.currentTimeMillis()-startl);
listener.notifyProgress((int)(100%percent));

listener.notifyTimeRemaining((long)remaining);

+

// Keep the best

ng to the factor

best = maximum ? bestSchedulers.lastEntry() : bestSchedulers.firstEntry();
probability[st][req] = best.getKey();

logger.info("minimum probability: " + bestSchedulers.firstEntry().getKey());
logger.info("maximum probability: " + bestSchedulers.lastEntry().getKey());

nbSchedulers = nbTokeep;

schedulerSeed = new long[nbSchedulers];

sortBestSchedulers(bestSchedulers,schedulerSeed);

chernoffBound = (int) Math.ceil(-Math.log(1-Math.exp(Math.log(1-delta)/nbSchedulers))/ (2% Math.pow(epsilon, 2)));
totalToDo = Math.min(simBudget/nbSchedulers, chernoffBound);

// Noti.

time = System.currentTimeMillis() - start2;

logger.info("Iteration " + iterations[st][reg] + " : " + simBudget + " simulations in " + time + " ms ");

Llistener.publishResults(nodeURI, getResults());

Figure 53: Smart Sampling 3

78



B Multi-threads tester

time
urrent. futur
1, PIPE, STDOUT

launch_plasmacli(rf):
p = Popen(

executor:

cli, rf)

comp_time = time.time() - t1
rf comp_time)

(C (comp_time) .replace(

pend(rf_data)

Figure 54: Multi-threads tester
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