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Abstract

ICS systems are becoming increasingly connected, but this increases the risk of
cyber attacks, requiring more vulnerability analysis and penetration testing on
systems such as PLCs, which were not designed with security measures in mind.
This paper demonstrates our physical testbed made of a Revolution Pi Connect+
running NodeRED and controlling a Fischertechnik mini-factory, and our remote
setup, which is used to simulate a cloud server, to demonstrate cyber attacks
at various ICS levels. A significant number of these attacks, across ICS levels 0
to 4, had a measurable and impactful effect on the network-level, ranging from
ARP poisoning, Denial of Service, RST attacks, to application-level, such as replay
attacks and NodeRED Flow Injection. Most of these attacks are possible due to a
lack of security measures. These results demonstrate that the primary danger is
not sophisticated exploitation, but rather the absence of basic security measures
on the network architecture and application configuration, whose presence would
have prevented the majority of these attacks.
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Chapter 1

Introduction

1.1 Context
Industrial Automation has been and still is a crucial part in the industry, to lessen
the workload of humans by letting machine automating the process. With years
and years the systems used are becoming more and more connected, more Industrial
Control Systems (ICS), such as Programmable Logic Controllers (PLC) and Super-
visory Control and Data Acquisition (SCADA), are communicating with TCP/IP,
automation protocols or other communication protocols and the possibility of
controlling and planning everything remotely from a cloud server is tempting more
and more industries. However, these discoveries also bring new dangers. The range
of possible attacks on them is increasing, so more security precautions are needed.
In particular, PLCs have become a priority target for attackers for a plethora of
reasons.
The main one is that many PLCs were built and put into service decades ago
without any security measures in place, leaving them without the proper security re-
quirements needed. If breached, this could lead to production shutdowns, economic
losses and/or safety hazards, causing significant damage to an industry[1]. In this
situation, the demand for testbeds has increased drastically, making it increasingly
crucial to perform vulnerability analysis and penetration tests on ICS systems to
ensure they are secure enough to prevent accidents or disasters, particularly in
important sectors such as energy, including the nuclear sector[2][3][4].

1.2 Objectives
Our objective is to make a functioning testbed, based on the testbed of a paper
called LICSTER, standing for Low-cost ICS Security Testbed for Education and
Research, to research and test multiple attacks possible and to enlighten about
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CHAPTER 1. INTRODUCTION 2

PLCs security.
Our testbed will be connected to a server, to simulate a cloud server making request
remotely, for the only goal to find new attacks regarding that setup.
We will program our own SCADA with NodeRED, an open-source flow programming
tool, to control manually and automatically all motors and sensors of our testbed,
or "mini factory", and to automatically process given goods with the motors and
sensors installed.
These attacks are either already mentioned in the LICSTER paper or "new" ones,
explained and/or demonstrated in this paper[4].



Chapter 2

Background

This chapter provides the background information necessary for a good understand-
ing of the rest of this paper. No prior knowledge of ICS systems or networking is
assumed.

2.1 Industrial Control Systems
ICS is an umbrella term for multiple types of command and control systems
and networks that are used to operate and/or automate industrial processes.
Examples include Supervisory Control and Data Acquisition (SCADA) systems
and Programmable Logic Controllers (PLCs). These systems are widely used for
manufacturing and control at different scales and have many ways to communicate
between each other, either with physical hardware like wires and cables, or over a
network with TCP/IP or other automation protocols such as Modbus[5][6].

2.2 PLC
PLCs (Programmable Logic Controllers) are embedded systems that receive dis-
crete and/or continuous inputs, such as temperature, speed and pressure, and
generate outputs according to the programming. They are an essential part of
industrial automation, and their application can vary greatly depending on the
industry. In discrete manufacturing, for example, they can be used to control
conveyor belts, elevators, assembly lines, machining processes and material han-
dling. In process manufacturing, meanwhile, PLCs can be used to monitor product
quality and enforce safety standards in industries such as oil refining and drug
manufacturing[7][8].

3
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2.3 Supervisory Control and Data Acquisition
(SCADA)

SCADA is a system that is used to supervise and control a set of physical processes
by collecting real-time data from any hardware linked to it. It is usually equipped
with:

• A Human Machine Interface (HMI) to display all the information it received.

• A historian, a specialized database to record every information given by all
the physical processes.

• A communication network, to communicate with all the components linked
to it, either wired or wireless.

• Remote Terminal Units (RTU) linked to a Master Terminal Unit (MTU), or
a standalone PLC, that collects the information of the sensors and actuators.

These systems can be either entirely local or accessible via a cloud server[9].

2.4 NodeRED
The control system is made with NodeRED, an open source, graphical, flow-based
programming tool made with Node.js, originally made to connect hardware devices
to APIs and online services. Flow-based programming is a programming paradigm
allowing us to make applications with "black box" reusable modules, linked to each
other. An example of a program in NodeRED can be seen in Figure 2.1. These
black boxes, or components, are essential building blocks to make an application[10].
This paradigm allows programming novices to easily make applications by simply
linking building blocks together.
NodeRED uses this paradigm with a graphical interface and uses "nodes", which are
the black boxes cited above. It has a public library of community nodes, created
by users, with over 6000 custom nodes, all having different functions and uses.
NodeRED allows us to automate multiple workflows and import specific nodes[11].

2.5 ICS Automation Pyramid/ISA 95/IEC 62264
The attacks demonstrated and/or tested on this paper are displayed according
to the Industrial Control System (ICS) level they are focusing on. We are using
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Figure 2.1: An example of a NodeRED flow calculating the power usage[11]

for this the standard structure for ICSs, stated in the ISA-95 and illustrated in
Figure 2.2[12].

Figure 2.2: Industrial Automation Pyramid[12]

• Level 4: Business planning and logistics: Includes ERP (Entreprise
Resource Planning) and all other activities that make a business run smoothly.

• Level 3: Manufacturing operations management: includes MES (Man-
ufacturing Execution Systems) and SCADA (Supervisory Control And Data
Acquisition) systems. It manages operations and optimize them.

• Level 2: Monitoring and supervising control: Monitoring and control
of the lower layers, with in our setup, PLCs or other elements.

• Level 1: Sensing and manipulating the production process: Sen-
sors,actuators,... Remote I/Os devices that read and write inputs.
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• Level 0: Physical production processes: The machinery in itself and
other assets on the same level.

It is important to note that not all sources and pyramids representing ISA-95 will
look or say the same.
Some pyramids will allocate functions to lower or upper layers. For example, some
will put the PLC at level 2, while others will put it at level 1. This is because
the pyramid shows each layer’s function, not specific systems. Some PLCs handle
the monitoring and control of the layers below them (like our setup), while others
only focus on retrieving data and passing it to other SCADA systems at level 2.
Therefore, all differences are technically valid, depending on how the system is
used.
In this paper, we will argue that the PLC is at level 2. This is because our PLC
can handle both monitoring and control, which is also consistent with the official
ISA-95 explanation[13].

2.6 Transmission Control Protocol (TCP)
The TCP protocol is a network protocol that allows programs and applications to
communicate over a network. It ensures that every packet sent must be delivered
properly and that their data is untouched. It is one of the most used protocols on
the entire Internet.
Before transmitting data between a server and a user, it ensures that the connection
between them will not be interrupted until said notice, this is called a Three-Way
Handshake, seen in Figure 2.3:

1. The client sends a Synchronous Sequence Number (SYN) packet, to inform
the server that it wants to establish a connection, and share what segment
numbers it starts its segment with.

2. The server sends a SYN+ACK packet, the ACK represents the acknowledg-
ment of the packet it received, and SYN to share what segment numbers it
starts its segment with.

3. The client acknowledges the packet it received, and establish a connection
with the server, data can now be transmitted
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Figure 2.3: A TCP Three-Way handshake[14]
These packets are not secured by default, unless it is coupled with other protocols,
such as Transport Layer Security (TLS)[15].

2.7 Transport Layer Security (TLS)
The TLS protocol is a cryptographic protocol whose goal is to provide a secure
communication between two entities, a client and a server, to avoid eavesdropping
and/or tampering of the data passed between them. It is widely used to encrypt
communications for emails, instant messaging or Voice over IP, but is also widely
used for web security with HTTPS.
Before transmitting any data, the client communicates with the server to properly
secure their communications, with a TLS handshake:

1. The client sends a Client Hello to the server and shares the TLS version it
supports, a random number and a list of cipher suites the client supports.

2. The server replies with a Server Hello to the client, containing the cipher
suite chosen by the server, a session ID, a random number and its digital
certificate, which contains its public key
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3. The client verifies the server’s certificate and sends a random byte string,
encrypted with the server’s public key, called the "premaster secret". If the
server requested a certificate from the client, the client gives it with a random
byte string encrypted with the client’s private key.

4. If the server receives the client’s certificate, it verifies it. It decrypts the
premaster secret and both generates the session keys from the client random,
server random and the premaster secret.

5. The client sends a "Finished" message, encrypted with a session key.

6. The server sends a "Finished" message, encrypted with a session key.

From now, and during the entire TLS session, the client and the server can now
safely encrypt their communications[16][17][18].

2.8 Address Resolution Protocol (ARP)
The ARP is a communication protocol, used to link an internet layer address, such
as an Internet Protocol (IP) address, to a link layer address, such as a Media Access
Control (MAC) address. The internet and link layer addresses refers to the Internet
protocol suite, or TCP/IP.
If a device, AKA the sender, wants to send an Ethernet frame, for example an
IPv4 packet, to another device on the same local network, for which it knows the
IP address:

1. The sender broadcasts on the entire network an ARP request, asking "What
MAC address is linked to searchIP? Says senderIP".

2. Every device on the local network receives the request.

3. The device with the searchIP address sends to the sender an ARP response,
saying "I am searchIP, my MAC address is aa:bb:cc:dd:ee".

4. The two devices update their ARP cache, and add the IP address of the other
with its linked MAC address.

The ARP cache is automatically purged regularly to free up space (unless this is a
fixed ARP cache)[19].
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2.9 Secure Shell (SSH)
SSH is a connection protocol whose goal is to provide secure remote login and other
secure network services over an insecure network.
It encrypts all data packets sent between two devices with a public key cryptog-
raphy, allowing tunnelling to transmit packets to networks that do not support
their type. It also enables port forwarding, which transfers data from one port to
another. It is widely used to control servers remotely, transferring files, etc. [20][21].

2.10 Internet Control Message Protocol (ICMP)
ICMP is a network protocol, this protocol unlike many others like TCP or UDP, is
not primarly used to transfer data, but rather to signal any network communication
problem between two peers in a network and diagnose these problems. It is widely
used in routers, switches and other network devices[22][23].

2.11 Representational State Transfer (REST API)
A REST API is an application programming interface (API) that follows the design
principles of the Representational State Transfer (REST) architecture style, which
are rules on how to build an efficient web API, these APIs are often called "RESTful
APIs".
An API allows a user or an application to get data or service from another
application. In order for an API to be considered RESTful it must follow these
constraints:

• Stateless client-server communication: The server can’t store any data from
a client request.

• Cacheability: Data can be cacheable on either side, as long as it is allowed
by the server.

• Client/Server independence: The client and the server must be independent
from each other, one can’t alter the application of the other, and vice versa.

• Uniform interface: An API request for a certain data should look the same if
this request is sent from somewhere else.

• Layered system architecture: The system needs to organize each type of
server into layers, or hierarchies. This should not be noticeable by the client.
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• Code on demand (optional): It is possible to send executable code if requested.

REST APIs send request with HTTP requests, it uses GET requests to get specific
data, POST requests to create specific data, PUT requests to modify specific data
and DELETE request to delete specific data[24][25].



Chapter 3

State of the art

This chapter presents the research that has already been conducted on this topic,
in order to contextualise our work. This includes the LICSTER paper, on which
this paper and our testbed are based, as well as the various defensive techniques
that are relevant to the attacks tested later in this paper.

3.1 Testbeds
A testbed is a platform that reproduces real scenarios to perform testing of new
technologies, tools and theories. There are multiple types of testbed, each offering
their pros and cons:

• Physical testbeds: Uses real hardware and software, perfect to have real-
istic results and to use certain devices, but expensive in construction and
maintenance and they are not easily replicable.

• Hybrid testbeds: Uses both real hardware and software simulations. Only
some of the components are simulated, while the rest are real. This is an
effective way of achieving more realistic results while reducing the cost of the
testbed.

• Virtual testbeds: Uses software simulations and emulations with multiple
devices to reproduce every component and its network. While it is much
cheaper and safer for simulating dangerous procedures, such as nuclear ones,
it is difficult to simulate physical processes correctly in order to achieve
realistic results.

Its use in ICS systems is particularly important, since many industries simply
cannot be stopped for months of testing on PLCs, due to their function, such as
dams or power plants, or due to the risk of financial loss, such as with a production
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line. In the context of ICS systems, testbeds are mostly used for vulnerability
analysis, education and testing of defense mechanisms, as seen in [2].
It is also widely used outside of ICS systems, particularly for the Internet of Things
(IoT), for example in robots, smartphones and sensors, and wireless sensor networks
(WSN)[26][27][28].

3.2 Low-cost ICS Security Testbed for Education
and Research (LICSTER)

This thesis references the LICSTER paper numerous times because its content
is highly relevant to our testbed. At the time of writing, it is the only low-cost,
open-source ICS physical testbed, making it perfect for education and research,
whose feasibility was proven by its numerous tests.
Their setup consists of multiple components:

• 2 custom-made remote IOs, communicating with Modbus/TCP.

• A self-made Human Machine Interface (HMI) running on a dedicated Rasp-
berry Pi with a touchscreen.

• A Raspberry Pi 3 with OpenPLC acting as the PLC.

• A SCADA system made with ScadaLTS on a dedicated Raspberry Pi.

• The same physical process that we have in our setup, which is explained in
subsection 4.1.2

The entire testbed uses Modbus/TCP to communicate, contrary to our testbed
which uses NodeRED’s REST APIs, with HTTPS (or HTTP in its unsecured
configuration).
Numerous attacks, ranging from ICS levels 0 to 2, have been successfully carried
out on their setup, including DoS and MitM attacks, showing that their testbed
could be used for regular PLC training and research.
While this thesis has multiple attacks in common with the LICSTER paper, the
main difference is that our remote setup simulates a cloud server communicating
with the physical process, which is also suggested by the LICSTER paper as future
work.

3.3 Cloud-based ICS
Over the years, many industries have moved their ICS, such as SCADA, to cloud
servers, which are accessible by employees and other authorised personnel anywhere,
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anytime. This change allows for better data accessibility and increased cost
efficiency, flexibility, optimisation, availability and scalability. However, these
benefits come at a price: a system that moves from a LAN to a cloud server is
exposed to many more attacks, such as MitM, DoS and DDoS, replay attacks, etc.
Therefore, they must put more effort into securing their systems. Such security
systems and practices have been researched, developed and tested, such as cloud-
based IDS in [29] and [30], encrypting SCADA systems’ communications, more
secure protocols, authentication, regular risk assessments, etc.[29][30][31][32].

3.4 Demilitarized Zone (DMZ)
A demilitarized zone, in the context of network security, is a sub-network in a larger
network, separating an un-trusted network (generally Internet) of the rest of the
network with firewalls, giving an extra layer of security. Only services who requires
Internet are in the DMZ (Web servers, mail servers,...), reducing to only what’s in
the DMZ what an attacker can attack[3].
Use of one (or multiple) DMZs to secure SCADA systems and PLCs have been
proven effective, although with a decreased transmission rate as a tradeoff[33].

3.5 Intrusion Detection System (IDS)
Intrusion Detection Systems are commonly used to monitor a host or network and
detect, by signature or statistical anomaly, any attack or abnormal process.
In our case, network IDSs are primarly used for PLCs, since the majority are
lacking most of the hardware requirements (storage, memory space,...) to run a
host based IDS.
Every malicious process has a signature, a predetermined pattern, that defines
them uniquely, this is what a signature based IDS works on. It detects and tracks
any of these malicious signatures and kick them out of the network, although this
is a most common choice for its efficiency, its main problem is that any unknown
signature or new attacks will not necessarily be detected.
A prime example of this is the Stuxnet worm, a malware that spreads across
a network, originally targeted only at the Iranian nuclear program to sabotage
their centrifuges, which were obsolete, inefficient and prone to damage upon high
variation of speed. This worm quickly spread outside of Iran and went into the
wild, its signature and existence was unknown, making it invisible for many years
since the U.S government launched it[34][35][36].
Another type of IDS are anomaly based IDS, which are comparing a multitude of
traffic parameters to see if their values are abnormal. These parameters can differ
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from port numbers, bandwidth, payloads,... Any uncommon values are directly
sent to the network administrator, who takes the appropriate actions to counter
the attack.
All IDS also have an Intrusion Prevention System(IPS) to reconfigure the firewall
to block the traffic related to an intrusion[3][37].

3.6 Protocol Modification
Many network attacks succeed not because of an elaborate exploitation, but because
the network protocols themselves lack security, such as lacking authentication,
confidentiality or data integrity.
Examples include protocols without timestamps, which allow replay attacks since
messages are not dated and can easily be replayed if captured by an attacker.
Another example is using an outdated version of TLS, which allows an attacker
to perform a downgrade attack by choosing weaker or no ciphers during the TLS
handshake. Both attacks are also explained and demonstrated in section 4.3.
Using the latest protocol versions or modifying the protocols directly greatly
increases the network’s security.
Modifications have been made to protocols such as Modbus, which is used for
communication between PLCs. These include the use of a Secure Hash Algorithm
2 (SHA-2) digest for data, as well as public and private keys for authentication,
and a timestamp for each message sent[3].

3.7 Honeypot
A honeypot is a highly monitored decoy on a network, mimicking a real system,
for the sole purpose of attracting potential attackers and to gain information on
these attackers and their attack methods and behaviors.
None of the entities in a honeypot are, and should be, connected to the actual
system the network uses, to avoid an attacker making his way out of the honeypot
to the actual network the concerned entity uses. Honeypots are great at gathering
information about new attacks and exploration trends, as well as giving an early
warning to counter these trends.
Using honeynets, a multitude of honeypots on the same network, is recommended
to improve the quality and quantity of the data. Since this network should never be
used by anyone, the only users possible are potential intruders making unauthorized
interactions with it, allowing us to get information on them, even after the intrusion.
PLCs are not an exception to it, as fake SCADA infrastructure with fake PLCs are
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used to gather as much information as possible, giving it an advantage to secure
these systems early[38][39].



Chapter 4

Solution

This chapter presents our local and remote setups, the choices we made in creating
them, and their uses and goals in this paper.
First, we explain the purpose of each component used and why these components
were chosen for their corresponding setup, AKA what makes the setup realistic.
We also explain the different applications and/or programs that come with it or
were made specifically for this paper.
Secondly, we explain how each of the tested attacks can be carried out and how
they work. We also explain the setups on which they can be performed and how to
secure against them. Finally, we categorize the attacks by scope, difficulty, impact
and detection. The attacks are ordered by the ICS levels they impact.

4.1 Local Setup
Although the ’mini-factory’ model is the same, the components and configuration
of the testbed are different from those of the LICSTER testbed.
The local setup is composed of:

• A fischertechnik "punching machine with conveyor belt", this is the physical
process simulating a factory, hence the name "Mini-Factory"

• A Revolution Pi Connect +, that we will call Revpi for short, acting as the
PLC, as well as the SCADA system

• A Revolution Pi DIO, attached to the revpi, handling the inputs and outputs
between the mini-factory and the PLC.

The realism of this setup comes from directly to the technology we are using. Every
single components is widely used in industries, factories, and in other industrial
settings. The Fischertechnik is actively used for PLC training, by small and much

16
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larger companies, since it mimics very well the functioning of a production line,
and because it contains everything that needs to be tested in PLC training, such
as sensors, actuators, motors, conveyors, etc.
The Revolution Pi Connect + and the DIO are actively used in factories for
production lines, and complies with the industrial regulations needed for it. The
Local setup can be seen in the Figure 4.2 and a diagram showing the ICS levels of
the local setup in the Figure 4.1.

Figure 4.1: ICS representation of our local setup
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Figure 4.2: The local setup
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4.1.1 Revolution PI
The PLC we are testing in this paper is a Revolution Pi Connect + from Kunbus,
based on a Raspberry Pi Computes Module 3 and features a 1.2 GHz quad core
processor and 1GB of RAM, with an open source operating system based on the
Raspberry Pi OS.
The operating system is the Revpi Bookworm, an OS based on the Raspberry Pi
OS version Bookworm Debian 12.
It is equipped with numerous tools and support many protocols for automation,
IIoT, energy networks and other areas, such as:

• Cockpit: Used to configure the revpi, allows network configuration, user
configuration, status and log views to be managed via a browser.

• PiCtory: Create and manage the configuration file for a Revpi system, such
as adding another module, like a Revpi DIO.

• NodeRED: see section 2.4

• Modbus: Used to integrate the modbus protocol into the Revpi.

Attached to it with a PiBridge, a physical bridge between modules, allowing
Ethernet and RS485 channels, is a Revolution Pi DIO, an expansion module that
gives 14 digital inputs and 14 digital outputs, allowing us to control the testbed[40].

4.1.2 Mini-Factory (Fischertechnik)
The Mini-Factory is a "Punching machine with conveyor belt" from Fischertechnik,
which can be seen in Figure 4.3.
Two photosensors, a type of sensor that allows a current to pass if it detects light,
have been installed: one at the start of the conveyor belt and the other at the end
beneath the punching machine.
There are also four different motors: two related to the conveyor belt, which make
it move forwards and backwards, and two related to the punching machine, which
make it move upwards and downwards.
A list of every inputs and outputs available to the machine can be seen in Table 4.1,
these I/Os are transmitted directly with electrical wires plugged in the controller
in front of the machine. In our setup these wires are plugged to the Revpi DIO.
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Figure 4.3: Punching Machine with Conveyor Belt, Fischertechnik[41]

Name I/O Description
I1 Input Detects if any objects comes in front of the 1st photosensor
I2 Input Detects if any objects comes in front the 2nd photosensor
I3 Input Detects if the punching machine is at its maximum height
I4 Input Detects if the punching machine is at its minimum height
Q1 Output Moves the conveyor belt forward (towards the punching machine)
Q2 Output Moves the conveyor belt backward
Q3 Output Moves up the punching machine
Q4 Output Moves down the punching machine

Table 4.1: The inputs and outputs of the punching machine
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4.1.3 Control System

Figure 4.4: A diagram explaining the control system and its different modules

The control system is entirely coded in NodeRED and is made up of one unique
flow. Multiple custom nodes were added, such as the revpi-nodes, to enable us
to view and modify the state of the pins on our RevPi DIO. These nodes simply
communicate with port 8000 of the RevPi’s IP address to retrieve information on
all the pins.
This control system allows us to fully control the physical process and every
controllable aspect of it. It contains a dashboard, with different modes of operation
depending on the need:

1. Manual mode: To move every motor manually, by the click of a button.
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2. Automatic mode: To make the mini-factory act as Figure 4.4, and later
explained below.

3. Loop mode: To make the Automatic mode loop on itself, making the
machine run indefinitely, or until no object is detected.

The automatic mode, as seen in Figure 4.4, is meant to simulate a real factory,
taking goods and processing them as follows:

1. At the start, we are checking if the "Automatic" switch is turned on, if it is,
we are calibrating the punching machine, so it is at its default position.

2. When the "Readjustment of the punching machine" phase is done, the program
starts (as long as flow.start is true, giving the authorization to start).

3. During the "Object Detection" phase, we first check if any objects is detected
by the sensor below the punching machine, if not, we check if the sensor at
the beginning of the conveyor belt detects an object, if it does, the variable
"temp" is set to true, meaning that an object is currently moving on the
conveyor belt towards the punching machine, and the conveyor belt starts.

4. If an object is detected under the punching machine, the conveyor belt stops,
and the punching machine is activated.

5. If the "Loop" mode is activated, the belt go backward until the first sensor,
and the program repeats.

4.2 Remote Setup
To simulate using the control system in the cloud, we have set up an Ubuntu 24.04
virtual machine (VM) with Node-RED installed. This VM, which we will call the
"Cloud VM", is connected to the Revolution Pi Connect+ via an SSH tunnel that
forwards port 8000 to the same port on the Cloud VM. A diagram and an ICS
representation of the remote setup can be found in Figure 4.5 and Figure 4.6
These ports transfer the state of each RevPi DIO pin to the Cloud VM. Under
normal circumstances, users would be able to access the dashboard directly via the
enterprise’s website. In this scenario, we simulate this by forwarding the port used
by Node-RED to users via another SSH tunnel.
To simulate an attacker, we use another VM, that we will call the "Attacker VM",
on the same subnet as the Cloud VM, to avoid triggering the university’s firewall.
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Figure 4.5: Diagram of the remote setup
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Figure 4.6: ICS representation of our remote setup

4.3 Attacks
As said in section 2.5, the different attacks demonstrated in this paper are ordered
by what ICS levels they are impacting. The Table 4.2 lists every attack that has
been tested, with each attack divided into multiple categories.
This table does not define the limits of what can be done in either setup; other
attacks are possible at each level. However, due to time constraints, the most
relevant and impactful attacks were chosen for testing and analysis.
Other attacks were not chosen due to their lack of relevance or impact, or simply
because there was not enough time to analyze them without compromising the
quality of testing the other attacks.
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1. ICS Levels: Which ICS levels the attack impacts.

2. Attacks: The name of the attack

3. Remote: If this attack can be done on the remote setup.

4. Local: If this attack can be done on the local setup.

5. Attacker Position: The network scope required to perform the attack. Four
values are possible: Physical (requires physical access to the device), LAN
(requires access to the local network), Internet (can be performed remotely
over the internet), or Network (can be performed from either a local network
or the internet).

6. Difficulty: Measures the difficulty to perform the attack, theoretically or
practically.

7. Impact: The level of impact of the attack AKA how important the damage
done by the attack is.

8. Detection: How easy is it to detect the attack, by an IDS or just a network
supervisor.

ICS
Levels Attacks Remote Local Attacker

Position Difficulty Impact Detection

0 Physical Damage x ✓ Physical Low High Easy
0 Sabotage x ✓ Physical Medium High Medium
1 Disconnect wires/power x ✓ Physical Low High Easy
1 MitM spoof values PLC-DIO x ✓ Physical High High Hard
2 USB Injection x ✓ Physical High High Hard
2 ARP Poisoning ✓ ✓ LAN Low Medium Easy
2 DoS Revpi Connect+ ✓ ✓ Network Low High Easy
2 Sniff Network ✓ ✓ LAN Low Medium Hard
2 RST Attack ✓ ✓ LAN Low Medium Hard
2 Replay Attack ✓ ✓ LAN Low High Hard
2 Downgrade Attack with MitM ✓ ✓ LAN High High Hard
3 NodeRED Flow Injection ✓ ✓ Network Low High Medium
3 Malicious NodeRED Node ✓ ✓ Internet High High Hard

3,4 DoS NodeRED ✓ x Network Low High* Easy
3 DoS SSH Tunnel ✓ x Network Low High Easy

*High on the local setup, but low on the remote setup

Table 4.2: The list of attacks performed/that could be performed

4.4 Level 0
Since this level only include physical process most of the attacks possible are
physical. Either physical violence on the machines themselves, or physical sabotage,
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by operating the machine outside its safety limits (overspeed, overpressure,...).
These attacks were not tested, to continue using the setup during the writing of
this paper.

4.5 Level 1
With this level getting all of the information from the physical process below, the
most impactful attacks consist of tampering physically with the wires or the I/O
device to read and send fake values to the upper layers by doing a MitM. This was
not tested, as it enters the scope of hardware hacking and electronics, which is not
our domain of expertise.

4.6 Level 2

4.6.1 Denial of Service
A denial of service, or DoS, consists of flooding a network or host with a heavy
amount of traffic to make the service slow or crash, preventing users to access any
service hosted on it. Every services that rely on a host or network can be affected.
There are multiple ways to make this attack, one of the most common that is used
in this paper is a SYN Flood, which sends multiple TCP SYN requests to connect
to the server, but does not finish it, leaving the port waiting for a response and
unavailable for further requests.
Distributed Denial of Service uses multiple machines to do a DoS on a same target,
using a network of hijacked machines, named botnet, making it more powerful and
difficult to identify and stop.
While DoS attempts are inevitable, multiple ways exist to reduce or stop completely
this attack, such as DoS protection services (like Cloudflare), reduce the number of
accessible devices connected to Internet (with a DMZ for example, see section 3.4),
install a firewall, etc.[42].

4.6.2 ARP Poisoning
ARP Poisoning, as seen in Figure 4.7, consists of sending fake ARP (Address
Resolution Protocol) replies to the gateway indicating that the attacker’s MAC
address belongs to the target’s IP, and vice versa with the target and the gateway’s
IP.
The entire traffic destined to the target is re-routed to the attacker, who can
see and possibly modify it before sending it to its original destinator, making a
Man-in-the-Middle attack (MitM).
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An attacker could also make a Denial of Service (DoS) by not sending the packets
to the target, cutting him any connection, as demonstrated in subsection 4.6.3.
This attack is carried out exclusively on the local area network (LAN). There are
multiple ways to counter this attack, such as encrypting with public and private
keys, or using a secondary cache containing entries relating to ICMP responses and
deleting any IP duplicates in the cache[43][44].

User Attacker Server

Normal ARP scenario

ARP request - Who has Server's IP ?

ARP response - Server's IP is at aa:bb:cc (real)ARP cache:
 Server's IP -> aa:bb:cc

ARP poisoning

Fake ARP response - Server's IP is at dd:ee:ff (fake)ARP cache:
 Server's IP -> dd:ee:ff

Fake ARP response - User's IP is at dd:ee:ff (fake) ARP cache:
 User's IP -> dd:ee:ff

Figure 4.7: A sequence diagram of an ARP Poisoning

4.6.3 RST Attack
If a TCP connection needs to be closed suddenly, a TCP RST packet is sent to the
other recipient, asking it to discard future packets and communication.
An attacker can then use a spoofing method of any choice (for example ARP
Poisoning) on a target , to send a forged RST packet to the server, ending commu-
nications between the target and the server. This attack is a type of DoS attack,
that can be used as a step towards a bigger attack, such as a downgrade attack.
Multiple countermeasures have since been made, such as authentication of TCP
packets, with timestamps or a cryptographic hash function[45][46].
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User Attacker Server

TCP Packet

TCP RST

TCP Packet

TCP Packet

TCP Packet

Figure 4.8: A sequence diagram of a RST attack

4.6.4 Downgrade Attack
The downgrade attack’s goal, as illustrated in Figure 4.9, is to interfere between a
user and a server to force them use a weaker mode of operation (e.g a weaker cipher,
a weaker version of a protocol,etc) than what they would have chosen directly.
This is done with a MitM attack, to intercept the packets between the user and
the server. The variety of how this attack is performed depends on the mode of
operation targeted, some examples would be:

1. Failing purposely the TLS handshake to force the server to accept a lower
TLS version, until it uses a deprecated version of TLS. This only works if the
server accepts version fallback. This was done in the BEAST attack.

2. Intercepting the ClientHello to modify its list of ciphers with weaker ciphers,
so that the attacker can exploit it and read/modify the application data (done
in the FREAK and Logjam attack), or no cipher and the attacker just read
and modify without any exploit(done in the STARTTLS Stripping attack).

In our implementation, we used a combination of an ARP Poisoning for the MitM
and an RST Attack to reset the TLS connection and restart a TLS handshake
beforehand, therefore doing the second type of our examples, giving weak ciphers
and NULL as a cipher.
This was done with a custom python script to do the ARP Poisoning, and then
launch the RST attack and the Downgrade attack, in this order.
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Our version’s development begun towards the month of October 2025, but by
November 2025, an update made mandatory the use of TLS 1.3, of which we were
only notified in February 2026, patching this attack entirely[47][48][49].

User Attacker Revolution Pi

ARP Poisoning (loop)

Fake ARP response Fake ARP response

RST Attack

TCP RST packet TCP RST packet

New TLS handshake

SYN SYN

SYN - ACKSYN - ACK

ACK ACK

ClientHello

Modify cipher_list with
deprecated ciphers

ClientHello(weak ciphers)

ServerHello(weak ciphers)ServerHello(weak ciphers)

Rest of the handshake

Figure 4.9: A sequence diagram of our downgrade attack on the Revolution Pi

4.6.5 Replay Attack
A replay attack consists of replaying or delaying a message, obtained by eavesdrop-
ping a network, to force the system to do what the attacker wants. This attack is
particularly easy to reproduce, since it doesn’t need any decryption of the message,
simply to record it and play it back.
There are countermeasures to this attack, such as client-hello recording, whereby
the server keeps every ClientHello message received and checks for duplicates when
it receives one. Another countermeasure is the session ticket, which is associated
with a ’session ticket key’ that is used to decrypt the data carried in the message.
The key is then deleted by the server immediately when the handshake is finished.
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If someone were to replay the message, they would receive an error since the server
cannot decrypt the data[50].

4.6.6 USB Injection
If an attacker has physical access to the PLC, a USB stick can be used as a deadly
weapon. It can easily be used to store malware and inject it into the PLC, and it
can even cause physical damage. There are many possible types of attack via a
USB stick; famous examples include:

• Firmware attacks: A malware that alters the functioning of a firmware,
AKA the real-time operating systems of an electronic device.

• Computer worms: Like the Stuxnet worm mentioned in section 3.5, a
malware whose goal is to spread across a network.

• Keystroke injection: Program the USB drive to act as a keyboard, and
types malicious commands; such as installing another malware, backdoor,
setting up a reverse shell, etc.

• Killer USB: A USB thumb drive that fries any electronic device in a fraction
of a second. It charges capacitor with the USB port and discharges it once it
has reached 240 V[51].

• Back door: The USB installs a back door to the device, allowing the attacker
to access and use it whenever he wants (for a DDoS attack for example).

• Keylogger: A malware that secretly saves every key typed on a keyboard.
This type of attack is especially difficult to detect. They often go unnoticed by
network security, and many people trust USB drives more than they should. This
opens the door to a new wave of potential attacks. The best ways to counter these
types of attack are to:

• Physically disable the USB ports or only unused USB ports.

• Disable autorun to prevent the USB drive from automatically executing when
it is plugged in.

• Only accept certified USB drives that cannot leave the premises.

• Use USB activity monitoring tools to detect and block suspicious USB activity.

• Train and raise awareness to all the employees.
However, it should be noted that these are not the only counters in existence.
Depending on the machine in question, there may be a number of additional
counters available [52][53][54][55][56].
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4.7 Level 3

4.7.1 NodeRED Flow Injection
This attack can happen in a couple of situations:

1. NodeRED does not possess any authentication.

2. All users are granted permissions in NodeRED by default.

3. The flow editor is not blocked, either for unauthorized user or from outside
of the LAN.

If NodeRED has no authentication, the REST API is going to use HTTP, rather
than HTTPS, to send each requests, making these requests not encrypted and
visible in plain text.
If one or multiple of these situations are met, an attacker can:

1. Read the sensitive data and libraries used of the flows, and its other flows
within the global context.

2. Delete the entire flow.

3. Modify the flow, either by modifying its data or by implementing malicious
code.

4. Read, modify or delete the credentials of every registered users.

This attack is, in short, a total suppression of any confidentiality of any sensitive
data and used libraries. In both of our setup, this can be done directly with only
the dashboard. This is easily patched by giving restricted access to default users
or to only authorize authenticated users to perform actions on NodeRED, but the
damage done can be very high.
The only way to protect against it is to set up authentication on Node-RED, grant
permissions only to certified users, and verify that sensitive pages, such as the flow
editor, are only accessible to authorized personnel[57].

4.7.2 Malicious NodeRED Node
NodeRED being an Open-Source platform built with Node.js, every node that
can be installed are first added to the Node Package Manager, then automatically
to the NodeRED Library. An attacker could create a malicious node, containing
in the background powerful commands from Node.js like child_process with the
function exec() to execute any shell commands wanted and have full control of the
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server’s system.
This attack has the same consequences as the NodeRED Flow Injection, which is
to suppress all confidentiality and integrity of any sensitive data and libraries used
in the flow, or in other flows in the global context, also allowing the intruder to
read and modify the sensitive data.Contrary to a NodeRED Flow Injection, this
attack is much harder to defend against.
A naive way to protect against it would be to ban the usage of such commands
like child_process, but they are most of the time essential to the functioning of
NodeRED. The general security advised would be to verify each external library
used, either installed locally or installed with the Node Package Manager, but
another possible solution is a monitoring framework, as explained in [57].

4.8 Level 4
The only possible attack at level four is to launch a DoS on the NodeRED dashboard,
which is the equivalent to launching a DoS on NodeRED itself.



Chapter 5

Results

This chapter presents the results of the different attacks tested on both setups,
detailing how they were performed in our testbed and the impact they had on
both setups, providing the data to quantify this impact. These attacks range from
altering or removing the user’s ability to use the control system (thereby affecting
their ability to control the physical process) to reading, modifying and controlling
different data and components of the setup.
Most of the graphs shown in this chapter were made with Python, with the module
Scapy, which allows .pcap files (network recordings) to be read and modified. These
PCAP files were created using the Wireshark tool or the tcpdump command in
certain cases. These recordings were made before and during the attacks, in order
to compare the results in normal situations and attacks.
All of these attacks were performed under the scenario that a single attacker was
launching the attacks, either remotely or from the LAN. As mentioned in section 4.4
and section 4.5, attacks at levels 0 and 1 were not performed in order to keep the
testbed intact while writing this thesis.

5.1 Level 2

5.1.1 Denial of Service
On this level, The two possible denial of services possible are on the PLC, AKA
the Revolution Pi Connect+, and the NodeRED Dashboard. Since the latter is
also possible on the level 4 of the remote setup, we will talk about it in its section.
To perform these denial of services, we use hping, a network tool used to send
custom TCP/IP packets, display target replies, and many other things such as
testing firewalls, routers, etc.[58].
In our case, the –flood parameter enables this tool to send as many packets as pos-

33
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sible without waiting for any replies. We will make a SYN Flood DoS, as explained
in subsection 4.6.1, and target the port used by the PLC, which is 41443 in our setup.
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Figure 5.1: The number of packets sent to the PLC during the DoS

The Figure 5.1 is a bar chart showing the number of packets received by the
PLC per second, from a network capture with Wireshark.
The beginning of the DoS attack is clearly visible in the first few seconds, as the
number of packets per second rises to a maximum of 20,000. The attack continues
even after we interrupt the hping command, at which point the maximum reduces
to around 7,500.
This is due to the routers’ buffers, made to avoid congestion, emptying. One
consequence of a DoS attack is bufferbloat, which occurs when routers’ buffers fill
up, resulting in delays.
Another reason is TCP retransmission, whereby packets are resent due to a lack of
an ACK segment or the presence of multiple duplicate ACK segments[59][60].
Other evidence of the impact of the DoS is the packet loss rate, which hping3
tells us is 156.456 for 239.583 sent, 65.3% of the packets sent never received any
reply whatsoever. The attack truly ends at around the 200-second mark, when the
number of packets drops below a thousand, returning to a normal ratio.
We can also prove that the application is being slowed down or inaccessible by the
DoS with ICMP pings and the network jitter, that is the variation of the Round
Trip Time (RTT) between each packets sent, as seen in Figure 5.2.
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Figure 5.2: The average RTT and Jitter before and during the DoS

We can observe that the average RTT, AKA the time it takes for a packet to
make a round trip from its source [61], during a DoS, the average RTT during a
DoS is 11 times as the average RTT in a normal situation.
Network jitter can also be seen increasing, with an average increase from 8.95 ms
to 42.16 ms, an increase of 4.71 times.

5.1.2 ARP Poisoning
In our configuration, we are doing an ARP poisoning between the Revpi and
another computer connected on the network.
We can use arpspoof to easily do it, or in our case use a python script with
Scapy, which was originally made to do the downgrade attack, mentioned in
subsection 4.6.4. We can easily check if the ARP is working by either sniffing the
network and looking up the ARP packets, checking the ARP tables of the Revpi or
doing a ping to the gateway from the revpi: First, we can see in Figure 5.3 that, by
sniffing the network, our script is indeed sending multiple ARP packets, telling the
gateway that the Revpi is at our MAC address and vice versa, the packets are also
signaling a duplicate use of the mac address’ IP. We can even observe a normal
ARP packet pointing to the correct MAC address being overlapped by our attack.
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Figure 5.3: A Wireshark capture of the ARP Poisoning
Second, by doing a ping from the revpi, we can see that this ping is redirected

to our machine, then resent to the gateway, as seen in Figure 5.4 and Figure 5.5.

Figure 5.4: The ICMP request
figure itself

Figure 5.5: The ICMP reply
Lastly, by checking the ARP tables, we can see that the Revpi possess our

MAC address 2 times, one for the gateway and for the actual attacker, as seen in
Figure 5.6.

Figure 5.6: The ARP table of the Revpi

5.1.3 Sniff Network
If on the network, sniffing it is pretty simple. Such tools like Tcpdump or wireshark
can be used directly to obtain information on it, either with a mirror port or a
network tap, this is the passive approach. An active approach is to directly do a
MitM to intercept the communications between two parties.

5.1.4 RST Attack
The attack is combined with ARP poisoning, which allows us to intercept every
communication between the PLC and the gateway.
Our RST attack has different "states" which dictates what the code will do:
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1. "Armed": Ready to attack, if the program see a TLS packet with application
data, it sends a RST packet to both the source and destination, and change
its state to "fired"

2. "Fired": When this state is set, a cooldown period begins during which no
RST packets are sent, even if an application data is received from another
source. Once this cooldown is finished, the state is set to "Armed" again.

Figure 5.7 shows a Wireshark recording of the network, demonstrating the RST
attack and its various stages. A filter has been applied to show only packets coming
from or to the PLC, as well as ARP packets.

Figure 5.7: A recording made with Wireshark, showing the RST attack and its
effects

As we can see, the recording begins with the ARP poisoning, which correctly
misinforms the gateway and revpi by providing our MAC address and therefore
doing a MitM. The next packet is a TLSv1.2 application data, which the program
spots in "Armed" state. The program then sends 2 RST packets and transitions to
the "Fired" state. After the cooldown, the program returns to the "Armed" state,
spots the TCP retransmission packet, containing an application data, and the cycle
repeats.

5.1.5 Replay Attack
In our test, we sniffed the network multiples times and saved these recordings as
pcap files, which were played back with tcpreplay.
Many of the protocols used by the Revpi, such as TLS1.3, are protected against
replay attacks, which makes this attack useless. This attack still works with the
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NodeRED’s API requests, which are unsecured if NodeRED doesn’t possess any
authentication. Replaying PUT requests could result in an older version of Node-
RED’s flows being replayed, which would delete any updates made since then, and
GET and POST requests could be used in a MitM, to trick the target into viewing
a version chosen by the attacker[62].
Figure 5.8 shows the captured GET and POST requests, with their sequence
numbers, at the top of the image. Below these are the same requests, replayed
later with the same sequence numbers, proving that these requests are the same
and are being replayed.

Figure 5.8: The GET and POST requests and their replays below

5.2 Level 3

5.2.1 Denial of Service
On this level, the possibles targets for a denial of service are NodeRED and the
SSH tunnel in our remote setup.

DoS on NodeRED

Since attacking NodeRED on the local setup results in also attacking the Revpi,
since both of them shares the same IP address, this attack is made on the remote
setup, where another instance of NodeRED is installed.
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Figure 5.9: The number of packets received per seconds
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Figure 5.10: The average RTT time per second

The Figure 5.9 is a bar chart showing the number of packets received by the
PLC per second, from a network capture with tcpdump.
The beginning of the DoS attack is clearly visible in the first few seconds, as the
number of packets per second rises to a maximum of 500000.
The reason our maximum of packets goes from 20k in the local setup to 500k in the
remote setup and that there is no residue of the attack, contrary to the attack on
the Revpi, is the same reason the Figure 5.10 shows an average RTT smaller during



CHAPTER 5. RESULTS 40

a DoS than during a normal situation: The remote setup is a virtual machine on
the university’s server, it is more capable of handling heavy traffic, with a much
bigger buffer, and is more powerful in terms of hardware.
However, the DoS shows that the average RTT is way more unstable, as a lot of
spikes, going up to 1.6ms, are present during the attack, as well as the network
jitter, which goes from an average of 0.03ms to 0.17ms, an increase of 5.6 times.
While this increase is pretty insignificant on this setup, it demonstrates that the
DoS does an effect on the server. This instability and these spikes can be seen
more clearly if we do not perform an average and show every RTT of every packets,
as seen in Figure 5.11
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Figure 5.11: Every packet’s RTT time
This proves that, while a DDoS would be much more efficient to realistically

slow down the server, a DoS is still able to impact it.

DoS on the SSH Tunnel

In this DoS, we target specifically the port SSH uses, port 22.
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Figure 5.12: Response time of the port by seconds
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Before talking about the effect, one might look at the graph and detect an
unusual RTT during a normal situation for SSH. The baseline is around 810.76
ms, which is very long. This is because the pings were launched from our personal
machine, which had to pass through a ProxyJump between the SSH and the remote
setup, which made the RTT much longer. By comparison, pings made from the
VM used for the attack, which is on the same subnet, take around 142 ms, while
pings made from the local setup take around 650 ms.
Here an effect can be clearly seen before and during the attack, with spikes of the
average RTT going up to 6 entire seconds. This results demonstrates that with
only a DoS, not a DDoS, a huge impact on the response time can be made.

5.2.2 NodeRED Flow Injection
NodeRED uses a REST API for its own internal operation, when no authentication
or security is put on NodeRED, this REST API is unsecured and free to access
by everyone. With a simple curl request, we can access every flows and their
information in a JSON, as seen partly in Figure 5.13:

Figure 5.13: A screenshot of the curl request

In this JSON, we can find multiple useful information:

1. All the users and passwords associated: as seen in this line:
{"id" :" ec6875b9ba2f1ffe ",
"type":"revpi - server ",
"host":" localhost ",
"port":8000 ,
"user":"pi",
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" password ":" yyp2gm ",
" rejectUnauthorized ":false ,
"ca":""}

2. Content of the different nodes in the flows and their libraries, for example
here is a function node with its code:

{"id":"4 f2b92833c3e558e ",
"type":" function ",
"z":" ee74a44bf0206b66 ",
"name":"Move",
"func":
"if (! flow.get (\"start\") && !flow.get (\" calibrate \"

)) {\n
if (msg. payload === \" forward \") {\n

return [{ payload : true}, { payload : false }];\n
}

else if (msg. payload === \" backward \") {\n
return [{ payload : false}, { payload : true }];\n }
else if (msg. payload === \"stop\") {\n
return [{ payload : false}, { payload : false }];\n }\

n}",
" outputs ":2,
" timeout ":0,
"noerr":0,
" initialize ":"",
" finalize ":"",
"libs":[],
...
}

and here is the node in Figure 5.14:
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Figure 5.14: The function node found

3. Which wire/input represents which functions of the physical process:
{"id":" b3f1a90858592619 ",
"type":"revpi -single -input",
"z":" ee74a44bf0206b66 ",
" server ":" ec6875b9ba2f1ffe ",
" inputpin ":"I_2",
"topic":" machine ",
...
}

If the user gets write permissions by default, we can easily modify this JSON and
add new nodes (also explained in subsection 5.2.3), function or code, such as a
shell command:

const stolen_require = global .get(’process ’) || this.
constructor . constructor (’ return process ’)();

const exec = stolen_require . mainModule . require (’
child_process ’).exec;

exec(’id > /tmp/pwned.txt ’, (err , stdout ) => {
node.warn(err ? " failed : " + err : " success ");

});
node.send ({ payload : " called " });

Which the results can be found in our /tmp/pwned.txt file:
root@TFE - Barbason :/ tmp# cat pwned.txt
uid =0( root) gid =0( root) groups =0( root)
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5.2.3 Malicious NodeRED Node
For obvious ethical and legal reasons, we are not going to publish a real malicious
NodeRED node in the Node Package Manager, but we can simulate the process of
downloading one, or even to simulate an intruder planting this node in the system’s
files, for example with the NodeRED Flow Injection explained before.
All nodes are stored in a folder in NodeRED’s working directory, one can find it
with the which command, simply create a new folder, and add the requisites for a
node in it, which are at least:

1. package.json: used to describe the content of the node and for the runtime
to know which file is used.

2. A JavaScript script: The node’s programming

3. A HTML file: The appearance of the node, the edit menu and the help text.

We can input our reverse shell in the javascript’s script:
const { exec } = r e q u i r e ( ’ ch i ld_process ’ ) ;
module . export s = func t i on (RED) {

func t i on TestNode ( c o n f i g ) {
RED. nodes . createNode ( th i s , c o n f i g ) ;
exec ( ’ id > /tmp/pwned . txt ’ , ( err , s tdout ) => {} ) ;

}
RED. nodes . r eg i s t e rType ( ’ t e s t −node ’ , TestNode ) ;

} ;
The code will only execute when the malicious node is inserted into the flow, either
willingly by the user, unknowing that this is a malicious node, or we can insert it
directly by using the same method as subsection 5.2.2, to see the same results.
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Improvements

Some improvements can definitely be made in this paper, in order to have a bigger
range of attacks to perform and to make this mini-factory more realistic, here is a
non-exhaustive list of what could be made:

1. Diving into the subject of electronic’s hacking, to monitor and spoof values
between the Revpi DIO and the Revpi Connect + would be a great addition,
since this attack breaks any confidentiality and integrity of the data to all
the upper layers.

2. Having multiples VMs to make a DDoS attack on the remote setup would show
a more realistic impact on the system, and what would be its consequences,
since DDoS is much more powerful than DoS.

3. Using an industrial communication standard in the local setup, such as
Modbus or MQTT, would be of great value, considering these standards are
widely used. It would open the way to new multiple scenarios and attacks.

4. Using another type of PLCs, for example an older model that is still widely
used in the industry.

5. Making a local setup that separates the PLC and the SCADA system, contrary
to what we have, would make way to new scenarios and attacks.

6. Making the control system with a different programming, such as with
CODESYS or Python, to discover new breaches in their systems, the conse-
quences of not securing them enough, and how to exploit them.

7. Implement a full cloud architecture for the remote setup.

8. Configure an USB drive to test different types of USB injection.
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Conclusion

This thesis’s goal was to demonstrate multiple cyber attacks on a low-cost physical
testbed with two different setups, a local setup with a Revolution Pi Connect +,
a Fischertechnik machine and with NodeRED as a control system, and a remote
setup, simulating a cloud server with a virtual machine, connected to the local
setup with a SSH tunnel. The goal of having these 2 different setups was to have a
realistic situation, to get more realistic results.
While most of the attacks in the level 0 and 1 were not tested, in order to keep
intact the setup during the writing of this thesis, the results are more focused
towards the level 2, 3 and 4.
Beginning with level 2, the ARP poisoning successfully worked between the RevPi
and another machine, with forged ARP replies spotted while sniffing the network,
ICMP pings going through the attacker and ARP tables mapping the attacker’s
MAC address for 2 different IPs.
The DoS on the RevPi, which sent a maximum of 20000 packets per seconds,
increased the average RTT 11 times during the attack, with a 65.3% packet loss
and with a jitter increase of 4.71 times higher, paralysing the network even after
the attack stopped, leaving residual traffic for 72 seconds after the attack.
The RST attack coupled with ARP poisoning has proven successful to disrupt
communications between the client and the server, as there is little to no protection
against it on TLSv1.2.
The replay attack proved ineffective on TLSv1.3 but successful on NodeRED HTTP
API requests, when NodeRED has no authentication whatsoever, allowing us to
replay older POST and PUT requests, deleting any previous work who has been
done due to the lack of security in HTTP.
Continuing with level 3, the NodeRED Flow Injection allows us to get every cre-
dentials, functions, IOs information, flows, global variable and libraries used if no
authentication is set. It also allow us to modify the code and inject a malicious
function, such as a reverse shell.
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These attacks demonstrate multiple things, first that an unprotected and unmoni-
tored network leaves room for a significant number of attacks. Countermeasures
at any layer must be implemented, such as 802.1X authentication on the network
layer, which denies entry to any unauthorized devices on a network, whether wired
or wireless, all attack requiring at least access to a LAN would be impossible to
perform (unless the attacker compromises an authorized device), another coun-
termeasure on the data layer would be to implement a dynamic ARP inspection,
which would secure the network against every attack relying on this method of
MitM.
Secondly, NodeRED is not protected by default, which means confidentiality and
integrity of data can’t be guaranteed, data can and will be altered, especially
if NodeRED is put online. Securing NodeRED is more than crucial, and there
are many ways provided directly by NodeRED to do it, such as authentication,
enabling HTTPS, etc.
However, this thesis has limitations that should be acknowledged. Firstly, all of
our attacks rely on only one single attacker, which makes some attacks, such as
the DoS on NodeRED, rather weak. A DDoS with multiple machines acting as
"zombies" would provide much more realistic data, and show us more clearly the
effects of such an attack.
Secondly, most of the level 0 and 1 attacks were not tested, due to leaving our area
of expertise and to preserve the setup for this thesis, a stress test by sabotaging
the hardware would be very useful to test the limits of the hardware.
To conclude, the results of this thesis prove not only that a low-cost testbed is
sufficient and efficient to reproduce cyber attacks, get realistic results and accurately
measure the impact of these attacks on ICS systems. More importantly the results
shows that most vulnerabilities are due to a lack of security, authentication and
encryption, either because of default configuration or simply a lack of interest in
these issues. As ICS systems become increasingly hosted or accessible via cloud
servers, these attacks will become easier and easier to execute if nothing is done to
make these systems more secure.
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