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Abstract

This master’s thesis focuses on the development of cryptographic zero-knowledge protocols within the context
of ElectionGuard, an open-source voting software created by Microsoft. The primary objective is to shorten the
size of the proofs that are used in risk-limiting audits to make them more efficient and practical.

Drawing inspiration from the "Bulletproofs" paper by Stanford University, we design cryptographic zero-knowledge
protocols that facilitate the efficient generation of logarithmic-sized proofs.

In the context of risk-limiting audits, we consider multi-Pedersen commitments that gather the [ selections cast
in a ballot, vy, ..., v, in one group element V = h7g}* ... g,". We designed three protocols among which the two
first protocols prove in a zero-knowledge fashion that the committed votes are valid by proving that they are bits
(first protocol) and satisfy the K-selection limit (second protocol), i.e. at most K choices are selected on a ballot.
The third protocol allows to do partial opening of votes commitment, that is revealing one of the selections, v;

committed inside V.

This paper begins with an introduction to zero-knowledge protocols. We then present the mathematical
descriptions of our protocols, emphasizing the key design concepts employed. Furthermore, we provide rigorous
security guarantees for these protocols, supported by mathematical proofs for their zero-knowledge and soundness
properties. Additionally, we predict the theoretical complexities of our protocols.

To validate our research, we implemented the three main zero-knowledge protocols, observing successful performance
that is aligned with our theoretical predictions.

By accomplishing these objectives, our research contributes to the advancement of secure and efficient auditing
in the context of voting systems and specifically within the ElectionGuard framework by reaching logarithmic proof
sizes.
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Part 1

Introduction



This master thesis is dedicated to the elaboration of new cryptographic primitives and zero-knowledge arguments
that are more data efficient in the context of Risk Limiting Audits for voting and ElectionGuard.

In Chapter 1, we present ElectionGuard an open-source software developed by Microsoft to enhance the security,
transparency, and accessibility of voting.

Chapter 2 explains briefly what Risk Limiting Audits are and we explain our idea to replace ElGamal ciphertexts
with multi-Pedersen commitments to have more data efficient audit trails and associated proofs to perform audits.

Chapter 3 gives some background to apprehend the cryptographic tools presented in this paper and in particular
on zero-knowledge arguments, which are explained in detail in section 3.3. A reader who already has some experience
with zero-knowledge proofs can skip this chapter.

Chapter 4 introduces some of the main notations used in this paper.

Chapter 5 presents the main goals of this paper. It also explains for what purposes we develop the zero-knowledge
protocols presented in the paper.

Chapter 6 presents the main cryptographic building blocks used later on in the zero-knowledge proof we design.
This includes the "Bulletproofs" inner product argument developed by Stanford University, University College
London and Blockstream and the "Extended-Schnorr" argument which we adapted in a straightforward way from
the "Bulletproofs" inner product argument.

Chapter 7 is a draft of the zero-knowledge protocol to prove that multi-Pedersen commitments are commitments
of bits, while Chapter 8 is the definitive protocol which achieves logarithmic proof size.

Chapter 9 presents the K-selection proof protocol which allows to prove in a zero-knowledge fashion that
multi-Pedersen commitments satisfy the selection limit, that is the number of options selected by a voter inside the
commitment is within a certain range.

Chapter 10 presents a protocol that allows performing Partial Opening, which is, given a multi-Pedersen
commitment of selections, proving that one of the selections of the voter inside the commitment is equal to a
specific value.

We provide for all protocols, their respective complexity as well as a formal security proof.

Finally, in Chapter 11 we present briefly how we implement all the different protocols presented earlier using
Python and we show how well our protocols perform in practice.
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Chapter 1

ElectionGuard

ElectionGuard is an open-source SDK developed for secure voting by Microsoft.
According to their website: "ElectionGuard is an open source software development kit (SDK) that makes voting
more secure, transparent and accessible. It is designed for election system vendors to incorporate end-to-end
verifiability into their systems and any interested organization to perform and publish post-election audits." [21]

ElectionGuard incorporates cryptographic techniques to enable secure and private voting.
Some of the main key features of ElectionGuard are :

e (i) End-to-End Encryption : ElectionGuard employs homomorphic encryption techniques to safeguard
the privacy and integrity of a voter’s ballot throughout the entire election process, including the tallying
stage.

¢ (ii) End-to-End Verifiability : ElectionGuard allows voters to independently verify that their vote has
been accurately recorded and included in the final tally, while still maintaining ballot secrecy by providing
them with a receipt after casting their vote.

o (iii) Risk Limiting Audits : ElectionGuard allows election authorities to conduct risk-limiting audits,
which involve sampling a subset of the ballots to ensure the accuracy and integrity of the election outcome
through statistical techniques.

We will mainly focus in this master thesis on Risk Limiting Audits and in particular we will see cryptographic
techniques that allow to conduct more data efficient audits.

1.1 Contest

A contest in the context ElectionGuard is defined as a set of options (for example candidates) that can be
checked by the voter together with a selection limit. [14]

1.2 Ballot

A clear form ballot in ElectionGuard is the plaintext representation of a voter’s selections.
For one contest, a ballot is represented by a sequence of bits (0 or 1). The i-th bit in the ballot indicates whether
or not the i-th option has been selected for not.[20]

Given one contest with a set of [ options we can thus represent a ballot mathematically as v = (vy,...,v;),

. fori e {1,...,1}.
0 otherwise

. 1 if option ¢ is selected
with v; :=
For example, a plaintext ballot could have the form v = (0, 1,0,0, 1,0) indicating that the voter has selected
the second and the fifth options in a contest with 6 options, while he did not choose the first, the third, the fourth
and the sixth options.
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1.3 Selection Limit

As mentioned previously in every contest there is a certain selection limit that is defined.

In a contest, the selection limit is the number of selections that a voter is allowed to choose.
In most classical contests it is set to 1 as the voter can vote for at most one candidate but in some elections, it is not
uncommon to have larger selection limits and the voter can for example vote for his three preferred candidates.[15]

More formally, given a contest with a set of [ options, assume a ballot has the form v = (v1,...,v;), with
v; € {0,1} for i € {1,...,1}. Then, generally, the selection limit is defined as a natural number K € N such that at
most K options among the [ are selected that is < 1!, v >= Zfi:l v; < K.
However, to be more general we can consider a lower bound Min € N and an upper bound Max € N such that the
number of selections is between those two bounds, i.e. 23:1 vj € [Min, Max]

1.4 Use cases

To this point, ElectionGuard has been deployed in two pilot elections: a system developed by VotingWorks
used a ballot-marking device coupled with a printer in Fulton, Wisconsin in February 2020, and Hart InterCivic’s
Verity precinct scanner used ElectionGuard in Preston, Idaho in their November 2022 general election. In this
election, ElectionGuard was introduced as a pilot and was used by 109 participants without any problem. [10]

ElectionGuard is designed to support enhanced risk-limiting audits. In some use cases, it is employed with a
ballot marking device with very little memory. It is thus crucial to reduce the amount of data generated by the
device for each vote.
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Chapter 2

Risk Limiting Audit

2.1 Concept

Risk Limiting Audit (often abbreviated RLA) is a statistical method to check the result of an election. It
generally involves the sampling of cast votes and manual recount for these votes to determine the confidence level
in the outcome of the election.

The goal of Risk Limiting Audits is not to deliver a 100% guarantee that the result of the election is correct
but to detect with high probability if the result is wrong. Verifying with a 100% guarantee the outcome of an
election would take too much time and be too costly, while RLA offers an efficient and sufficiently accurate (but
not perfect) way to check the election’s results. It can provide a very high level of confidence that the election
results are accurate.

The size of the sample used in the Risk Limiting Audit depends on the margin of victory (the difference in the
number of votes between the candidate that received the most votes and the one that received the second-most
votes) for the election and the level of confidence desired. An election with a smaller margin of victory will require
more samples of cast ballots to obtain the same confidence in an election than an election with a larger margin of
victory.

The confidence level in the result of the election computed will determine if a full recount of the ballots is
required or not. If the confidence level is high, the audit can be concluded. However, if the confidence level is too
low, under some predefined threshold, a full manual recount is necessary.

The purpose of Risk Limiting Audit is thus to detect cheating and intentional modifications of ballots as well as
bugs in the vote’s scanner, in some software used or in any other technology used in the election.

2.2 RLA with multi-Pedersen commitments

In ElectionGuard Risk Limiting Audits use ElGamal ciphertexts of the form (¢", h"g"), with one ciphertext for
each selection in a ballot. Subsequently, one ballot with | options requires [ group elements.
The associated zero-knowledge arguments size to prove that a ballot is valid scale linearly with the number of
selections and the number of votes.

In practice, it is possible to conduct Risk Limiting Audit using multi-Pedersen commitments. This practice
allows for the use of a single group element per ballot and zero-knowledge arguments that scales logarithmically
with the number of selections and votes (and thus more data efficient) as we shall see in this paper.

To conduct an audit with multi-Pedersen votes commitments, we will ask each voter j to commit on his selections
, , €) €
vgj ), e ,vl(j ) ¢ {0, 1} through the multi-Pedersen commitment V; = h? gfl .. ‘glvl , where «; is the randomness

used to have a perfectly hiding commitment that preserves the privacy and anonymity of the voter.

Then to conduct the RLA we will select a sample of these V;. The size of the sample will be determined based
on statistical principles and the level of confidence wanted for the audit.

Then, there exist several approaches which we will not present here, that perform statistical methods on the
commitments {V;} to check the veracity of the result of the election.
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In order to be able to conduct the audit we need to be assured that the commitments {V;} are commitments
over valid votes ballots.
A ballot of votes (vy,...,v;) is considered to be valid if it satisfies the two followings properties :

e (i) 0-1 Property : all selections inside the votes ballot are bits, i.e. v; € {0,1} Vi € {1,...,1},
o (ii) Selection Limit : at most K selections are chosen inside the ballot, i.e. Zi‘:l v; <K

We thus want, given a commitment V' = h7g{* ... g, of a ballot of votes of the form (vq,...,v;), to be able to
prove that the ballot of votes is valid by showing that v; € {0,1} Vi € {1,...,{} and 22:1 v < K.

However, we would like to do it in a way that preserves the privacy and anonymity of the user. So we would like to
prove the two above properties without sending in clear the plaintext ballots (i.e. the values (v1,...,v;)) or even
the number of selections made by a certain voter (22:1 v;).

In particular, we want to prove that the plaintext ballot inside the commitment satisfies the 0-1 Property and
the Selection Limit but not leak any other information on the committed ballot of votes.

This motivates the design of the zero-knowledge protocols in this master thesis. We have one zero-knowledge
protocol to prove the 0-1 Property and another one to prove the Selection Limit.

2.3 Partial Opening

One thing that is useful in an election audit is to be able to perform the full opening and the partial opening of
the commitments in order to be able to recount manually some of the votes.
We explain in this section briefly and roughly the concept of commitments, multi-commitments, opening and partial
opening.

If you are not familiar with the concept of commitments and opening, a commitment can be seen as a
locked box that you send to someone with something that you put inside the box which he cannot see and you
cannot change. However, the box has a special key which you can be sent later on to open the box and see its content.

In our case, the locked box is V' = h7g;" ... g," and it contains inside the plaintext ballot (vy,...,v;).
One possible way to open the commitment is to send the randomness v to someone who already has V', who can
then get the plaintext votes by looking for the bits (v, ...,v;) such that g;* ...g" = V/h7.

In our case, the commitment V' is a multi-commitment that, continuing our analogy, can be seen as a locked
box which contains several items (the different selections {v;}) instead of one item and we can send the key to
extract just one item of the box and not the whole content of the box.

It is useful, in order to conduct Risk Limiting Audit, to perform a partial opening that is getting only one of
the values contained in the multi-commitment, which corresponds in our case to get one of the selection vy for
some given k € {1,...,1}, while the other selections v; remain unknown for i # k.

This motivates the last protocol developed in this paper which allows to perform partial opening on commitments
of the form V = h7g{* ... g".
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Chapter 3

Theoretical Background

3.1 Discrete Log Relation

Given a PPT adversary A, a security parameter A > 1 and n > 2 let’s define the experiment DLogR 4()\) as
follows :

DL()gRA()\)

(i) Pick group G <« Setup(1*) of order gq.
(ii) Pick uniformly at random generatorsgy, ..., g, from G and send g1, ..., g, to A.
(i) A(g1,...,gn) outputs ai,...,a, € Z,.

(iv) Define the outcome of the experiment : DLogR4(X) := 1 iif Ji: a; ZOA [, g =

;o — L

The Discrete Log Relation assumption is that ¥ A PPT and ¥n > 2, there exists a negligible function () such
that
P[DLogRA() = 1] < e(A)

, where the probability is taken over the random coins used in A as well as the random coins used in the experiment
DLogR (M) (to pick G and ¢1,...,gn).

The Discrete Log Relation assumption will be very useful when we will do the security proofs of our protocols
and in particular when we will do the witness-extended emulation proof.

3.2 Schwartz-Zippel Lemma

3.2.1 Lemma

Let F be a field and S C F, |S| < +o00. Let f(x1,...,2,) be a polynomial of total degree d > 0 different
from the zero polynomial. Then, if ry,...,r, are picked independently uniformly at random in S, we have
P[f(rla"'alrn) = O} S %‘

3.2.2 Particular case

We have presented for fun the general version of the Swchartz-Zippel lemma but in fact, we will be only
interested in this paper in a particular case of the Swhartz-Zippel lemma where F =7Z,, S = F and n = 1.
In this case, the Swchartz-Zippel lemma becomes:
Let f(x) be a polynomial of degree d > 0 different from the zero polynomial. Then, if 7 is picked uniformly at

random in Z,, we have P [f(r) = 0] < \del = %,

In this particular case of the Lemma, the proof is straightforward:
PROOF : In a field, every polynomial of degree d has at most d roots. Let’s denote the (distinct) roots of f as
{acj}?:l, with k < d. If r satisfies f(r) = 0, by definition it is a root of f, i.e. r = x; for some i € {1,...,k}. Since

10
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r is picked uniformly at random in Z,, P[r = z;] = - = % Vied{l,..., k}.
Then, we have P[f(r)=0] = Pr=xVr=xzoV...Vr=x] = Zle Plr=u] = % < g, which thereby
concludes the proof.

3.2.3 Application

We have used the Schwartz-Zippel lemma in order to design our protocols. It is very interesting conceptually,
especially in order to combine verification equations.
In particular, in our protocols, we will often want at some point that a certain system of verification equations

of the following form hold: ej(z1,...,2,) = ea(z1,...,24) = ... = eq(z1,...,2,) = 0 (with d some fixed
number independent of p), then instead of checking all these d equations separately we can check them all in
once in one verification equation by picking r uniformly at random and checking instead of e;(z1,...,z,) =0
Vi € {1,...,n} check whether the equation ZZ:I ex(z1,...,,)r* = 0 hold or equivalently f(r) = 0, with
flz) = ZZ=1 ex(z1,...,7,)x" a polynomial of degree d.

Indeed, either the verification equations ey (z1,...,2,) = 0 hold for all k € {1,...,d} and f(z) is the zero
polynomial and the verification equation f(r) = 0 pass. Or the verification equations eg(z1,...,2,) = 0 does not

hold for some k € {1,...,d} but then f(x) is not the zero polynomial and we can apply the Schwartz-Zippel lemma
to say the probability that the verification equation f(r) = 0 passed is negligible (less than %, which is negligible)
since r is picked uniformly at random in Z,.

3.3 Zero-Knowledge Arguments

In this section, we first describe intuitively the concept of zero-knowledge arguments as well as the key properties
defining it. We then give a more formal definition of the zero-knowledge argument. Finally, we speak about the
different efficiency criteria to evaluate zero-knowledge arguments’ practical performance.

3.3.1 Intuitive Description

A zero-knowledge argument of knowledge designs a protocol between two parties in which the first party called
the prover (denoted P) proves to the second party called the verifier (denoted V) that a statement is true without
leaking any knowledge beyond the truth of the statement. In many cases and it will be the case for all the protocols
designed here, we not only require that the prover convinces the verifier that a statement is true but we also ask
that the prover actually knows a witness which shows that the statement is true. More precisely, we require that if
the prover manages to prove to the verifier that a statement is true, then he must necessarily know the witness
that proves that the statement is actually true, or at least almost necessarily in a sense that will be formalized later on.

An argument protocol can be described very roughly as a sequence of queries done by the prover and the verifier
that ends up with the verifier outputting either 1 (meaning that the verifier accepts the proof, i.e. he is convinced
by the prover that the statement is true) or 0 (meaning that the verifier rejects the proof).

The correctness and the security of a zero-knowledge argument protocol are based on the three followings
properties :

e (i) Computational Witness Extended Emulation : if at the end of the protocol, the verifier accepts the
proof, then we know that except with negligible probability that the prover knows a valid witness satisfying
the relation even if the prover is dishonest (does not follow the protocol).

o (ii) Honest-Verifier Zero-Knowledge : under the assumption that the prover is honest and the verifier
is honest-but-curious (he follows the protocol but tries to learn what he can), the verifier does not learn
anything about the prover’s witness.

e (iii) Completeness : Assuming P follows honestly the protocol knowing a witness that satisfies the given
statement, then the verifier always accepts the proof.

These three key concepts are also defined formally in the subsection below.
If the protocol satisfies properties (i) and (ii) we call it an argument of knowledge. If in addition, it satisfies

property (iii) and all challenges are uniformly distributed independently of the prover’s messages we call it a perfect
special honest-verifier zero-knowledge argument of knowledge.

11
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3.3.2 Formal Description
Let (Setup, P, V) be a triple of PPT algorithms, with :
o (i) Setup : generate the Common Reference String (C.R.S.),
o (ii) P : prover’s algorithm,
o (iii) V : verifier’s algorithm.

We denote tr << P(z), V(y) >, as the transcript resulting from the interaction between the prover and the verifier
on inputs = and y respectively.
We write : < P(z),V(y) >= b depending on whether the verifier accepts the proof, b = 0, or rejects it, b = 1.

In addition, let R C {0,1}* x {0,1}* x {0,1}* be a polynomial time decidable ternary relation.
Given the C.R.S. ¢ and the statement u, we say w is a witness for relation R if (o, u,w) € R.

The triple (Setup, P, V) is an argument of knowledge for the relation R if it has the Perfect Completeness and
the Computational Witness Extended Emulation properties defined below.

The triple (Setup, P, V) is a Perfect Special Honest-Verifier Zero-Knowledge argument of knowledge for the
relation R if it is a public coin argument that satisfies the Perfect Special Honest- Verifier Zero-Knowledge property
as we will define below.

3.3.3 Perfect Completeness
The triple (Setup, P, V) has the Perfect Completeness property if for all non uniform adversary A, we have :

P(o,u,w) ¢ RV < P(o,u,w),V(o,u) >=1|o + Setup(1*), (u, w) Alo)] = 1.

The definition may seem a bit intricate for an uninformed reader but in fact, it is very intuitive. The definition
simply puts in mathematical terms the following idea: no matter what choice of statement with the associated
witness an adversary makes, we have either that the witness is not a valid witness, (o,u,w) € R), or it is a
valid witness and then the interaction between the prover and the verifier results in an accepting conversation
(< P(o,u,w),V(o,u) >=1).

In practice we will show : P [< P(0,u,w),V(o,u) >= 1|0 + Setup(1*), (u, w) < A(0), (o,u,w) € R] = 1,
which implies Perfect Completeness in all the proofs below. If you want more detail, here is formally why this is
true:

P [(o,u,w) ¢ RV < P(o,u,w),V(o,u) >= 1| + Setup(1*), (u,w) + A(c)] =
P[(o,u,w) ¢ RV < P(o,u,w),V(0,u) >= 1|o + Setup(1*), (u,w) + A(0), (0, u,w) ¢ R] xP [(o,u,w) ¢ R]+

=1 since (o, u,w) ¢ R

P (o u,w) ¢ RV < P(o,u,w),V(o,u) >=1|o + Setup(1Y), (u,w) « A(0), (o, u,w) € R| xP[(o,u,w) € R] =

=1 as we have assumed

Pl(o,u,w) ¢ R|+ P[(o,u,w) € R] = 1.

3.3.4 Computational Witness Extended Emulation

The triple (Setup, P,V) has Computational Witness Extended Emulation if for all deterministic polynomial
time P*, there exists an expected polynomial time emulator £ such that for all interactive adversaries A, there
exists a negligible function p(A) such that :

o+ Setup(1*), A(tr) =1, o < Setup(1?),
P | A(tr) =1|(u,s) « A(o), - P (tr is accepting = | (u,s) < A(0), < p(N)
tr < (P*(o,u,s),V(o,u)) (o,u,w) € R) tr  EPT(@us) VW) (5 )

, where (P*(o,u,s),V(o,u)) is the oracle called by £ which permits rewinding to a specific point and resuming
with fresh randomness for the verifier from this point onwards.

12
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In the definition, s is to be interpreted as the state of P* including the randomness. So, whenever P* is able to
make a convincing argument when in state s, £ can extract a witness.

Once again the definition may likely seem very intricate for uninformed readers but in fact, it is more or less
intuitive. The definition simply puts in mathematical terms the following idea: no matter what choice of statement
an adversary makes, if at the interaction between any dishonest prover (he can not at all follow the protocol, this
is why we put P* instead of P) and an honest verifier ends up in an accepting transcript, then it must be the
case that P knows the witness. We express the fact that P know the witness in the above by saying that we can
construct an emulator producing a transcript indistinguishable from the true transcript but also with a witness.

3.3.5 Public Coin

An argument (Setup,P,V) is called public coin if the verifier chooses his message uniformly at random and
independently of the messages sent by the prover, i.e. The challenges correspond to the verifier’s randomness p.

3.3.6 Perfect Special Honest-Verifier Zero-Knowledge

A public coin argument of knowledge (Setup, P, V) has Perfect Special Honest-Verifier Zero-Knowledge property
(SHVZK) for relation R if there exists a probabilistic polynomial time simulator S such that for all interactive
adversaries A we have :

o < Setup(1*), o < Setup(1*),
P |(o,u,w) € RANA(tr) =1](u,w,p) + A(o), =P |(o,u,w) € RANA(tr) =1| (u,w, p) < A(o),
tT — <P(O’,U7UJ), V(0'>U7P)> t?" < S(O’, u, p)

The intuitive idea behind the definition of SHVZK is that no matter the choice of statement and witness (u, w),
as long as (o, u,w) € R, then the transcript of the interaction between the prover and the verifier when run on
input (o, u,w) and (o, u, p) respectively does not leak any information about the witness w. We express the fact
that the transcript does not leak any information about the witness by saying that the transcript could have been
produced without any knowledge about the witness. We formalize this as the existence of a simulator that runs in
polynomial time and produces on input (o, u, p) (and not w !) a transcript ¢r that is indistinguishable from the
true transcript resulting from a real interaction between P and V.

o + Setup(1?), o + Setup(1?),
To simplify the notation in what follows, let Cy := | (u, w, p) + A(0), and Cy := | (u,w, p) + A(o),]|.
tr < (P(o,u,w),V(o,u,p)) tr < S(o,u,p)

In practice instead of showing P [(o,u, w) € RA A(tr) = 1|Cy] = P[(o,u,w) € RA A(tr) = 1| Cs] we will show
: P[A(tr) =1|C1] = P[A(tr) = 1| Cy] (1),
which implies Perfect Special Honest- Verifier Zero-Knowledge in all the proofs below. If you want more details,
here is formally why this is true:

Pl(o,u,w) € RANA(tr) =1|Ci] = P[(o,u,w) € RAA(tr) =1]|C4, (o,u,w) € R| P[(o,u,w) € R+
Pl(o,u,w) € RANA(tr) =1|Ch, (o,u,w) ¢ R P[(o,u,w) ¢ R] (2).

Now, the first term P [(o, u,w) € RA A(tr) = 1| Cy, (0, u,w) € R]isequal to P [A(tr) = 1|C;1] = P[A(tr) = 1| Cy]
by (1). And we can write it back as P [(o,u,w) € RA A(tr) = 1| Cq, (0,u,w) € R].
The second term P [(o,u,w) € RA A(tr) = 1| Ch, (0,u,w) ¢ R] is equal to 0 and so is
Pl(o,u,w) € RANA(tr) =1|Cy, (0,u,w) ¢ R] so the term are equal.

Now we can substitute the two expressions we just found in (2) to obtain P [(o,u,w) € RAA(tr) =1|Cy] =

Pl(o,u,w) € RAA(tr) =1|Cs, (0,u,w) € R] P[(0,u,w) € R] +
Pl(o,u,w) € RANA(tr) =1]|Cs, (o,u,w) ¢ R P[(o,u,w) ¢ R] = P[(o,u,w) € RAA(tr) =1|C3].

3.3.7 Efficiency Criteria

The different efficiency criteria we will consider to analyse zero-knowledge arguments performances are the
followings:

13



3.4. FORKING LEMMA CHAPTER 3. THEORETICAL BACKGROUND

¢ The number of communications from the Prover P to V in the protocol.

¢ The number of bases for any exponentiation performed in the protocol by P or V.
¢ The number of group exponentiations performed by P and V.

¢ The number of multiplications in G performed by P and V.

o The number of multiplications in Z, performed by P and V.

The number of communications is an important criterion from a data efficiency point of view as it will indicate in
the end the size of the proof that we will need to store and/or communicate.

The number of multiplications and exponentiations are also important criteria from a time efficiency point of
view as they will be the major indicators of the time required to generate and verify one proof.

3.4 Forking Lemma

Suppose that we have a (2 + 1)-move public-coin argument with p challenges, x1,...,x, in sequence. Let
x; > 1 for i € [1, u]. We define the (nq,...,n,)-tree of accepting transcripts as follows.
Consider N := []/_, n; accepting transcripts with challenges in the following tree format. The tree has depth p
and N leaves. The root of the tree is labelled with the statement. Each node of depth ¢ < p has exactly n; children,
each labelled with a distinct value of the i-th challenge z;.

Theorem :
Let (Setup, P, V) be a (2u + 1)-move, public coin interactive protocol. Let x be a witness extraction algorithm that
succeeds with probability 1 — p(X) for some negligible function p(X) in extracting a witness from an (nq,...,n,)-tree

of accepting transcripts in probabilistic polynomial time. Assume that [[!_, n; is bounded above by a polynomial in
the security parameter A. Then (Setup, P, V) has witness-extended emulation.

We will use the Forking Lemma to prove Computational Witness Extended Emulation. If we have a (2u+1)—move
public-coin argument with p challenges x1,...,x, we can simply extract the witness by considering a tree with one
level for each challenge and n; children for each node of depth ¢ € [1, u] representing each a different value for the
i-th challenge z;.

This will be clearer when we will make the Computational Witness Extended Emulation proofs later on.

3.5 Schnorr’s Protocol

The Schnorr’s Protocol is a protocol that allows a prover P to prove in a zero-knowledge fashion that he knows
the witness x for the following relation :

Ry={(9,h € Gz € Zy) : g° = h}.

We present first this protocol because it is simple and allows us to introduce the basics of zero-knowledge protocols
and associated security proofs. The proof techniques used for the more complex protocols developed later on will
use the same principles even though they will be longer.

To make the link with the previous definition we gave of the ternary relation, for the Schnorr’s protocol the
C.R.S. is 0 := g, the statement is: u := h and the witness is w := z.
The witness w = a is a valid witness for relation Ry if (o, u, w) € R4 or equivalently if :

(g,h,x) € {(ga h,l‘) tgt = h}

3.5.1 Protocol

We first give a formal written description of the protocol and then a diagram to see more visually the exchanges
in the protocol.

14
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Schnorr’s Protocol

- Input : (g,h € G,z € Zp),
e P’sinput : (g,h,z),

e V’sinput : (g,h).

Output : V accepts or rejects the proof.

- step 1 : P picks uniformly at random a blinding vector s in Z, and computes S = g°.
- step 2 : P sends S to V.

- step 3 : V picks a challenge y uniformly at random in Z,,.

- step 4 : V sends y to P.

- step 5 : P computes his answer as : f =z + sy.

- step 6 : P sends f to V.

- step 7 : V accepts the proof if the following verification equation is verified :

g’ = hsv.

3.5.2 Diagram

Schnorr’s Protocol
Prover Verifier
s Zyp
S
Y g Zyp
Yy
fi=x+sy
f
gf ; hSY

3.6 Theorem 1

The Schnorr’s protocol proof system presented in Section 3E for relation Ro has perfect completeness, perfect
special honest-verifier zero-knowledge and computational witness extended emulation.

In the followings subsections, we will show point by point that the Schnorr’s protocol satisfies the definitions
of Perfect Completeness, Perfect Special Honest- Verifier Zero-Knowledge and Computational Witness Extended
Emulation properties for relation Ry.

3.6.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid
witness x € Z,, for the relation Ry = {(g,h € G;x € Zp,) : h = g”}. We prove the interaction between P and V will

15
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result in an accepting conversation.
That is : P [< P(o,u,w),V(o,u) >= 1|0 < Setup(1?), (u,w) < A(c), (o, u,w) € Ro] = 1.

To see this, let’s look at the verification equation that the verifier } checks in the protocol.
It is g/ = hSY. If P follows honestly the protocol : f = x + sy with g® = h. We will thus have g/ = ¢g®Ts¥ =
9% (9°)¥ = hSY. The verification will thus be verified and the conversation will be accepted by V thereby showing
the Perfect Completeness property.

3.6.2 Perfect Special Honest-Verifier Zero-knowledge

To show Perfect Special Honest-Verifier Zero-Knowledge (SHVZK) we build explicitly an efficient simulator that
given the C.R.S. and a statement (0 := g € G and u := h € G respectively) produces indistinguishable transcript
(in the sense that the transcript will have identical distribution) from a transcript resulting from the true interaction
between the prover P and the verifier V. That is :

o <+ Setup(1?), o+ Setup(1*),
P | A(tr) = 1| (u,w, p) + A(o), =P |Alr)=1|(u,w,p) + A(o),
tr < (P(o,u,w),V(o,u, p)) tr < S(o,u, p)

The simulator pseudo-code is as follows :

Schnorr’s Simulator

- Input : (g,h € G),
- Output : transcript identically distributed to a true interaction between P and V.

step 1 : Picks challenge y using V’s randomness.
step 2 : Picks f uniformly at random in Z,,.
step 3 : Computes S = (¢7h=1)" .

- step 4 : Outputs (S;y; f).

The value f produced by an honest prover interacting with an honest verifier will be a random element. Since
y is picked using V’s randomness it will be identically to a real proof with honest V. Finally, the simulated S is
fully defined by equation g/ = hSY. Therefore, the transcripts produced by our simulator defined by the above
pseudo-code will be identically distributed to the transcript resulting from a true interaction between an honest
prover P and an honest verifier V. In addition, the simulator only does simple arithmetic operations and is thus
efficient, thereby showing Perfect Special Honest- Verifier Zero-Knowledge.

3.6.3 Computational Witness Extended-Emulation

To show Computational Witness Extended-Emulation, we build an efficient extractor x that given a polynomial
number of NS¢hnorm — 9 transcripts with 2 different values of challenge 4 : y1,y2 of an interaction between the
prover P and the verifier V resulting in an accepting conversation for a statement h extracts a valid witness « for
the relation Ry = {(g,h € G;z € Zp) : h = g"}.

This allows to use the Forking Lemma (3.4) to show the computational witness extended emulation property (3.3.4).

Since both conversations are accepting we have gfs = hS¥ i € {1,2}.
The idea now will simply be to do linear combinations in the exponent of the two equations. We will multiply each
equation ¢ € {1,2} by some coeflicient v; in the exponent.

Consider coefficients vy, v» € Z, and linear combination: [[;_, [¢/1]" = [];-, [hS¥]" < gE@-=1 T = R0 Vi §D i Vi1,
Defining vy, v by: 22221 v; =1 and 23:1 v;y; = 0 leads to h = ¢* for x = Z?Zl v; fi, which is thus a valid witness.

Using the Forking Lemma presented in section 3.4 this implies computational witness extended-emulation
property (3.3.4), which concludes the proof.
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If you want more details on why we can apply here the Forking Lemma here are the explanations.
The Schnorr’s protocol is in 3 moves and has one challenge 1 = y, hence the parameter p in the statement of the
Forking Lemma is equal to 1. The corresponding tree of accepting transcripts has a depth equal to p =1 and is
just composed of the root connected to two leaves (hence n; = 2) associated with the two different values of the
challenge y: y1,yo.
Therefore the total number of nodes in the tree is N = [/ n; =my , which is clearly bounded
above by a polynomial in the parameter A (the constant polynomial 2 for example). In addition, x is a polynomial

=9 = NSchnorr

time algorithm since computing the v; amounts to solving a system of linear equations in Z,, : [yll yf] [Zl] = E)] ,
2

which can be done efficiently and = = Z?Zl v; fi, which is a polynomial time computation. Finally, x succeeds
except with negligible probability, which allows using the Forking Lemma, because it only fails when we cannot
Y1 Y2
1 1
zero (the linear system of equations has no solution then) that is when y; = ys, which happens only with negligible
probability (1/p) since y; and y» are picked uniformly at random in Z,,.

compute vy, Vo, which occurs only when the determinant of the matrix [ ] is 0, or equivalently when y; — ¥ is
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RLA Optimization with ElectionGuard

Chapter 4

Notations

In this section, we introduce some of the notations that will be used throughout this paper.

We denote G as the cyclic group of prime order p, while Z,, = {0,1,...,p—1} denote the ring of integers modulo
p. Given a natural number n > 1, Z; and G" denote the n-dimensional vector spaces over Z and G respectively.

Group elements and thus commitments are represented by capitalized letters, while blinding terms are represented
by Greek letters, for example, S = h7g}* ... g;" € G is a multi-Pedersen commitment over the values v1,...,v; with
blinding factor a.

Bold font letters are used for vector elements, for instance, a = (ay, ..., a,) € F™ is an n-dimensional vector
with elements (aq,...,a,) € F. We denote also sometimes alternatively a by (aj )i
Given a = (aq, ..., an) € F™, we denote ay . ..a, as the product of all elements of the vector a : H?Zl a;
Given a scalar ¢ € Zy and a vector a = (a1,...,a,) € Zj, we denote c- a as the vector (c-a;)j_;.

Given a = (a1,...,a,) € F* and b = (b1,...,b,) € F", a o b denotes the element-wise product of the two
vectors (also sometimes called Hadamard product): (a; - b)) ;.
We denote the dot-product between the two vectors a and b as: <a,b >= Z?:l a; - b;.
b bj
aP is a shortcut notation for the product [ =105
On the other hand, given ¢ € Z, and n a natural number, we denote c” as the vector containing the first n

powers of ¢, i.e. '
c" = (. ) = (YR,

Finally, assume a = (a1, ..., a,) € F" is an n-dimensional vector and b = (by, ..., by, ) € F™ is an m-dimensional
vector. Then, (a||b) denotes the (n + m)-dimensional vector :

(a||b) = (a1, ...,an,b1,...,by,) € F*T™

- For instance: using our notation, with a(j) = (aL[l],...,aL[m]),ag) = (ar[l],...,ar[m]) € Z;" and
gg) = (gg)[l], e 7gg)[ D, gg) = (gg)[ 1], ...,gg)[ 1) € G™, for j € {1,...,1}, then the expression for the multi-
Pedersen commitment you can find in Chapter 7:

a® NQ al® a
A= h%g1 L )(h1®r ... hy"R)

stands for :

I m
H H gJ (J) [’L} H H hJ a@ Dy e
j=1i

j=1li=1

, which is a single group element..
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Chapter 5

Goals

This thesis is dedicated to the design of zero-knowledge arguments for each of the following relations:

R1 = {(gl,...,gl,hGG,V: (Vl,...,Vm) EGm;
(v§1)7"'7U£m))7'"a(vl(l)a"'avl(m))77 = (PYlﬂ"'ame) € Z;n) :
@)

) .
Vi=high g AP e (0,13, Vi € [1,1],4 € [1,m]}
R2E{(gl,...,gl,hGG,V:(Vl,...,vm)GGm,TLGN;
(vgl),...,vyn)),...,(vl(l),...,vl(m)),'y:(71,...,7,”)GZZT):
IR BN R
Vi =hvgt gt A wvi€[0,2" —1]|}
i=1
RSE{(h‘vglw-wgl€G7j6{17~--7l}abe{Oal}avEG;’VEZP7(U17---aUl)EZL_I):
V=n"gi"...9" Nvj =0}

¢ Relation Ry formalizes in mathematical terms the notion that a batch of votes commitments satisfies the 0-1
Property, that is as explained in chapter 2, the property that each of the votes on which we commit in the
batch contains only values that are either a 0 or a 1.

¢ Relation Ry formalizes in mathematical terms the notion that a batch of votes commitments satisfies the
min-max K-selection Property which is, as explained in chapter 2, the property that each ballot of votes
on which we commit in the batch contains at least a certain minimum of ones (selections) and at most some
maximum of ones (selections).

¢ Relation Rj3 allows doing a Partial Opening as explained in chapter 2. In a partial opening, the prover
will send one selection of the ballot to the verifier (b € {0,1}. The verifier verifies that the value b sent by
the prover is indeed the one on which he had committed previously in the multi-commitment (V). The
verification is formalized through relation Rs.

In several cases the amount of data required by the zero-knowledge proofs associated with the audit trials can
be a limiting factor to conduct Risk Limiting Audits.
We want to be able to construct protocols for each of the three relations presented above that generate compact
proofs. In particular, we want the proofs to have a logarithmic size.
For this, we will some of the building blocks presented in the next which allow having proofs of logarithmic size
with respect to the witness size.
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Chapter 6

Building Blocks

In this section, we describe the main building blocks we used in order to construct later on our cryptographic
zero-knowledge protocols.

6.1 Extended-Schnorr Argument

In this section, we present a simple argument that allows a prover P to prove to a verifier V efficiently
(logarithmic complexity) that he knows a witness a for the following relation without the zero-knowledge property :

Ry={(geG",PcGiacZ,): P=g}.
Throughout this section, we assume without loss of generality, that n is a power of 2 like in the "Bulletproofs"
paper [4] to make things simpler (we can simply pad the input to make n a power of 2, for example, if it is not the
case). This paper is made to be more didactic, so we chose to put this protocol here because it is of "intermediate
difficulty" between the basic Schnorr’s protocol and the later protocols which will be more complex. In addition, it
will be used as a sub-protocol in several of the protocols presented later.

For the Extended-Schnorr Argument, the C.R.S. is ¢ := g, the statement is u := P and the witness is w := a.

We chose to give the protocol the name of "Extended-Schnorr" argument even if it is not very accurate because
the Schnorr’s Protocol has the zero-knowledge property, contrary to this protocol as we will see.

6.1.1 Protocol

The protocol below is greatly inspired as a lot of the protocols in this paper by the paper "Bulletproofs" [4] and
in particular their inner product argument which we will also present in this paper. We use the same notations and
presentations as in the "Bulletproofs" protocol.

We give a formal written description of the protocol and then a diagram to see visually all the exchanges in the
protocol.
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Extended-Schnorr Argument Protocol

- Input : (g€ G", P € G;acZy)

e P’sinput : (g, P,a),

o V’sinput: (g, P).
- Output : V accepts or rejects the proof.

-step0:Ifn=1: P sends atoV. V accepts the proof if P = g?, V rejects it otherwise.
else : go to step 1.

- step 1 : P computes :

e ' =n/2
_ 2]

e L= g[n’:] ’

. R = ga[n/:]

] -

-step 2: PsendstoV: L,R.

- step 3 : V picks x uniformly at random in Zj.
-step 4 : VsendstoP: x.

- step 5 : P and V both compute :

. g/ = g:[cn,:} f¢) gfc;}] c Gn’,
e« P .=L"PR* " cG.

- step 6 : P computes : a’ ;= aj, x4 a, T € Z;‘l.
- step 7 : Recursively run the proof (i.e. go back to step 0) on input :

(g €G",P' €Gia eZl).

The "Extended-Schnorr Argument" is a recursive protocol. At each recursion step it reduces the difficulty of the
argument to a simpler argument by reducing the dimension n by a factor 2 to n’ = n/2.
The recursion ends up when the dimension n is equal to 1. In this case, the argument is easy and is of constant
size by simply asking the prover P to send in clear a € Z, (a is not written with bold letters since it is simply a
scalar for n = 1) to the verifier V and asking the verifier to check whether P = ¢°.

Notice that since a is sent in clear the "Extended-Schnorr Argument" protocol does not have the perfect special
honest-verifier zero-knowledge property.
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6.1.2 Diagram

Extended-Schnorr’s Protocol
Prover Verifier
n' :=n/2 n' :=n/2
2]
L:= g[n’:]
o In’d]
R = 8(n]
L,R
m(in
T
/ 21 a5 / z—1 ]
g = 8n’] © 8n/ g = 8[n/] © 8n/
/ 22 z 2 / z2 z 2
P =L" PR P :=L" PR
a = ALp/] T+ A - !
(n" =1) (n'=1)
i
a
g/a/ ; P/

6.1.3 Complexity

The "Extended-Schnorr" argument has the following complexities :
o # Communications : 2/oga(n) + 1 elements :

— L and R at each of the loga(n) rounds : 2logs(n) elements in G

— a at the last round : 1 element in Z,
e # Bases : n bases :

—gcGn
o # Exponentiations in G:

— Prover : 4n + 2logz(n) — 4 exponentiations in G

— Verifier : 2n + 2logs(n) — 1 exponentiations in G
« # Exponentiations in Z,

— Prover: 3logs(n) exponentiations in Z,

— Verifier: 3logs(n) exponentiations in Z,

Table 6.1 shows the complexity to compute each element for one round of the protocol otherwise specified

by only once which means that the element is computed only once. At the first round, n’ = % and n' is
L

successively divided by 2 at each following round. Using the geometric formula Tt = L_l_l, we obtain

r—1
i=0
loga(n)—1 gloga(n)—1+1_1
5+4+...+2+1= Y 2'=2—55—— =n—1. This formula allows us to compute the total
i=0

number of exponentiations for all the rounds.
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e # Multiplications in G :

— Prover : 3n — 3 multiplications :
% (n — 1) — loga(n) multiplications for each of L, R : 2n — 2loga(n) — 2
x g1 n — 1 multiplications
x P’: 2logs(n) multiplications

— Verifier : n + 2logz(n) — 1 multiplications :
* g't n — 1 multiplications
x P’: 2logs(n) multiplications

e # Multiplications in Z, :

— Prover : 2n — 2 multiplications for a’

— Verifier : 0 multiplication

Prover Verifier

# Expin G #ExpinZ, | # Expin G # Exp in Z,
L n’ n’
R n’ n’
z T 1 1
2 1 1
x? 1 1
g’ 2n’ 2n’
P’ 2 2
Verif Eq 1 (only once)
TOTAL || 4n+ 2logz(n) —4 | 3loga(n) 2n + 2logz2(n) — 1 | 3loga(n)

Table 6.1: Complexity of Extended-Schnorr’s Protocol

6.2 Theorem 2

The "Extended-Schnorr" argument presented in section 6A for relation R4 has perfect completeness and
computational witness extended-emulation for either extracting a nontrivial discrete logarithm relation between g or
extracting a valid witness a.

In the followings subsections, we will show point by point that the "Extended-Schnorr" protocol satisfies the
definitions of Perfect Completeness, Perfect Special Honest- Verifier Zero-Knowledge and Computational Witness
Extended Emulation for relation Ry.

6.2.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid
witness a € Zj for the relation Ry = {(g € G", P € G;a € Zy) : P = g®}. We prove the interaction between P
and V will result in an accepting conversation.

That is : P [< P(o,u,w),V(o,u) >= 1|o + Setup(1*), (u,w) + A(0), (0, u,w) € Ry] = 1.

To see this, let’s look at the verification equation that the verifier V checks at every recursion step.
Assume that n = 27 : there is 7 recursive rounds in the protocol until 2+ = 1.

27’
If n = 1, there is no recursive round, the input is (g, P;a) and V accepts the proof as a is a valid witness such
that P = g?.
If n > 1, the recursively computed input at round r is (g, P, ar ) with:
g =81 081, = (81 g 1 T e et g g, )
r r=1liag r=l.a r=1rn 4 r=1py " o Sr=la g =1,
ar_1 z2 ar_1, g T2

[.L

x2 2 n_ g%
- Pr - erprferr = (grfl[z%z] ‘2] )Prfl(grfl[:%] [or] )

=

g

3

n
5T -2
Aar—1 x

a,-_l[i] z;‘i P 27 [H—%] -
1gl‘—1[i+2%] ) T—l(_Hl gr—l[i] )
1=

—
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-1
- AR = al‘*l[L.] c L, + arfl[.L] * Ty
2r T2r
Knowing that ar -z, = (arfl[z%:] szt 4 a 1.5 CTp) Ty = Apo g +ar_1, . - 22 and that
ar @, ' = (A1, T A1 'xr) b =ar 1. 2 +a,_1 ,,, we thus have:
) ] (B [
-1
gaR:gr 1%;]aRzrogr 1 Lr]aRxT
_ ar—l[%:] +ar—1[:2%]‘mi o ar—l[%:]'m;2+ar—1[:2%]
- gl‘fl[z%:] gl‘fl[:%]
ar_1 +ap_1,,, T2 ar_1 a2 ar_1 2 ar—1,_n T tar_1
= (3r+1] (" (g1 5 S lgr=1) [
(8r—15 41 8r—1p e Br=l_a, Br-1x,
o 9 o
ar_1 o tar; x ar_1 x i tap 1
— [ +i] iy Py (& 41" lil
= ([T~ 0y [y )
i=1 i=1
n n n
2T a, z2 2" ar_1 27 ar_1 ~2
— Fi—1p T A 1) Ar—1, r—lrn
- ( gr—l[%Jri] i )( gr—l[?r;ﬂ] 2r c8r— 1y [']) ( gr 1 27 )
i=1 i=1 i=1
L2 P4 R$2
2 -2
= LY P o RY
n a!‘—l . _n__
[3F +i] Ar—1r, _ or—1 Ar—1;; _ a._
P,_; has indeed the form [[Z; gr— g g 1y T =T gy = g™t

- Py=g* (g0 =g,a0 = a)

O On] —
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The verification equation P, = g,.2® is thus always verified at all rounds if P knows a valid witness a and if P
and V follow honestly the protocol, which proofs the Perfect Completeness of the argument.

6.2.2 Computational Witness Extended-Emulation

To show Computational Witness Extended-Emulation, we build recursively an efficient extractor y that given a
polynomial number of NP5 = 37 = 3leg2(n) — 9loga(3)-loga(n) — 9logz(n'?92)) _ l0g2(3) »y 1.8 transcripts with 3
different values of the challenge x : x1, x5, x3 at each recursion step of an interaction between the prover P and

the verifier V resulting in an accepting conversation for a statement P extracts a valid witness a for the relation
Ry={(geG",PeGacZy): P=g}

This allows to use the Forking Lemma (3.4) to show the computational witness extended emulation property (3.3.4).

Assume n is a power of 2, i.e. n =27, 7 € N.
We first prove we can extract a valid witness for 7 = 0 (n = 1) for the relation R4. Then, forn > 1, 7 > 1, we
show that if we can extract a valid witness for n’ = 277!, then we can extract a valid witness for n = 2n’ = 27 for
relation Ry.

If n =1 (7 =0), the soundness is trivially checked since P sends the witness a € Z,, to V which accepts the
proof if it is a valid witness, i.e. if g2 = P. We can "extract" a valid witness: a which P send to us in clear.
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If n =27 > 1 (1 > 1), assume we have an extractor y,_; that can extract a valid witness for n’ = 27! for
relation R4, then we construct from it an extractor x, that can extract a valid witness for n = 2n’ = 27 for relation
Ry.

The extractor works by rewinding the prover as a subroutine with four different values of the challenge x:
T1, 2,23 € Ly, with z; # +x;, i # j.
Using x,_1, we can extract witness a’ such that g = P’ (recall ¢ € G and a € Zp).
Doing this, for all 3 transcripts obtained by rewinding the prover, we obtained 3 witnesses {a’;}3_; such that :

Iaz

gi" " = P/, or equivalently : (g f“, ) © g[ ,]) = L*'PR* " since indeed P’ and g’ are defined as :
« P:=L" PR

. /i T o z!
g = Bjn) ° Bln

We can make linear combinations in the exponents of the three previous equations in the exponents multiplying
each of the equations i by some coefficient v;, with vy, 19,v3 € Z, such that Z?:1 x?ui =0, 2?21 v; = 1 and

3 -2 _
>im1 T vi=0.

In this way, we obtain:

3 vi 3 z; Tl . j vizi-a'; f_ viz] al;
Hi:l [P)z/] = Hi:l |:(g[n/] o an/]) 7’:| g[%;] 1 o) g[:zn:/]_l

eI, [ PR ] = 12Xt p i g Z PR = .

Hence, we can write P = g?, with a := (Z?Zl vix; - als| Z?Zl viz; ' -aly).

In this way x, extracts a valid witness a for relation Ry for n = 27.
Since we can extract a valid witness for n = 1 = 29, this implies that we can extract a valid witness for n = 2 = 21,
Now since we can extract a valid witness for n = 4 = 22 this implies we can extract a valid witness for n = 8§ = 23
and so forth. Hence, by induction, we can extract a valid witness for all 7 > 0, that is for all n power of 2.

Using the Forking Lemma presented in section 3.4 this implies computational witness extended-emulation
property (3.3.4), which concludes the proof.

If you want more details on why we can apply here the Forking Lemma here are the explanations.

The "Extended-Schnorr" protocol is in 27 4+ 1 = 2logz(n) 4 1 moves and has 7 = logz(n) challenges: x1,. .., Zjog,(n)
(one challenge at each recursion round), hence the parameter p in the statement of the Forking Lemma is equal to
7T = loga(n). The corresponding tree of accepting transcripts has a depth equal to u = 7 = loga(n) (the depth of
the tree is the recursion depth), each level of the tree corresponds to a recursion step and each node in the tree is
associated to the three different values of the challenge x; at each level (hence n;, =3 Vi € [1, u]).

Therefore the total number of nodes in the tree is N = [[{_ n, = [[\_, 3 =3+ = NES ~ nl58 which is clearly
bounded above by a polynomial in the parameter A (the polynomial n? for instance). In addition,  is in polynomial
time since computing the {v;}2_; for each node in the tree amounts to solving a system of linear equations

1 1 1 21 1
.731_2 Toy 2 T3 2l o = |0] in Zy, which can be done efficiently and = = Zle v; fi, which also a computation
x?  xZ al v 0

1 2 3 3

in polynomial time. Finally, x succeeds except with negligible probability, which allows using the Forking Lemma,
because it only fails when we cannot compute vy, V5, 3 for one of the nodes, which occurs only when the determinant

1 1 1
of the matrix :131_2 Ty 2 Ts 21 is 0, which happens only with negligible probability since each of the z; are picked
2 2 2

r{ x5 3
uniformly at random.'

IThe determinant of the matrix is det = (x;2 cxl — a2 x§2) — (xizx — 1‘]2:03 3+ (:tl 2x§ —

x6x2 ) and hence multiplying
the equation det = 0 by z2z322, it is equivalent to (23 — z2)z} + (23 — 23)z? + (2325 — 2323)2) = 0 & p(z1) = 0, where
p(X) == (2% — 22)X* + (2§ — 22) X2 + (222l — x2x3) € Zp[X]. Using the Schwartz-Zippel Lemma, since x1 is picked uniformly at
random in Z,, the probability of p(z1) to be null is negligible and so is the probability of the determinant to be zero and the probability
of the extractor to fail.
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6.3 "Bulletproofs" Inner Product Argument

In this section, we present the "Bulletproofs" Inner Product Argument [4]. The paper [4] where it is introduced
has had a huge impact on this thesis since the "Bulletproofs" Inner Product Argument is the main building block
used to achieve logarithmic complexity proofs size and is an inspiration for this work.

The "Bulletproofs" Inner Product Argument is an efficient proof system for the following relation :
Rs={(gheG",PcG;a,bcG": P=g®h®PAc=<a,b>)}
In fact, as explained in the "Bulletproofs" paper they design the protocol for the following relation :
Rs¢={(g,heG",u,P € G;a,bec G": P =g?hPu~*P>)}

Proving relation Rjs can be reduced to proving the relation Rg using the following protocol (protocol 1) which uses
the proof system for relation Ry to build a proof system for relation Rg.

For the protocol 1 designed to prove relation Rs, the C.R.S. is o := (g||h), the statement is u := (P, ¢) and the
witness is w := (a||b).

For the protocol 2 designed to prove relation Rg, the C.R.S. is o := (g||h||u), the statement is u := P and the
witness is w := (a||b).

6.3.1 Reduction Protocol

We first give a formal written description of the protocol and then a diagram to see visually all the exchanges
in the reduction protocol.

Reduction Protocol (protocol 1) :

- IHPUt : (g7h € Gn7u7p S G,C € Zp;aab S Z;l)a
e P’sinput : (g, h,u, P,c;a,b),

e V’sinput : (g,h,u, P,c).

Output : V accepts or rejects the proof.

- step 1 : V picks = uniformly at random in Zj.

- step 2 : V sends x to P.

- step 3 : P and V computes P’ := Pu®*°.

- step 4 : Run protocol 2 on input (g, h,u*, P’;a,b).

6.3.2 Diagram

Reduction Protocol

Prover Verifier
$ *
T 2Ly
T
P/ — P uCC'C P/ = P ’u/$ c

BP(g,h,u”, P';a,b)
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6.4 "Bulletproofs" Protocol

The "Bulletproofs" protocol inner product argument to prove relation Rg that is being used in protocol 1 to
prove relation Rs is as follows.
We first give a formal written description of the protocol and then a diagram to see visually all the exchanges in
the protocol.
We assume without loss of generality that n is a power of 2 (if it is not the case we can simply pad the input with
zero values for example).

Protocol

Bulletproofs Inner product Argument (protocol 2) :

- Input : (g;h € G",u, P € G;a,b € Zy),
e P’sinput : (g, h,u, P;a,b),
e V’sinput : (g, h,u, P).

- Output : V accepts or rejects the proof.

-step 1 : if n =1 go to step 2, else go to step 4:

-step2: PsendstoV: a,beZ,

- step 3 : V computes ¢ = a - b € Z, and checks if P = g*hbu¢ € G.
If yes, V accepts the argument; otherwise V rejects it.

- step 4 : P computes:

-n = %
- cp =< apy), by >€ Zy

- cgp =< An’:), b[:n/] >€ Zp

a4 Pras.
_L:g[» Th, "

] Py 4 € G

/. b n/!
- R=g b uen € G

[n

-step 5: PsendstoV: LR

- step 6 : V picks uniformly at random = € Z;
-step 7: VsendstoP: x

- step 8 : P and V compute:

-1 ’
- 8 =8l o8 €C"
- W =hf  ohi, €G"
22 D2
- P =L"PR®* €G
- step 9 : P computes:
-a' =ap, T +ap = Zgl
- b = b[m/] ST+ b[n/:] ‘T € Zg/

- step 10 : recursively run this protocol on input (g’,h’, u, P’;a’, b’).

J

As we can observe the "Bulletproofs" Inner Product Argument is a recursive protocol. At each recursion step it
reduces the difficulty of the argument to a simpler argument by reducing the dimension n by a factor 2 to n’ = n/2.
The recursion ends up when the dimension n is equal to 1. In this case, the argument is easy and is of constant
size by simply asking the prover P to send in clear a,b € Z, (they are not written with bold letters since they are
simply scalars when n = 1) to the verifier V and asking the verifier to check whether P = g*h’u®.
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Notice that since a, b are sent in clear the argument protocol cannot have the zero-knowledge property.

Diagram

Bulletproofs Protocol

Prover Verifier
n' :=n/2 n' :=n/2
cL =< apn/], by >
CR =< a[n/:],b[:n/] >

8Ly Py cp
L:= 8] h[m,] u

B Pre e
R:= g[:n’] h[n’:] (O
LR
$
T 4Ly
x

/. T @ /I z—1 B
g = 8:n'] © 8[n’] g = 8:n'] © 8[n']

! -1 ! -1
h = hﬁn’] [¢] h;[cn/:] h = hicn/] o hfcn/:]

/ z2 2 / z2 z 2
P :=L" PR P :=L" PR
a = ALp/] T+ A - @
b = b[m/] Lzt + b[n/;] ° 4B
(n' =1) (n'=1)

a’,b
g/a’h/b'uc ; P

6.4.1 Theorem 3

The "Bulletproofs" inner-product argument (protocol 1) presented in section 6C for relation Rs has perfect
completeness and computational witness extended-emulation for either extracting a nontrivial discrete logarithm
relation between g and h or extracting a valid witness a, b.

We refer the interested reader to the original "Bulletproofs" paper for the proof.
Notice that the "Bulletproofs" inner-product argument extractor constructed in the paper in order to prove the
Computational Witness Extended Emulation property, which we will denote xZ%, requires a polynomial number of
NBP(p) = 4l092(n) = p? transcripts to successfully extract the valid witness.

XBP

will be used later on as a subroutine to construct the extractors to prove the Computational Witness Extended

Emulation property for protocols that use as building block the "Bulletproofs" inner product argument.

6.4.2 Complexity

The "Bulletproofs" inner-product argument has the following complexities :

¢ # Communications :

— L and R at each of the logs(n) rounds : 2logs(n) elements in G

— a and b at the last round : 2 elements in Z,

2loga(n) + 2 elements:
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e # Bases : 2n + 1 bases :

— g,h € G": 2n bases
—u € G: 1 base

o # Exponentiations in G:

— Prover : 8n+ 4loga(n) — 8 exponentiations in G

— Verifier : 4n + 2logs(n) — 1 exponentiations in G
* # Exponentiations in Z,

— Prover: 3logs(n) + 2 exponentiations in Z,

— Verifier: 3logs(n) + 2 exponentiations in Z,

Table 6.2 shows the complexity to compute each element for one round of the protocol otherwise specified

by only once which means that the element is computed only once. At the first round, n’ = & and n' is
ko ,,
successively divided by 2 at each following round. Using the geometric formula ) 2* = ””:r_ll’ L we obtain
i=0
loga(n)—1 loga(n)—141
2424 . 42+1= Y 20=22_—— =l —p 1. This formula allows us to compute the total

=0
number of exponentiations for all the rounds.
e # Multiplications in G :

— Prover : 4n + 2logs(n) — 4 multiplications:
x P’ : 2logs(n) multiplications
* 2(n — 1) multiplications for each of g’,h’ : 4(n — 1) multiplications
— Verifier : 2n multiplications:
* n — 1 multiplications for each of g’,h’ : 2n — 2 multiplications
x last verification equation : 2 multiplications
e 7 Multiplications in Z, :

— Prover : 6n — 6 multiplications:

x n — 1 multiplications for each of ¢y, cr : 2n — 2 multiplications
% 2(n — 1) multiplications for each of a’,b’ : 4n — 4 multiplications

— Verifier : 1 multiplication in the last step’s verification.

Prover Verifier

# Exp in G #ExpinZ, | # Expin G # Exp in Z,
L ' +1
R 2n' +1
x ! 1 1
z? 1 1
z? 1 1
g’ 2n’ 2n’
h’ 2n’ 2n’
P’ 2 2
Verif Eq 2 (only once)
u® 1 (only once)
uw 1 (only once)
u® 2 (only once)
TOTAL || 8n+ 4loga(n) — 8 | 3loga(n) +2 | 4n+ 2loga(n) — 1 | 3loga(n) + 2

Table 6.2: Complexity of Bulletproofs Protocol
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RLA Optimization with ElectionGuard

Chapter 7

0-1 Proof System

7.1 Key Ideas

In this subsection, we briefly describe our key ideas when we designed the following protocols to prove the
relation Ry = {(g1,-..,91,h G G g1,---,8,V = V1,..., Vi) € G™; (vgl), .. ,’ugm)), cey (vl(l), .. ,vl(m)),fy =

(7) .
(Vi es¥m) € L) 1V = wigt g Ae € {0,13,V6 € [1,1],] € [1,m]}.
All the ideas are greatly inspired and come in large part directly from the "Bulletproofs" paper.

In order to prove the relation Ry presented above, we prove the knowledge of ag) = (ag)[l}, e ,ag)[m]) € Zy
satisfying the three following equations Vj € [1,]] :

ag)[i] = v?,i e{1,... 7m},ag) oag) = Om,ag) = ag) -1,

These three equations are equivalent to vy) € {0 1} V(i,5) € {1,...,m} x {1 L1}

The protocol should not reveal the values {a }m , nor the values {a }"Ll because it would reveal the value

of the votes and would break the confidentiality for the voters. The prover P will thus send to the verifier V a
a® RO a
perfectly hiding commitment A = h*(g;™ ...g~ )(hi® ...h;®) over the values {aL }7L, and {a }’” } and we

will prove in a zero-knowledge fashion using commitment A that these equations are satlbﬁed.

However, in order to use the "Bulletproofs" inner-product argument to reduce the size of the proof, we will
reduce the above system of equations to a single dot product equation for each j € [1,1].

Using the Schwartz-Zippel Lemma presented in section 3.2.1, the above equations hold except with negligible
probability if the following equations hold for all j € [1,!] for y picked uniformly at random in Z,

m

apli] =i € {1,. m}Za“) ad Kyt = 0.3 () (Hal ()] — 1y" =0,

k=1
We can rewrite equivalently these equations using dot products as follows Vj € [1,1] :

ag)[] (Z ,ie{l,...,m}, <aIf) ag)oy >= 0<a(") 1m—ag),ym >=0,

Using the Schwartz-Zippel Lemma a second time, we prove that these equations hold except with negligible
probability by showing the following equation holds for z picked uniformly at random Vj € [1,1] :

Z(ag)[lﬂ — v](‘k'))z’“+1 +z< ag) —1m gy ),y >4+ < ag),ag) oy >=0
k=1

which can be expressed equivalently in one single dot product equation :

< ag) 1m’ym ° (ag) + Zlm) + 22 .M S Zzl+kv§'k) + (5(y, Z)
k=1

, where 6(y,2) := (2 — 2%) < 1™, y™ > — 3"}, 2F"2 as proved in appendix A.

Indeed, substituting a%) = ai) 1™ in ag) S a;) = 0™ leads to a(J) o (ag) —1™) = 0™ or a(j)[i](a(j)[i] 1) = 0 V(z Jj) €
{1,...,m} x{1,...,1}. Since ag) :v]() we have v( >(v] 9 1) =0V(i,j) € {1,...,m} x {1,...,1} which is equivalent tov €{0,1}
V(i,7) € {1,...,m} x {1,...,1} since in Z;, the pOlynOmlal X(X —1) € Zp[X] has only two roots : X =0 and X = 1.

31



7.2. PROOF PROTOCOL FIRST TRY CHAPTER 7. 0-1 PROOF SYSTEM

We have m equations of the form < A, B; >= C;.
Assume that the verifier V can compute the right-hand side term of the equation, C;. Then, if the prover P sends
to the verifier the two vectors representing the left-hand side and the right-hand side of the dot product (A; and
B; respectively), the verifier could just verify the equality between the dot product and the right-hand side of the
equation: < Aj,Bj >= Cj.
However, sending in clear the terms A; and B; breaks the zero-knowledge argument because it reveals information
about the witness.
To remedy this problem, we will proceed as in the Schnorr’s proof, that is we will blind these two terms using the
two following blinding terms which are denoted sg) € Z," and sg) € Z,' and a challenge = € Z,, also like in the
Schnorr’s Protocol, which allows to send them in clear while preserving the zero-knowledge property.
The resulting blinded term corresponding to the left-hand side of the dot-product in the j-th dot product equation
will be denoted 19) while the right-hand side one will be denoted r™.

We will then combine all these commitments to create a commitment over the left-hand side and the right-hand
side of the dot product. The verifier then checks that this commitment denoted P is valid.
At the end of the protocol, the verifier needs to check, in step 12, the following equations:
i) =<1W r@ > e {1,...,1}

Picking ¢ uniformly at random in Z, and using the Schwartz-Zippel lemma once again this is equivalent except
with negligible probability to the following verification equation:

22:1 ¢ (E0) — <10 ¢l >) =0, or just written differently : < 1, ¥ >=#, where :

[ = (qﬁol(l), ce, gbl’ll(l)), 7= (7’(1), .. ,’I‘(l)) and t := Z;Zl ¢7 140,

Finally, the verification of these dot product equations will suggest the usage of the "Bulletproofs" protocol to
verify inner product relations to reduce the amount of data exchange.

Recall that for relation Ry, the C.R.S. is 0 := (g1,..., 41, h), the statement is u :=V = (V1,...,V,,) and the
) (m) (1) (m)

witness is w := (v§1 v 0] )y (o )y = (- Ym)-
7.2 Proof Protocol first try

We first give a formal written description of the protocol and then a diagram to see visually all the exchanges
in the protocol.

= IHPUt : (917--~7gl7h € Gagla"'ag17h17"'7hlﬂv = (V])T:l € Gm7{v£])’?vl(])77] ;'nZI g Z;i)+1)’
e P’s input : (gla"'7gl7h7g15'"7g]ah17"'7hlav7{’l}§j)7"'7vl(j)7’yj ;n:1)’
e Vs inpU-t: (917'"aglah7g17"'7gl7hl7'"uhlav)

- Output : V accepts or rejects the proof.

- step 1 : P computes :

. ag)[l] = 'Uj('z)v 1 E {L'“am}a ag) = (ag)[l]’7ag)[m])’ ] € {1""’l}’
° ag):ag)—1m7j€{17"'?l}7
)

o P picks uniformly at random «, p in Z, and sg),sR in Zy', je{l,...,1},

(1) a(l) (1) a(l)

o A=h%(g1? ...g% )(hy®r ... h"r) €G,
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(1) )
e S=h(g ...g)(hi"R ... hR) € G.

-step2: PsendstoV: A,S.
- step 3 : V picks uniformly at random y, z in Z;.
- step 4 : V sends y, 2z to P.

For the following part of the proof, given j € {1,...,1}, we define 10 (X), r¥)(X) € Zy'[X] and
tU)(X) € Z,[X] as follows :

19(X) :=af —21™ +sP x € z[x],
r(j)(X) =y"o (ag) +21™ + sg)X) +22.2m€ Z;"[X],
tD(X) =< 19(X), 2V (X) >=t7 + 1 X + 17 X2 € 7,[X].

- step 5 : P computes :
o P picks uniformly at random 7,72 € Z,,
(3 _ () m ) .1m 2. ,m &) A 1m @) .
o Y =<sp,y"o(ag +z-1™)+ 272" >+ <ay —z-1" s >, je{1,...,1},

K téj) =< sg),ym osg) >, je{l,...,1},

) gl
e I =h"(g9" .9 ), Ta=h"(9" ...9° ).

- step 6 : Psends toV : Ty, T5.

- step 7 : V picks uniformly at random z in Zj.
- step 8 : V sends x to P.

- step 9 : P computes for all j € {1,...,1}:

e 10 =10(z) =al) — 21m 4+ sWa € zy,
o ) =D (z) = ymo (a) 4+ 21m + sWz) 4 22 . 2™ € 7P,
o 10 =< 10 r0) >¢ Zp,
o Tp=Tox?+ x4 Z;n:l 21y
o =0+ px € Lyp.
- step 10 : P sends to V : 7, u, {f(j),l(j),r(j)}ézl.

- step 11 : V computes:

o i) = (hyli])

! e {1, m}, )= (Mi[1],... hi[l]), j € [1,1].

o P=AS%(g;...g) *(h).. )Y "+ e G,

- step 12 : V checks the following identities :

A1) £(0) ? 2. m 5
« (gi g T =VEE gy ) WATYTY

?
o P=hr(g™ ™) () ).
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o 1021 2O > e {1, 1)

However, in order to reduce the amount of data exchanged in this zero-knowledge argument protocol, instead
of sending {£(7), l(j),r(j)}é-:1 at step 10 :, we only send {f(j)}é-zl and we will change step 10, step 11 and
step 12 as described below.

Notice that it is important that P first sends {£U )}é»:l before he receives the challenge ¢ from V. Otherwise

he could cheat by adapting {f(j)}é-zl to the value ¢.
The new step 10, step 11 and step 12 are as follows :

- step 10 : P sends to V : 7, i, {f(j)}é-:l.
- step 11 : V computes:

o V picks ¢ uniformly at random in Z,

—i

e hi[i] = (b)Y, i€ {1,...,m}, b} = (Wj[1],... h{[m]), j € [1,1].

° g;[l] = (gj[i])gbﬂ*l’ (S {1’ s 7m}a g_; = (g_;[l]’ s 7gj[m])’ JE [Ll]'

2., m

0, qm =1 qm M 2.
« P=AST(gi? T gl? V) Em, .. h))EyT e

- step 12 : V checks the following identity :

AL 2 ? o m. 2 )
o (gt .. gt R =VEE (gy g WATETS

At this point, to conclude the proof, V only needs to verify :

? 0.1(1) =14 r r
e P=hr(gy” gl () L ().

A~ . ? s - . .
. Zﬁ-:l {1 =< (D@ =HL_ (e >, j e {1,....1}.

Which is equivalent to proving the following identity :

_ 0.1(1) =11 (1) ) 1 N N .
[P = (g g (@ ) ) A 908 =< 96 () 5],
which suggests the usage of the "Bulletproofs" inner-product argument.

- step 13 : V sends ¢ to P.
- step 14 : P and V engage in the "Bulletproofs" inner-product argument for the following relation :

Rs ={(gheG", PcG,ccZyabely): P= g*h® Ac=<a,b >}
, on input :
- g:=(gll--llg) € G,
« b= (| ||hf) € GU™D,
o P:=Ph™*egG,
e c=Y" [ {0¢ e,
- ai= (AWM € 2y,
o b= (e e®) e 20",
forn=(m-1).
We use the "Bulletproofs" inner product argument in order to reduce the number of communications. Indeed,

recall the "Bulletproofs" inner product argument has a logarithmic communication complexity.
However, the "Bulletproofs" requires to have an input that is a power of 2 but it is not a problem if m - [ is not a

34



7.2. PROOF PROTOCOL FIRST TRY CHAPTER 7. 0-1 PROOF SYSTEM

power of 2 we can simply pad the input so to make it a power of 2.

It is worth noting that even though the "Bulletproofs" inner product argument leak information about a :=

A .. 1D =1y and b := (r®M]|...||rM) this is not a problem for the zero-knowledge property because 1 and
r are blinded and will not give any information about the witness (v(] ), e ,vl(j ));":1.

0-1 Protocol (first part)

Prover Verifier
j 1 m
ag):(v;),...,vj(. ))

ag) = ag) e
SS), sg) ﬁZ;"

o, a® NORNG))
A=hr%g" ...g" )R o )

o s @
S=hr%(g" ...g" )" ...h})

A S
$
Y, 2Ly
Y,z
$
7'1,7'2(—2;,
a0
Ty =hg' ...g
A
T, =h"g? ...g
Ty, T>
$ *
R/
g5

19 = ag) —z1™ + sg)x
Y =ymo (ag) +21™ + Sg)w) + 22 2™

1) 21O 0 5

m
2 1+j
Te = Tox” + T1x + E z +]fyj

j=1
p=a+pz

To, 1, (E9)is

(gt gl v

2
(g1...9)° I TETS

2
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0-1 Protocol (part 2)

l
@ o= Z i(j)¢j—1
j=1

AV Vg

a =
b:= (Y.t

Prover Verifier
6L 17,
¢

. . —i+1 . . —i+1
hj[i] = (hy[i])” hji] = (hy[i])?
I N A TR Ayt
g;li] = (g;li]) gili] = (g;li])

0.q4m spl=lam © 0.qm I=1qm _
P:AS’c(gll(25 og? ! - P=AS (g/1‘25 Yog? ! -
(h/l - h{)z~y"”+z2~z7” (hll o hi)sznq_zzAzm

g:= (g1l llg) g:= (g1l Ilg)
h:= (bl ||hi) h:= (bS]l ||hi)

l
@ o= Zf(j)d)j_l
j=1

BULLETSPROOFS(g, h, P,c;a,b)

7.3 Complexity

The 0-1 zero-knowledge argument protocol presented above has the following complexities :

¢ # Communications :

— 2loga(ml) + 4 Group elements :

x A, 5,11, T3 : 4 elements in G

* "Bulletproofs" inner-product arguments with n = ml
— 1 +4 Z, elements :

% £ : 1 elements in Ly,
* Ty, 4t 2 elements in Z,

x "Bulletproofs" inner-product arguments with n = mi
o # Bases : 2ml 4 2] + 2 bases :

- g1,---,8,h1,...,hy € G™ : 2ml bases
— g1,---591,h1,...,hy € G : 2] bases
— h,u € G : 2 bases

o # Exponentiations in G:

— Prover :

— Verifier : 8lm + 2logs(Im) + 1 exponentiations in G
The details are shown in Table 7.1.
« # Exponentiations in Z,:

— Prover :
— Verifier :

3loga(Im) + 7 exponentiations in Z,

3loga(Im) + 7 exponentiations in Z,
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The details are shown in Table 7.1.
o # Multiplications in G : 10ml + 2loga(ml) + m + 61+ 2 : 2ml + 2] — 2

— Prover: 10ml + 2l + 2logs(ml) — 3 multiplications :

x 2ml for each of A,S: 4ml multiplications

x [ for each of T7,T5 : 2] multiplications

x P : 2ml + 1 multiplications

+ "Bulletproofs" inner-product argument with n = ml : 4ml + 2logs(ml) — 4 multiplications

— Verifier: 4ml + 1 multiplications :

x P : 2ml + 1 multiplications
* "Bulletproofs" inner-product argument with n = ml : 2ml multiplications

e # Multiplications in Z, :

— Prover: 6ml — 7l + m multiplications:
* [ : ml multiplications
x r: bml — 7l +m — 1 multiplications
* w1 multiplication

— Verifier: 1 multiplication:

x "Bulletproofs" inner-product argument with n = ml : 1 multiplication

Prover Verifier
# Expin G # Exp in Z, # Expin G # Exp in Z,
A 2lm+1
S 2lm+1
{2} 1 1
T 141
Ts 141
z? 1 1
y ! 1 1
® 1 1
1) 1 1
P 2lm+2 2lm+2
Ty 1
h’ Im Im
g’ Im Im
BP(lm) 8Im + 4logs(Im) — 8 3loga(Im) + 2 4lm + 2logs(Im) — 1 3logz(Im) + 2
TOTAL || 16lm+2i+4log2(Im)—2 | 3loga(Im) + 7 8Im + 2logz2(Im) + 1 3loga(Im) + 7

Table 7.1: Complexity of 0-1 Protocol

As desired the number of exponentiation and multiplications is linear in Im but unfortunately, the size of the
elements exchanged is proportional to [ which does not allow efficient Risk Limiting Audits.

7.4 Theorem 4

Under the Discrete Log Relation assumption, the 0-1 protocol presented in section 7C for relation Ry has perfect
completeness, perfect special honest-verifier zero-knowledge and computational witness extended emulation.

In the followings subsections, we will show point by point that the 0-1 protocol described above satisfies the

definitions of Perfect Completeness, Perfect Special Honest- Verifier Zero-Knowledge and Computational Witness
Extended Emulation for relation R;.
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7.4.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid
witness {7, }7L;, {v(])}l 1,j=1 for the relation By = {(g1,...,91,h € G,V = (Vi,..., V) € G™;
(Ugl)v' U§m))""7(vl(1)" Ul(m))’7:(717~-~7'77R)EZ;H):ijhwgﬁ])‘“glvl()/\vl(j) €{0,1},
Vi e 1, l] Jj € [1,m]}.
We prove the interaction between P and V will result in an accepting conversation.
That is : P [< P(o,u,w),V(o,u) >= 1|o + Setup(1*), (u,w) + A(0), (0, u,w) € Ry] = 1.

To see this, let’s look at the verification equations that the verifier V checks in the protocol :

(1)

(1) (m) (m,)
m. 2 5(y,z)zpa? v Ch . 22.2™ §(y,z
(91---91) W )T1 Ty = (gt ...g S hTmg 91 ) (91---91) (%)
(1) O] 1)
T ty ty T /1T 2 [2) 2
(" (91" 9" ) (™ (g g7 ))”
1 (1) 2 m (m) _m+2
_ (h,ylzzgfi )2 § ,g;)l . o hﬂymzm+2g¥( ) ;m+2 - .glvlm 2t )gf(% 2) o glé(y,z)
(1) Q] (1) 2 1) ,.2
ti ' t T t T ty'x
hT]ﬂCg 1 1 hsz g 2
1 l
m (k 1) (1 m k (1) i m
_ g ) ’““M(y 2+t Ve 41{M 22 i oM 45y, )+t Dt thw“ﬂ L et
=0 ... 9
{(1> t() -
= gl h x

since P has followed the protocol and thus:

t0 =3 v§k)zk+1 +6(y,2) +tP2 + 922 j e {1,... 1} and 7, = ma® + mx + S et

We also have :

2., m

P:AS””(g’ld’o'lm._,g/W*lAl Y"#(hY ... b)Y TEE

@ a® @ 0 s <1) S O N\T _oqm L al-lgm

(ha<gi‘L ) hR)) (hﬂ( ) (e ---h?R>) g, " g
(h/ h/)zy +z -z

xT
, ¢oa<1) /¢z—1a(1) , ymoa(l) /ymoa(l) , ¢os(1) /¢"1s“) , ymos(l) /ymos(l)
=(h“<g1 O g o)) (g g YR e

r—z¢% 1™ P A Ay Nzy™4z2a™
g1 -+ 81 (hy .. hy)*¥
. h(aerm)g/ ¢0(a£1>7z-1m'+s£1)z) g{qﬁl’l(ag)leersg)z)h, ymo(ag)+sg>m+241m)+22~zm
= 1 . 1 R

h/ymo(ag)+s§)$+z,1m)+zz,zm
1

0.1(1) 1=1,M r@ r®
=gt g ) (m)T Lm)t)

Where the last equality follows by :
and
I'(j):ym o(a ()-i-Zlm—‘rS(J)a:‘) 2" je{l,....1}
Moreover, the prover P follows the protocol honestly (by assumption) and computes £0) as {0) =< 10) r0) > —
S @D = L g <100 20 >,

Hence, since the "Bulletproofs" argument is complete and also since P runs it honestly knowing the valid witness,
VY will accept the "Bulletproofs" inner-product argument. The "Bulletproofs" inner product argument accepted

together with the verification equation (g’{( b t(’))h“ v (g1-- .gl)‘s(-@”z)TfETQng satisfied implies that V will
accept the proof and thereby shows the Perfect Completeness of the protocol.
7.4.2 Perfect Special Honest-Verifier Zero-Knowledge

To show Perfect Special Honest-Verifier Zero-Knowledge (SHVZK) we build explicitly an efficient simulator
that given the C.R.S. and a statement (gi1,...,91,h € G and V = (V4,...,V,,) € G respectively) produces

38



7.4. THEOREM 4 CHAPTER 7. 0-1 PROOF SYSTEM

indistinguishable transcript (in the sense that the transcript will have identical distribution) from a transcript
resulting from the true interaction between the prover P and the verifier V. That is :

o < Setup(1*), o < Setup(1?),
P |A(tr) =1 (u,w, p) + A(o), =P |A(tr)=1|(u,w, p) < A(o),
ir <P(O’,’LL,’U)), V(O',U7P)> tr < S(O',U,p)

The simulator pseudo-code is as follows :

0-1 Simulator

= IHPUt : (917' . 'vglvhauagla s 7g17h17' c . 7hlaV)'
- Output : transcript identically distributed to a true interaction between P and V.

- step 1 : Picks challenges z,y, 2, ¢ uniformly at random in Zj.

- step 2 : Compute hj[i] = (h[i))* ", i € {1,...,m}, b} = (W[1],...,h{[m]), j € [1,1].
- step 3 : Compute gj[i] = (g;lil)* ", i € {1,...,m}, g} = (gj[1],....gj[m]), j € [1,1].
- step 4 : Picks u, 7, uniformly at random in Z;

- step 5 : Picks 19, r() uniformly at random in Zy, g e{l,... 1}

- step 6 : Computes t0) =< 10 r0) > j e {1,...,1}.

-stepT:c —Zé_ {@ gpi—1,

- step 8 : Picks A uniformly at random in G.

- step 9 : Computes

1
PCIE)) _gl=1) @ e 0.qm 1—1.qm - m\
S = (h H(gh &1 .8 ¢ D10 VR s Y )A(g’1¢ 1 ...g{¢ 1 )7#(hy ... h))*Y +2% 2 )

- step 10 : Picks 75 uniformly at random in G.
- step 11 : Compute T = (sz'zm( gl)‘s(yvz)T” (g7 ... _t(l))h Tw)

- step 12 : Compute P = AS*(g} potam g’¢ )—Z(h’ h’)zy +22-2™
- step 13 : Given the witness a := (18 ¢/~ 1) _; and b := (r ()) _p run the protocol 2 (6.4) on input

((ghll---llgD), (bl ... ||h)), P,c;a,b) to get transcript S™"¢" of the inner-product argument.
- step 14 : Output : (A, S;y, z; 11, To; x; T, 14, {t(] } i ginner),

,I—l

An honest prover interacting with an honest verifier will produce independent random values 4,19 r@ . 7,
given a, p, 71, T2, &, y, z are chosen independently and randomly. P and V will produce values {) =< 10 r() >
jed{l,...,1l}.

The simulated commitment S is fully defined by :

AT (@ g T ) gL )Y = ey g Y ) () L (m)™), which is ensured
by computing S accordingly. Given that P follows the protocol honestly, 17,75 are perfectly hiding multi-Pedersen
commitments and are thus random group elements. Given £ and 7, the internal relation between Ty and T is fully

defined by the equation (g{( b ’f(l))hTm V=2 (g )P WA TETE
Simner s ran knowing the true witness for this sub-protocol, (1M ¢0[| ... 1M ¢! =) (¢ ... |[rD) such that :
=< (AW NOG ), (D] ) > and A5 (gy? M g? 1) by by
= (g1 ?"||. .. ||g1¢171)(1(1)¢0||"'||1m¢l71)(h§l|| e ||hi)(‘"(1)”“'”‘"l)) so the transcript produced for the first "Bulletproofs"

inner product argument inside the protocol will be indistinguishable from the one resulting from a true interaction
between P and V.

We can thus conclude that the transcript obtained by the simulator pseudo-code is distributed identically to
the transcript of a true protocol interaction between honest P and V with independently and uniformly selected
challenges.

This shows our protocol proof has the Perfect Special Honest- Verifier Zero-Knowledge property.
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7.4.3 Computational Witness Extended-Emulation

In this section, in order to prove the Computational Witness Extended-Emulation property, we construct an
efficient extractor y that uses Y%, the extractor of the "Bulletproofs" inner-product argument as a subroutine
and a polynomial number of NO1=FT := 3. m . (m + 2) -1 - NBP(ml)- = O(m*13) transcripts with 3 different
values of the challenge x : x1,x2, 23, m different values of the challenge y : {y; }}”:1, m + 2 different values of
the challenge z : {z; }”:412, [ different values of the challenge ¢ : {¢;}._; and (ml)? for the "Bulletproofs" inner
product argument to extract a valid witness for relation Ry = {(¢1,...,91,h € G,g1,...,8,V=(V1,...,Vy) €

(3) (4)
v}’ 7

Gm;(?)gl),...,vgm)),...,(Ul(l),...,vl(m)),’y = (,--57m) € Z}) 1 V; = kg ...glvl /\’Ul(j) € {0,1},Vi €
(11,5 € [1,m]}.

This allows to prove, using the Forking Lemma (3.4), the Computational Witness Extended Emulation (3.3.4)
property.

We will use the Discrete Log Relation assumption, which was presented in section 3.1.

The following proof may seem a bit long and intricate but it is not very complicated. All that is required is to

build the extractor .

Informally the extractor will work as follows: x first uses the "Bulletproofs" inner product argument extractor,
xPP to extract the witnesses (¢°1V || ... [[¢" 11D and (r™M]|...|rD).

Then we combine different transcripts to open the commitments S, A, Ty, T> and finally {V;}72,, which
leads to a candidate witness for relation R;. We then use the verification equations and the fact that <
(1| .. [ 11D), (e DL e D) >= 2221 )¢~ to show that the extracted witness satisfy the relation R;.

We denote in this section :

= (g4l - Ilgg) € GU™Y,
= (]| |[h) € G,

L]
= 0

e« P:=Ph Mg G,
o= Y 0§ ez,

° ¢:(¢O,...,¢l_1) EZP.

Our extractor x first runs the extractor of the "Bulletproofs" inner-product argument, x2¥, on each of the transcripts
to obtain the witnesses (I, ¥) = ((T(l)|| IOy @O [F0)) € Zl(,m‘l) X ZI()m'l) such that: glh®™ = PA <1 >=c.
Now, consider two valid transcripts with different values of the challenge z: z1, 72 € Z; and their inner-product
argument witnesses ly, ¥, Iz, F2. We have : glih™ = P;, which is equivalent to :
=L 0.qm -1 qm m m
ghhfpm = AS=i (g, 1" g V) E(my L b)Y e {1,2).
We combine these two equations to open the commitments A and S and extract their committed values as follows.
Let vi,v9 € Zy - Z?Zl v; =0, 21221 viz; = 1. Then, we can compute Hle (P;)"" in two ways:
-~ _\Vi 2 2 = 2 .
e () H?:l (PZ)m — H?:l (h/”glihri) _ hzi=1 V”"igzi=1 Wlihzi=1 Vit

S SIS S S LI 5 IS LS 5 BT LR > NP
m —1.4m m m\ Vi
o (i) [T, (P = T2, (As™ (@™ g )2 (g b2
= AZ?:I Vi SZ?:I Vil (g'1¢0 Z?:l vi ™ - gi¢l71 Z?:l Ui~1m>_z(hélz‘?:l vi ™ . hiZle Vi‘lm)z'ym"'zzzm

_ é{)sl(ggom gl? ) E M 0y e
) 2 L 2 {1 2 M 2 =(1) 2 (D
We thus have : S = H?:l (H)V” = hZiZI Vit (g’lzi:1 vil; L. giZi:l vily )(h’lzzzl vity ©o hizz‘:l vily )

&) OINEY) m
. s s s s
Hence, we can write S = h”(g~ ...g" )(hy® ...h/® ), where :

e p= Z?:l Villi,
S(.i) _ ¢—j+1(22 u~i(j)) .
. 5P = avily’), 7e{l,...,1} and
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C ol =y e e L),

Now similarly, let v1,v5 € Z), : Zle v =1, Zle vix; = 0. Then, once again we can do the same computations to
get:

2 = 2 = 2 ~(1) 2 -~
(Pi)yi — hZ;l Vitbi (gllzri=1 Vili(l) L giZi:l Vili(l))(hllzi=1 Vﬂ‘il o hiZi=1 Viri(l))

2
=1

7

T D D D D D D ) D

0 qm =1 qm m m
=A(gy” M g® ) A (hy .. np)EY
A o a® a® a® a®
Hence, we can write A = h*(g1?L ...g% )(hy®*r ... h®r ), where :

2
s a= Eizl Vifhi,

. ag) = E?:l Viii(j)(b_j-"_l +z- 1m’ ] € {17 . vl} and

. al) —ym (Zle el _Z.ym+zz.zm),je {1,...,1}.

Notice that since A and S are provided before the choice of challenges x, y, z, ¢, we can assume these two expressions
hold for any challenge z, v, z, ¢ provided later to the prover in the transcripts considered by our extractor.

Now, we can use the 2 expressions we just found for A and S and substitute them in the equation:
i SOIE o) 0.qm 1-1.qm - o
regy' gl T R = AST (gl Y L gl? ) (b L )y
In this way, we obtain the equation:

i i #(1) # 0,(1) 1—1_(1) m (1)
1 /1 1 ¥ /2 ;¢ a 19 a 1y toa
htgy ...g hj ohy = (ha(g1 Log L )((hy R

v oald
... hy )
<1>

o0_(1) 1—1.(1) m (1) m 0 q4m I—1 q4m
T (! P Sp T 19 sy yy™osy x yyTosy)x @1 oM RN ) Nzy™+22.2™
(hem (™™g (e o) ) (g g ) oy )Y

Now using the Discrete Log Relation assumption we can infer the following except with negligible probability:
o () p=atpr,
e (IO =gi1@Y —z.1m sy e {1,...,1,
o (i) 8D =ymo (@) + 2. 1m 4 sPa) 422 2m e (1,1}

We can thus write 10) = ¢/=110) and ¥ = r@ | where 10) = ag) —z-1M+ Sg)x, (1)
and r) = y™ o (ag) +z-1m+ s(ri)x) +22z2m 5 e {l,.. .1}, (2).

Now, recall that I, ¥ satisfy : < ¥ >=c¢:= Z;=1 1@ i1 or just written differently :
< (1(1)¢0|| ) (OF Gt W CC N B ||r(l)) >= Zé‘:l < 1@ p0) > pi-1 = Zé‘:lt(])dﬂ_l'

This last equality holds for each of our transcripts and thus in particular for all [ different challenges ¢. Notice that
since, from our early discussion, the expressions of S and A are independent of the value of the challenge ¢, we can
conclude that the ag), ag) and consequently the 130 and r() are also independent of the value of the challenge ¢.
Hence, if we define p(¢) := Z;Zl ¢ (#0) — <10 ¢l >) it is a polynomial of degree I — 1 since the term with
highest degree will be ¢!~! and all coefficients (f(j)— <10 r@ >) are independent of ¢.

Denote ® = {¢;}._,, the set of these [ different challenges ¢; then we have :

22:1 P I — <10 v >) =0 Vo € {¢p}._,. Since we assume ¢; # ¢;, i # j, this implies that the
polynomial p(¢) = 22:1 ¢ H(EW — <10 rl) >) has (at least) I distinct roots {¢y}%_,. The only polynomial of
degree | — 1 with more than [ distinct roots is the polynomial 0, with 0 coefficients. Hence, p(¢) is the 0 polynomial
and thereby all his coefficients are 0, that is:

10— <10 @) >=0 < {0) =< 10 ¢ > vj € {1,...,1}. (3)
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Now, given the challenges z,vy, ¢, we consider transcripts with 3 dlfferent challenges x : x1,x2,x3 and the
(1) 2., m

e
verification equation : (g1 e t )h” =V (¢ gl)‘s(y’z)T“ , that must be verified Vi € {1,2,3}.
Let {v;}3_, C Z, such that Z =0, ZJ LV = 1, ijl vzl = O, then we can compute :

SO : v FITZL O
H ( 91 _.gll )h‘rzL> — (glzz—l . 'glzjz_l )hzi:1 ViTg;

3
2.zm 2)rpaipa; |
= H (Vz (91 9) AT, )

i=1
3 y2.m 3 ) T ° va?
= VZi:l vitz B (gl .. .gl)z'iZI Vlg(y’Z)T;’:l e T;’zl i
= Tl
g 3 () _ 53,00
Hence, we can write T} = h™¢g;" ...g;" , where 7y =Y 7 v, 7 =3 o vty je{l,... 1}

Similarly, let {v;}3_, C Z,, such that Z?’:l v; =0, Z?Zl vizj; =0, Zj’:l vjz3 =1, then we can compute:

~ H Vi N A .
H ( o m)h” ) f (glzleuitﬁl) ...glz; wtﬁz))hzf:l ViTs,

3
2., m 2\ Vi
= H ('VZ ‘'z (gl L. gl)é(yvz)Tf:7T2 7/)

i=1
_ VE¢=1 viz®-z (g1 ... 91)21:1 l/z5(y72)le:1:1 Vit T2z1:1 Vit
Hence, we can write To = h™g t(l) gtél) where 75 = 3% 17y, ) = DN uf9 e {1 1}
) R VA 2 i=1 "tz L2 i=1 Y1l y J PR

Finally, let {v; };’:1 C Zy, such that Z?zl vy =1, 2?:1 vix; =0, Z?=1 I/jx? = 0, then we can compute :

N v 3 N 3 N
H ( i ..gfgl))h”i) L: (glzizluitﬁn _..ngiﬂ ””gw)hZf:l””“’?

3
2\ Vi
(.o )

E m E 3 d v ) T

=V i=1 viz* 2 (gl .. .gl) i=1 wé(y,z)le:i:1 e Tg:lzl i
2 m

=V~* z (91 . gl)é(y,z)

Hence, we can write V= 2" = hYg7*...g", where v = Z?:l ViTy, and vj; = Z?:l uifgj) —0(y,2), j€A{1,...,1}.

Now, given y, x, ¢, consider m transcripts with different challenges {z; 7. From our previous discussion, we
. 22 (J) Ul(j)
can write V%% = p7i g1 S g

Given j € {1,...,m}, let {1;}7*, C Z, such that : 37" vz} =1 and 27" vzl ¥ =0 vk € ({1,...,m}I\{5}).
1, if j = k,
0, otherwise.

In what follows below, we denote V; as the j-th component of the m-dimensional vector V, ie. V.= (V;)TL; =
Vi, Vin).

Then, we can compute the product [~ (VZ?Z‘W) as :

m 22z, \ m m Pl A\ m Z"il San?
e [lisy (V i ) =[[i=, (Hk—l Vi ) =1l [Hz 1 (Vkl ) } = [Iizs (Vk - )
_ Hk: 1 F(kd) le“(j,j) _ Vj, since V L(k,j) _ =1Vk#j.

In other words, {v;}7, are such that given k € {1,...,m} : 2" 2"y, = T(k,j) ==

zlz
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Hence given any jedl,.
S0) _
k

It remains to show that {(7;,
0
K2

v
m 22z;™

271“1@ Vuke{l o1}

We have succeed to extract a candidate witness {(7;,

(4)

vy,

e (0,13 V(i,§) € {1,...,1} x {1,...,m}.

. .
.,m}, we can write V; = hYig,*

=)

9

() @\ Y m m
[T (hmgl --~9f’) =hzi=1””iglz"

e

gt

, where 7, =

(J))} such that A7 91
vl(j))} satisfy the relation Ry, that is :

(i

vy Y

) m

. g

(i)
i=1 Yl

Z?il ~;v; and

We show this by recombining all the expressions we found earlier for the commitments and exploiting the different
verification equations.

(V3)j2y, T and Ty in the equation, (gt ... t(l))hT
e ORI 2. ,m 2
(91 90 W =VZ 2 (g1 g)*WATITY
m 1 m
i t
o | LRI
j=1
LI O
o § K S (N
j=1

We
t(().])
téj)

Once we have this we can show that that {(

Now, recall that given a transcript with challenges x, vy, z, ¢, we have shown earlier (3) :

Now, given any transcript with fixed challenges x,y, z, ¢ we can substitute the expressions we just found for
L q)0@ATETE to get :

_ hn w+r2w2+z;”:1 7, 20Tt glz:j

sz z™ (gl

t(”

. t(l)
)*(h™gy?

ywpmagh’T

Z"_" 5Z(J)Zj+1
j=1

-9

I

97

t(

)i

7(])ZJ+1+5(y z)+t(1)w+t<1) 2

)

2 t<1> £ g2

)
hT2 xr gl

1 1
5(y’Z)hna:+72ng§§ )$+t; )2

t Dzt 22

-9

Zm 7(1) 7+1+5(y Z)+t§l)a:+t(l) 2

-9

Now using the Discrete Log Relation assumption we can infer the following except with negligible probability :

o () m=ma+mna?+ 30 72
o (i) 19 =300,

can rewrite the last expression as : {U) = t((Jj )

TR 16y, 2) + ¢+ 1)

22 5e{1,...,

1.

—l—tgj);v—&—tgj)ﬁ 4),7e{1,...,

1}, where

=y, Egk)zk“ + 0(y, z). For the rest of the proof, it remains to show that

:<ag)7zlm’ym ((J)+Z ]_m)+Z

(j)

=0\ ie{1,...,

@ _m,

™ >Vie{l,...,

ViU

Indeed, recall that in section 7.1 we have mentioned that the equation < ay
k

Z.;cnzl Zl+k(](‘ ) + 5( Y,

a;[i]

l}.
v’ ) )} is a valid witness for relation Rj.
1m’ ym ° (ag) + Z]_m) + Z2 Lgm
z) implies except with negligible probability the three following equations Vj € [1,1] :

m},ag) o ag) = Om,ag) =a

which proves v

g _

6{0 1}.

>=

For this, given j € [1,1], define the two linear vectors polynomials p(] )( X), pg)(X ) € Z'[X] and the two
quadratic scalar polynomials pt)(X),+)(X) € Z,[X] that will depend of the challenge x as follows:

(3 _

. (i) p(X) = af

o (ii) pi7(X) =

z~1m—|—sg)X,

ym

O(ag)—&—z-lm—i—sg)X)—i—zQ-zm

« (iii) p9 (X) =< p (X),p (X) >= i +p{ X + 0§ X2,

o (iv) tO(x) =tV + D x 4P x2,

(4) we have : t0) =t () so that tU)(z) =< 10) ¢ >,
Moreover, from (1) and (2) we have the following: 10) = ai) -
r(j):ymo(ag)+z~1m+s(f'{) )+ 22 *p(f;)( ).
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This implies in particular that for all challenges z,y, ¢ and 3 different challenges x1, zs, 3, we have

t0)(z) =< p(L])( i),pg)(xi) >= pW(z;), i € {1,2,3}. This can be expressed equivalently as the fact that the
scalar quadratic polynomial Zizo(tfj) - p,gj))Xk € Zp|X] admits at least the 3 following roots: (x1,x2,x3). Since
the only quadratic polynomial in Z, with more than 2 roots is the zero polynomial, we can conclude that

t(j)f (j):()<:>t(j) (j vk € {0,1,2}.

In particular, t(]) *po ) & Sy (»k)zl“r1 +4(y,2) =< ag) —z-1",y™ o (ag Dyz. 1) + 22 - 2™ >,

Now, using the proof in appendix A, this can be expressed equivalently as :

Z (J) ( )k+1+z<ag)71m ()y >+<ag),ag)oym>:0
k=1

Since this holds for m + 2 different challenges z and m different challenges y (using again the reasoning that a
polynomial of degree m with more than m roots is the 0 polynomial) we can infer the following :

e (i) ai) oag) =07,

o (i) ald =al) —1m
o (iii) vV = af [k] Yk € {1,...,1}.

(i) and (ii) together imply that a(J) € {0,1}™ while (iii) implies v ) e {0,1} Vz e{1,...,1}.

E(J
Since all this final reasoning holds for any j € {1,...,m} and V; = h“YJg1 ..t Vi e{l,...,m}, we have
extracted a valid witness (o7, ...,7;,7) for the relation

Rl:{(gl,...,gl,hGG,g17...,g1,V:(%,...,Vm)eGm;Ul,...,Ul,’}/GZ;n):
(4) (3)
V= hogt g Ao e {0,1},Vi e 1,1, € [1,m]}.

Using the Forking Lemma presented in section 3.4 this implies the Computational Witness Extended Emulation
property (3.3.4) which concludes the proof.

If you want more details on why we can apply here the Forking Lemma here are the explanations.

The 0-1 protocol is in 6 4 (2logs(ml) + 1) = 7 + 2loga(ml) moves and has 3 + logs(ml) challenge (y, 2),x, ¢ and
loga(ml) challenges from the "Bulletproofs" inner product argument. Hence the parameter p in the statement
of the Forking Lemma is equal to 3 + loga(ml). The corresponding tree of accepting transcripts has a depth
equal to p = 3+ loga(ml). The node in the first level has ny = m(m + 2) children in the second level of the tree
corresponding to the m(m + 2) pairs of challenges (y, 2) for the first challenge ({y;}72; x {2; m+2) Each node in
the second level has ny = 3 children each corresponding to a different value of the challenge x ({xl, x2,x3}). Each
node in the third level has n3 = [ children corresponding to the [ different challenges ¢ ({¢;}:_,). Finally, each
node in the fourth level of our tree is connected to the root of a tree of accepting transcripts of the "Bulletproofs"
inner product argument, which is a tree of depth logs(ml) with 4 children per node (see the "Bulletproofs" paper),
hence n; = 4,1 >4

Therefore, the total number of nodes in the tree is N =[], n; = H3+log2(ml) n; = Ng - Ny - N3 H?Liogﬂml) n

i=1
mim +2) 3 1[I maa = 31m? + 2m) [T mia = 31(m? + 2m) [T25" 4 = 3lm24les2(m) =
3l(m? + 2m)(ml)? = 313(m* + 2m3) = N°=1=FT(m]), which is clearly bounded above by a polynomial in the

parameter \ (the constant polynomial 3(3(m?* 4+ 2m?) for instance). In addition, x is in polynomial time since
computing the v; amounts each time to solving a system of linear equations in Z, for example for the opening
. 1 1 1 . . . .
of the commitment A: [:E . ] [Zl} = {0], which can be done efficiently. All other operations are also basic
1 T2] V2
polynomial time computations. Finally, x succeeds except with negligible probability, which allows using the
Forking Lemma, because it only fails when we cannot compute the v; to open a commitment, which occurs only
when the determinant of the matrix is 0 (the linear system of equations has no solution then), which happens only
with negligible probability. For example for the opening of the commitment A, the matrix corresponding to the
1
T
with negligible probability (1/p) since z; and x5 are picked uniformly at random in Z,.

linear system of equation in 7Z, is [ ol The determinant is 1 — x2. It is zero when xy = x5, which occurs
2
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Chapter 8

Logarithmic 0-1 Proof

8.1 Key Ideas

The problem of the 0-1 protocol system is the term linear in [ in its data complexity O(I+logs(m-1)). What creates
this linear in I complexity term is the communication of {£(/ )}2:1- In order to reduce this communication a good idea

is to pick a new base (hq, ..., h;) and instead of checking the identity (gfl) .. .gf”) YAz = A (g1 -- .gl)5(y’2)Tf”T2$2,
one can check (g1, ... ,gl)(i(l)""’{m)(hl, e hl)(¢0*“"¢l_l) = P, where :
P = p v E (g1 .- .gl)‘s(i‘/vz)Tf’Tzﬁ”2 (hy,y..., hl)(d)o"“’d’lfl) so that we can replace the previous checking by a
(second) "Bulletproofs" over the relation :
R;={(g;he€G",PeG,c€ZyabeZy): P=g*h® Ac=<a,b>}

, on input :

« g:=(g91,-..,9) € G,

e h:= (hl,...,hl) S Gl,

e« P:=Pc G,

o« c:= 23:1 tWp=1 e 7,

. ac= (0, i0),

e bi=(¢"..., ¢,
for n = I, which allows to get a total proof in complexity O(loga(l - m)).

However, this could allow the prover to cheat by computing earlier 77 or any other commitment earlier in the

proof with a committed value in the base (hq,...,h;). This is where we use our "Schnorr’s extended argument” to
5(1),_“7£(1))

m_ 2

show that P knows the witness ({1, ... (")) such that h== V=" (g, ... gl)5(y’z)T{”T§”2 = (g1,.--,q1)
Notice that our "Schnorr’s extended argument' protocol does not have the zero-knowledge property but it is not a
concern since the (f(l), e ,f(l)) are blinded and do not leak any information. Recall anyway that in our previous
protocol we had the zero-knowledge property while we were sending these values in clear.

8.2 0-1 Argument (Protocol 3)

We first give a formal written description of the protocol and then a diagram to see visually all the exchanges
in the 0-1 protocol built to have proofs of logarithmic size.

- Input : (g1,...,91,h1,.. ., i, h,u € G,ga,..., g1, h1,... .0, V= (V)7L € Gm;{vgj),...,vl(j),fyj};?l:l -

l
Zh+y,

hd P’S input: (gla"'7gl7h17"'>hl7hau7g17'"agl7h1a"'7hlava {v§])7aU[(J)7’YJ};n=1)a
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8.2. 0-1 ARGUMENT (PROTOCOL 3)

CHAPTER 8. LOGARITHMIC 0-1 PROOF

e Vsinput : (g1,---,91, 01, b, hou,g1,...,81, 01, ...,y V)

- Output : V accepts or rejects the proof.

- step 1 : P computes :
e alli] = ie{1,...,m},a¥ = @ [1],....af [m)), j € {1,....1},
ead =ald _am jeq1,...1}
e Pick uniformly at random a, p in Zj, and sg),sg) inZz,,je{1,...,1},

(1) [¢))
o A=ho(g? g )(h®R .. hR) € G,

(1) (1)
e S=ho(gt .. gt )(hR ... hfR) €G.

-step2: PsendstoV: A S.
- step 3 : V picks uniformly at random y, z € Zj.
- step 4 : V sends y, z to P.

At this state of the proof, given j € {1,...,1} we define 10 (X), rl)(X) € Zy'[X] and tU(X) € Z,[X] as

follows :
19(X) :=af —21™ + s x € z[x],
r(j)(X) =y"o (ag) +21™ + sg)X) +22.2m€ Z;"[X],
tD(X) =< 19(X), 2V (X) >=t7 + 1 X + 17 X2 € 7,[X].

- step 5 : P computes :

o Pick uniformly at random 71,79 € Z,,.

. tgj) =< sg),ymo(ag)—&-z-l’”)—i—zz-zm >+<ag)—z-1m,sg)oy"” > jed{l,...

o t) =< s ymosW s e (1,1},
OO SR
. lehn(gll ..911 )a TQZhT2(912 "'gl2 )

- step 6 : Psends toV : Ty, T5.
- step 7 : V picks uniformly at random z in Zj.
- step 8 : V sends x to P.
- step 9 : P computes for all j € {1,...,1}:
o 10 = l(j)(x) = ag) —z1™ + sg)x €7y,
o @ =@ (@) =ymo (@ + 21m + sWa) + 22 2™ € zy,

. 10) =< 10,20 se 7,

_ 2 m 1+
e p=nritnrt )2 5 € Ly,
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o =0+ px € Lyp.

- step 10 : P sends to V : 7, u.

- step 11 : V picks ¢ uniformly at random in Z.
- step 12 : V sends ¢ to P.

- step 13 : P computes = 22:1 t@@i—1,

- step 14 : P sends t to V.

- step 15 : P and V compute:

e hi[i] = (byld))? i€ {1,...,m}, b} = (bj[1],...,h{[m]), j € [1,1].

i

¢*j+1

° g_;[l] = (gJ[Z]) S {L'"vm}a g_; = (gS[l]”gj[m])’ JE [Ll]'

0.qm I=1qm__ ~m 2.,m
o P=AST(gy? T g? )=F(h ... hj)EY"

2., m

o« P=n"=VZ2 (g g WATETE (hy, ... hy)@e? )

- step 16 : P and V engage in two "Bulletproofs" inner-product arguments for the following relation :

Rs={(g.heG",PEeG,c€ZyabeZl): P=g*h’ Ac=<a,b>}

, first on input :

« g:=(gill-- llg) € G,

e h:=(h}||...||h)) € GV,

e« P:=Ph* €Q@,

o c:=1€EZLp,

o a:=(1Wg0 .. |IWei-1) e Z}()mz%

m-l
o« b= (@[ |k W) e Zg™,

for n = (m-1),
and then on input :

e g:= (gl7"'agl)eGl7
« hi=(h1,...,l) € G,

« P:=PcG,

o c:=1EZp,

ca= (0, i0) ez,

e bi=(¢" ..., 07" € Z,
,forn=1.

- step 17 : P and V engage in a "Schnorr-Extended Argument" for the following relation :
Ry={(g€G",PeGiacZ): P=g"}
, on input :
e g:=(g1,...,q1) € GW,
o Pi=hTTVE (g A TETY € G,
Cam (), i) ez,

for n = 1.
- step 18 : V accepts the proof if the two "Bulletproofs" inner-product arguments and the "Extended-Schnorr
Argument" are valid.
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0-1 Protocol (first part)
Prover Verifier
j 1 m
ag) = (’UJ( ),...,UJ( ))
ag) = ag) -1
sg), sg) iZ;,"
o, a® ORNG)) RO
A=ho(r g )R iR
o D RONNCY! <O
S=h%g" ...gt )(h® ... h®)
A S
Y,z <$¥Zp
Y,z
T1,T2 (i Z;
SN RO
Ty =h"g' ...g"
g
To=h"2g?> ...g
Ty, T
T <$¥Z;
x
19 = ag) —21™ + sg)x
r® =ymo (@) + 21™ 4+ sWz) + 2% . 2™
H0) e 1) PO S
m
To = ToX” + 11T + Z PAEL?
j=1
p=a+pr
TZ7I’L
0 &2
¢
!
i.= Z f(j)qu*l
j=1
t
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0-1 Protocol (part 2)

Prover

Verifier

—it1

hyli] = (hyli)”
gl = (gl)* "
P= ASm(g'ld)U‘lm ... g

(hy...hj)=Y" ==

i¢l71.1m)7z'

—it1

hyli] = (hyli)”
gl = (gl)* "
P= ASI(g'ld)U‘lm ... g

(hél o h;)z'merzz‘Zm’

i¢l71‘1m)7z‘

g = (g1l .- |lgl) g = (g1l .- Ilgl)
h:= (hi|...|h1) h:= (hi|[...||h})
— 2. m - _r 22.5m .
P=h"V""" (g1...0)°"7. P=h"V"*"" (g1...0)°"7.
2 0 1—1 2 0 1—1
TEARS (110 i) T (b1l 7o )
a:= (1M |nWg')
b:=(Wl...[|rV)
BP(g,h, P,t;a,b)
g :(917 '791) g:= (gla- :gl)
E :(hl,. .,hl) EZ: (hl,. ,hl)
a.=({W,... )
b:=(¢"...,¢'")

= 2. m ~ 2., m
P=h"V" " (g g)° ") P=h"V" " (g g)° ")

8.3 Complexity
The Logarithmic 0-1 Protocol has the following complexities:

¢ # Communications : 2logs(ml) + 4loga(l) + 12 elements :

— 2loga(ml) + 4logs (1) + 4 Group elements :
* A, S, Tl, T2 :
* "Bulletproofs" inner-product argument with n = mi : 2loga(ml) elements in G

4 elements in G

* "Bulletproofs" inner-product argument with n =1 : 2logs(l) elements in G
* "Extended-Schnorr" argument with n = I: 2logs(l) elements in G

— 8 Zy elements :

* Ty, 14, T 0 3 elements in Z,
* "Bulletproofs" inner-product argument with n =im : 2 elements in Z,
* "Bulletproofs" inner-product argument with n =1 : 2 elements in Z,
* "Exetended Schnorr" argument with n =1 : 1 element in Z,
o # Bases : 2ml + 2] + 2 bases:
,hy 0 2ml elements in G

- glv"'agl,h17"'
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— G1,---591,h1, ..., hy : 2l elements in G

— h,u : 2 elements in G
o # Exponentiations in G:

— Prover : 16lm + 141 + m + 4logz2(Im) + 6log2(I) — 11 exponentiations in G:
— Verifier :  8Im + Tl + m + 2loga(Im) + 4log2(1) + 2 exponentiations in G

The details are shown in Table 8.1.
* # Exponentiations in Z,:

— Prover: 3logs(Im) + 6log2(1) + 9 exponentiations in Z,
— Verifier: 3logs(Im) + 6loga (1) + 9 exponentiations in Z,

Details are shown in Table 8.1.
o # Multiplications in G :

— Prover : 10im + 111 + m + 4loga(Im) + 2loga (1) — 8 multiplications:

x 2ml for each of A,S : 4ml multiplications

x [ for each of T7,T5 : 2] multiplications

* P: 2ml + 1 multiplications

x P :m + 21 + 2 multiplications

* "Bulletproofs" inner-product argument with n = ml : 4ml + 2logs(ml) — 4 multiplications
+ "'Bulletproofs" inner-product argument with n = I: 41 + 2logs(I) — 4 multiplications

x "Extended-Schnorr" argument with n = [ :31 — 3 multiplications

— Verifier : 4lm + 5] +m + 2logz (1) + 2 multiplications

x P:2ml+1

x P:m+20+2

x "Bulletproofs" inner-product argument with n = ml : 2ml
x "Bulletproofs" inner-product argument with n =1: 2I

* "Extended-Schnorr" argument with n =1: [ + 2log2(l) — 1

e 7 Multiplications in Z, :
— Prover : 12ml + 9] — 16 multiplications:

{t§j)}§-:1 : 4ml multiplications

ES

* {tgj) _, : 2ml multiplications

« {29, y77 1™ 2 2(m — 1) multiplications

* {¢/~1}_; : 1 —1 multiplications

* "Bulletproofs inner product" argument with n = ml: 6(ml — 1) multiplications
* "Bulletproofs inner product" argument with n ={: 6( — 1) multiplications

x "Extended-Schnorr" argument: 2/ — 2 multiplications

— Verifier : 2ml + 3m + [ — 1 multiplications
* {y/7'}7L1: m — 2 multiplications

{¢/7'}i2y 1 — 1 multiplications

h’ : 2ml multiplications

*

P : m multiplications
{27} - m multiplications
"Bulletproofs" inner-product argument with n = ml: 1 multiplication

R R

"Bulletproofs" inner-product argument with n = [: 1 multiplication
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Prover Verifier
# Expin G # Exp in Z, # Expin G # Exp in Z,
A 2lm+1
S 2lm+1
=" 1 1
T 141
Ts 141
z? 1 1
y~ ! 1 1
p 1 1
) 1 1
P l4+m+3 H+m+3
P 2lm+-2 2lm+-2
Ty 1
h’ Im Im
g’ Im Im
Peact 1 1
BP(Im) 8lm + 4loga(Im) — 8 3logz2(Im) + 2 4lm + 2logz(Im) — 1 3logz(Im) + 2
BP(1) 81 + 4loga (1) — 8 3log2(l) + 2 41 + 2loga (1) — 1 3loga(1) + 2
ES(1) 4l + 2loga (1) — 4 3loga (1) 20+ 2log2 (1) — 1 3loga (1)
TOTAL | 16lm + 161 + m+ | 3loga(Ilm)+6log2(1)+9 | 8lm + 7l + m 4+ | 3loga(lm)+6logz2(l)+9
4logz(Im) + 6loga(l) — 2loga(Im) +4loga (1) +2
11

Table 8.1: Complexity of Logarithmic 0-1 Protocol

As desired the number of exponentiation and multiplications is linear in Im and the size of the elements

exchanged scales logarithmically in Im.

8.4 Theorem 5

The zero-knowledge protocol presented in section 8B for relation Ry has perfect completeness, perfect special
honest-verifier zero-knowledge and computational witness extended emulation.

In the followings subsections, we will show point by point that the 0-1 protocol satisfies the definitions of Perfect
Completeness, Perfect Special Honest-Verifier Zero-Knowledge and Computational Witness Extended Emulation for

relation R;.

8.4.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid

witness {7, }7L,, {vz(j)}

(i, o™),

v,

l,m
i=1,j=1

Rl
- () ),...

for the relation Ry = {(¢1,. ..

m ) v(j)
Yy = (Vo) €Z) 1V = RG]

,gl,hEG,V:(Vh...

€]
Y

uVm) S Gm;
/\vl(j) € {0,1},

vie [1,1],5 € [1,m]}.
We prove the interaction between P and V will result in an accepting conversation.
That is : P [< P(o,u,w),V(o,u) >= 1|0 + Setup(1*), (u,w) + A(0), (o, u,w) € Ry] = 1.

To see this, let’s look at the verification equations that the verifier V checks in the protocol :

2., m 2
V=2 (g ... g)° WA TETS

Y1 ’Uil) ’U;l) TYm vim’)
=(h"g ...gt .. Ry

™) 5w _m RO (D NO
gt ) g )P (T (g gt )T (R (g g2 )T

2
o) 5 m42 v§7'L)Zm,+2 v(m)szr (1) t(ll)

2 3(y, 3(y, t
= (hm*g) gt T LR gy g )gl(yz)...gl(yz)h'r””gl1 ‘g

k < 1 1 k) _k 1 l
Zm71 ug )zk+1+b(y»Z)+t(1 )$+té ) 22 g ZL:1 ’U; )zk+1+6(y,z)+t§ ):c+t<2 >x2h7_2z2+7_1z+zz%=1 LA

2

1 1
5 ) 52 (1) 2 zh"?””

J— k=

=01

i o)
=91 -4

since P has followed the protocol and thus has computed :

-
h'=,
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t0 =3 vﬁk)zk+1 160y, 2) +t P2+ 922 je{1,... 1} and 7, = ma® + mx + PO TT-Lan
Hence, since the "Extend-Schnorr Argument" is complete and P runs it honestly knowing the witness (£, ... (1)),
VY will thus accept the "Extended-Schnorr Argument" for relation R4 on input:

e g:=(g1,...,q) € G,

. PV gy Ty

. aim (0, i),

Multiplying both sides of the previous equation by hfo e hf’lil and putting the term A~7* on the other side we
get :

— -z z) e 0 =1 5} £( (0 =1
W=V gy g ATETE RS T =P = (g g n

Finally, P computed ¢ as : t = 2221 tD =1 =< (FD T (40, ... ) >
Hence, since the "Bulletproofs" argument is complete and P runs it honestly knowing the witness, V will thus
accept the "Bulletproofs" inner-product argument for the relation Rs (8.2) on inputs:

= (gl7"'agl) S Gl7

We also have :

P=ast(g” g )y gy

@ NO a® a JHEY) XQ ey m
- (ha(glan L@ ) (bR hy R)) (h”(gl c gt ) (hytR ...th))

gg-—zGﬁU'lm o g{—2¢171-1m (hl o h/)z‘ym-&-zz‘zm
0,(1) =10 " oal® ) 04(1) =10 mos(l) mog® \
G T T R A )
gg-—zQﬁU'lm o g{—2¢171-1m (hl h/)z ym42z2z™

_ h(a‘i’Pm)g’ d)O( (1) s 1m+s(1)z) o gi¢l 1(a1(_‘l)7z.1m+sg)z)ha [ymo(ag)+Sg)z+z-1m)+22'zm] o
h/[ymo(a(l)+S(1)£+z~1m)+z2~zm]
R R
1

(1)

0.1(1) )

1=14(M r
= h(g}? g H(my)

- (hp)™)

Where the last equality follows by :
19) —a() zlm—l—s()x jed{1,....1}
and
rd) = y™o (ag O s(J) )+ moje{l,..., 10}

Moreover, the prover P computed 1) as t0) =< 1W vl > and thus :

< (Wi Hi_| (x0)l_) >= Z <10, r@ > gi-1 = Zézlt(a)qﬁj—l

Hence, since the "Bulletproofs argument is complete and P runs it honestly knowing the witness, V will accept the
"Bulletproofs" inner-product argument for relation Rs (8.2) on input:

o g:=(ghll.. llg) € G,
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h:= (hy|...||hj) € G,
« P—Ph "cG,
e ci=Y_ {01 ez,

Jj=1

- a:= (100 N0 ez,

« b= (W] |rW) e zZ{™Y,

forn = (m-1),
Together with the first "Bulletproofs" inner-product argument being accepted by the verifier, V will accept the
proof thereby showing the Perfect Completeness of the protocol.

8.4.2 Perfect Special Honest-Verifier Zero-Knowledge

To show Perfect Special Honest-Verifier Zero-Knowledge (SHVZK) we build explicitly an efficient simulator
that given the C.R.S. and a statement (g1,...,9;,h € G and V = (V4,...,V,;) € G respectively) produces
indistinguishable transcript (in the sense that the transcript will have identical distribution) from a transcript
resulting from the true interaction between the prover P and the verifier V. That is :

o <+ Setup(1*), o < Setup(1*),
P |A(tr) =1 (u,w, p) + A(o), =P [A(tr) =1|(u,w,p) + A(o),
ir < <P(0’,U,’U)),V(0’,U,p)> tr < S(O’,’u,,p)

The simulator pseudo-code is as follows :

0-1 Simulator

= Input : (gly' .. 7gl7h7uag17 e aglahlv' .. 7h17V)'
- Output : transcript identically distributed to a true interaction between P and V.

- step 1 : Picks challenges x,y, z, ¢ uniformly at random in Zj.

- step 2 : Compute hi[i] = (bli])¥ ", i € {1,...,m}, b} = (b[1],...,h{[m]), j € [1,1].
) A )

- step 3 : Compute g;[i] = (g;li)? " ,ie{1,...,m}, g; = (g;[1],....gi[m]), j € [1,1].

- step 4 : Picks y, 7, uniformly at random in Z.

- step 5 : Picks 19, 1@ uniformly at random in ZI", j € {1,...,1}.

- step 6 : Computes tV) =< 10 r() > j e {1,...,1}.

- step 7 : Compute t = 22‘:1 t@@i—1,

- step 8 : Picks A uniformly at random in G.

- step 9 : Computes

B 401 -1 _e@® )
s=(r " e Hm T m T )A

0.qm =1 qm__ o™ 2., m
G- L I VO

- step 10 : Picks 75 uniformly at random in G.
- step 11 : Computes T} = (h_TIsz'zm (g1-- .g,)‘;(yvz)T;Z (gl_{(l) "'91_5(1)))_
m - m m m
- step 12 : COmputeszsw(g;j“ g )= (hy . b)Y
- step 13 : Compute P = h™"=V= 2" (g, ... ) WA TPTy".
- step 14 : Compute P = h="=V="2" (g, ... g))@DTETE (hy, .. ., hl)(¢o""’¢l71).
- step 15 : Given the witness a := (qu_ll(j))é:l and b := (I'(j))é-:1 run the protocol 2 on input
((ghll---1lg}), (hi]|...||h)), Ph~* % a;b) to get transcript S{""¢" of the first inner-product argument.

(tW):_, and b := (¢7)!_, run the protocol 2 (6.4) on input

m
m

- step 16 : Given the witness a :
((91,---591), (h1,...,hy), P,T;@,b) to get the transcript Si""*" of the second inner-product argument.

- step 17 : Given the witness a = (f(j))z-zl run the protocol 1 on input ((g1,...,q), P;@) to get transcript
SES of the "Extended-Schnorr Argument".

- step 18 : Output : (4, S;y, 2; 11, To; ; T, ;¢ F; Sinmer; Sinner. GES)
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An honest prover interacting with an honest-verifier will produce independent random values 4,10, r@ 1 7,
given a, p, 71, T2, T, Y, 2, sg), sg) are chosen independently and randomly. They will produce f = 25:1 t@pi—1 as
t0) =< 10 @ > 5 e {1,...,1}.

The simulated S is fully defined by :

A (@ g T ) gL ) = ey g T Y () L (m)™), which is ensured
by computing S accordingly. Given that P follows the protogol honestly, T7,T5 are perfectly hiding multi-Pedersen
commitments and thus are random group elements. Given ¢ and answer 7., the internal relation between 7} and
T, is fully defined by the equation (gfu) .. .g}g(l))hTm =v=z" (g1 -- .gl)‘s(y’z)Tf‘sz, which is ensured by computing
Ty accordingly.

Simner s ran knowing the true witness for this sub-protocol, (1M ¢0(|... [1M¢!=1), (x| ... ||rY) such that :
_ 0. qm l—1 q4m m m
t=< (1D ... MW=, (x| [|rV) > and A5=(g;,” ' ... g]® ) 7E(h}...h))FY" e
= (g1_¢0|| e ||g1¢’171)(1(1)"50”'“"1“)‘75171)(h§l|| e Hhi)(‘"(l)”“"'rl)) so the transcript produced for the first "Bulletproofs"

inner product argument inside the protocol will be indistinguishable from the one resulting from a true interaction
between P and V.

Sirmer i ran knowing the true witness (1), ... £0) (4%, ..., ¢!~1) such that :
T=< (({0,...,i0), (4% ...,¢"" ) > and b= V=" (g1 ... ) @ATETE (hy, ... ) (@)
= (91, ,gl)(i(l) """ Em)(hl, ey hl)(d’o """ $'"") 50 the transcript produced for the second "Bulletproofs" inner product
argument will be indistinguishable from the one resulting from a true interaction between P and V.

SES is ran knowing the true witness (£(1), ... #)) such that :
REA A (g1 -- .gl)‘s(yvz)Tngm2 = (g1,-.. ,gl)(fu) """ 1) 50 the transcript produced for the "Extended-Schnorr"
argument will be indistinguishable from the one resulting from a true interaction between P and V.

We can thus conclude that the transcript obtained by the simulator pseudo-code is distributed identically to the
transcript of a true protocol interaction between honest P and V with independently uniformly selected challenges.
This shows our protocol proof has the Perfect Special Honest-Verifier Zero-Knowledge.

8.4.3 Computational Witness Extended-Emulation

In this section, in order to prove the Computational Witness Extended-Emulation property, we construct an
efficient extractor y that uses xB¥, the extractor of the "Bulletproofs” inner-product argument as a subroutine
and a polynomial number of N1 :=3.m-(m+2)-1- NBP(l-m) - NBP(l). NES(l) = O(m*1%58) transcripts
with 3 different values of the challenge x : 1,29, 23, m different values of the challenge y : {y;}7;, m + 2
different values of the challenge z : {zj};-”:lz, | different values of the challenge ¢ : {¢;}._;, (mi)? for the
first "Bulletproofs" inner product argument, [? for the second one and ~ {!*® to extract a valid witness for
relation Ry = {(91,...,91,h € G,g1,...,8,V = (V4,..., V) € G™; (vgl), .. ,UY")), A (vl(l), . ,vl(m)),y =

@ e , . .
(Y1505 Ym) €Zy) Vi =hYigt ... g /\vgj) e {0,1},Vi € [L,1],5 € [1,m]}.

This allows to prove, using the Forking Lemma (3.4), the Computational Witness Extended Emulation (3.3.4)
property which is a larger notion of security than soundness.

We will use the Discrete Log Relation assumption, which was presented in section 3.1.
The following proof may seem a bit long and intricate but it is not very complicated. All that is required is to

build the extractor .
Informally the extractor will work as follows: x first uses the "Bulletproofs" inner product argument extractor,

xBF to extract the witnesses (1), ...,#0) and (¢°,...,¢'"!) of the first "Bulletproofs" inner product argument.
It also use it to extract the witnesses (¢°1V]|.. . ||¢!=11M) and (rM||...|jr®) of the second "Bulletproofs" inner
product argument.

It then uses the "Extended-Schnorr" argument extractor, xy?° to extract the witness (f(1)7 . ,f(l)) and we show

that this witness must be the same that the one extracted with x5,

Then we combine different transcripts to open the commitments S, A, Ty, T» and finally {V]};n:l, which
leads to a candidate witness for relation R;. We then use the verification equations and the fact that <
(1| .. [ 11D), (e D)L e D) >= Z;zl )¢~ to show that the extracted witness satisfy the relation R;.
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Our extractor y first runs the extractor of the "Bulletproofs" inner-product argument, x2¥, on each of the
transcripts for the second "Bulletproofs" inner-product argument for relation Rs (8.2) on inputs:

hd g _<gl?"'agl)€Gl7
e« h:=(hy,.... ) €G!,

« P:=PcGgG,

e ci=1t,

e a :(f(l) ,10)

e bi=(¢" ..., 071,
,formn=1.

Our extractor will obtain in this way the witness (t,1) = (1, ..., i), (M . .. ")) such that
i OFRTASY p® D T\ 222 8(y,z) ¢° 't
g5 .9 R hl =P:=h" lV (91...q)°WATFTS AT ... by  and
(t(l) . (l)) w L) >

Our extractor will then run the extractor of the "Extended—Schnorr" argument, Y79, to extract the witnesses
t= (W, .. 1), such that: gi' ... t(l) =h" =V (g g) WA TETE?
Plugging this into the previous equatlon leads to:
2(1) ~(1) (1) ) — . 22.5m [ Yp——- 0 -1 7(1) 7(1) 0 -1
gl gl R Y =P = VI (g g)WATETE R Ay =gl gl R ke
Using the Discrete Log Relation assumption we infer ¢ = (M. @) = (¢°, ... ¢!1) and t = t.
This implies gf .. t( W = VR (gy L g0 TETS.
Finally we must also have that ¢ provided byl”P in step - step 114 : of the protocol is :
=< (t(l), » .,t(”), (w(l), o 7¢(l)) >= ijl tW) ) = ijl 10 . pi—1

The proof now will be essentially the same that the one for the first protocol presented in the previous section.
The reader can skip the rest of the proof if he already read the Computational Witness Extended-Emulation proof
from the previous section.

Our extractor y will run the extractor of the "Bulletproofs" inner-product argument on each of the transcripts
produced by xZ* for the second "Bulletproofs' inner-product argument for relation R (8.2) on inputs:

o g:=(ghll.. [lg) € G,

e hi=(h}]|...|[h) e G,
« P:=PhHeG,

H=3, i) €z,

e a = (1(1)¢0|| . ||l(l)¢l_1) c Zgwl)7

« bi= (W] |r®) e zi" Y,
for n = (m-1).
In this way, it will obtain the witnesses (LE) = (AW|[...[1IV), D |[...[FDV)) € 75 % 7™ such that
g'h” = Ph#A < 1§ >=1, where g := (g}]|...||g]) € G™D and h := (h}]|...||h)) € G(mD.

Now, consider two valid transcripts with different values of the challenge z : x1,z2 € Z;, and their inner-product
argument witnesses 1;,71,12, F2. We have : i‘ h% = P;, which is equivalent to :
ghhfihm = Ag= (g ? " . .gﬁ“l'lm)—Z(h' hj)FY e (1,2),
We combine these two equatlons to open the commitments A and S and extract their committed values as follows.
Now, let v1,15 € Z,, ZZ 1vi =0, ZZ 1 Vixz; = 1. Then, we can compute Hz L (P)" in two ways:

¢ () Ty (P =TTy (W™ ) = hdois vgdicy oo, v
2 i 2 I 2 10 2 yEd i
= h2i=1 28 (giZz:I i, .gizzzl i )(hizlzl i hle 1 )

1
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o (i) [Ty (P = T2 (As™ (@™ g )2 (g b= she)
. AZ7 11/152 V”L‘/El( /¢O Z?:l vie1™ y /¢l—1 21 1Vi'17n)7z(h§lzj:1 v;- 1™ hizle Vi'lm)z»merZQ'Zm
= A% (g% L g® )0 )zy +ata

=S.
i 2 2 2@ 2 e
We thus have : § = [[°_, (P)" = Wi it (g > vl ...g{zizl vili )(h’lzi=1 it ...hizz:l Vi),
s (1) (1) (1)
Hence, we can write S = h?(gi" ... gf‘“ )(h3® ... th ), where :

2

¢ pP= 21:1 Vilki,

. . 9 IR
. sg) = I, ying)), je{l,...,1} and

j - 2 N
o sV —y (YL uE), je{l,...,10}
Now similarly, let v1,vs € Zy, : Zle v, =1, Z?zl v;x; = 0. Then, once again we can do the same computations

to get :

I SHNZIZTNS DRRTL SRR DRREL LTINS DAL R ) DA

1 B

:E]w

i=1

_ AZ1 . VlSZ i1 Vix; (g/ ¢0 Z i1 v;-1™ o g{d)l'_l 23:1 l/i-lm)fz(hazle v 1™ o hizfil Vi'lm)z-ym+z2-zm
_ A( ) 60 1m gi‘bl 1 17n) Z(h& N .hi>z.y7‘n+22.zm

(1) (l) (1) M
Hence, we can write A = h* (g2t L )(h;*r ... h®r ), where :

s = Zle Vi g,
. ag) :Z?:1 Viii(j)¢_j+1+2'1m’j €{l,....l} and
-ag)zy_m’(Z?le @ _ . ym 4 22 >’je{1,...,l}.

Notice that since A and S are provided before the choice of challenges x, y, z, ¢, we can assume these two expressions
hold for any challenge z, v, z, ¢ provided later to the prover in the transcripts considered by our extractor.

ow, we can use the expressmns we just found for A and S and substitute them in the equation:

N the 2 i just found for A and S and substitute them in th ti
i OIS ) 0.qm 1=1.qm ™

heght gt hyt = AST(gy® Y g? ) E(hY L h))EY T e

In this way, we obtain the equation:
i SOIES! £ 0,1 11,1 m g () moq D)
hgy! U = (e g (Y o))

(W(g'ﬂ Sﬂx...g#l ey B ) R e R T

Now using the Discrete Log Relation assumption we can infer the following except with negligible probability:
o (i) p=a+pz,
e (IO =gi-1@ —z.1m sy e {1,...,1,
o (i) FD =ymo (@ 4z 1m 4 sWa) 422 2m e {1, 1)

We can thus write 10 = ¢/=110) and ¥ = r@ | where 10) = ag) —z- 1M+ Sg)x, (1)
and r¥) = y™ o (ag) +z-1m+ s(ri)x) +22zm e 1,1}, (2).

Now, recall that I, ¥ satisfy : < ¥ >=c¢:= Z;_ Npi=1 or just written differently :
< (AW NG, (¢ O] W) >= 30 < 1D, 2@ > it = L {giL
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This last equality holds for each of our transcripts and thus in particular for all [ different challenges ¢. Notice that
since, from our early discussion, the expressions of S and A are independent of the value of the challenge ¢, we can

conclude that the ag), ag) and consequently the 18 and r{ are also independent of the value of the challenge ¢.

Hence, if we define p(¢) := 22:1 ¢ () — < 1@ r@ >) it is a polynomial of degree I — 1 since the term with
highest degree will be ¢!~ and all coefficients (£7)— < 13 r() >) are independent of ¢.

Denote ® = {¢y}._,, the set of these [ different challenges ¢; then we have :

2221 I — <10 r@ >) =0 Vo € {¢r}._,. Since we assume ¢; # ¢;, i # j, this implies that the
polynomial p(¢) = 22:1 9 — < 1W r0) >) has (at least) [ distinct roots {¢y }._,. The only polynomial of
degree | — 1 with more than [ distinct roots is the polynomial 0, with 0 coefficients. Hence, p(¢) is the 0 polynomial

and thereby all his coefficients are 0, that is:
t0) = <10 rl) >= 0o W) =< 10 r0) > Vvj c {1,...,1}. (3)

Now, given the challenges z,y, ¢, we consider transcripts with 3 different challenges x : x1,%s2,x3 and the
20 u) N
verification equation : (gi° ...g," )hT= = V=2"(g; .. 91)5(9 ATETy | that must be verified Vi € {1,2,3}.

Let {v;}3_, C Z, such that ijl v; =0, Z?Zl vir; =1, ijl vjxi = O, then we can compute :

2(1) O] vi S ydth 2 i 3
H( o )hm) = (g g R

Vi

|
Ew

2 _m 2 T2
(VZ (o ...gl)‘s(y’z)Tlle)
1

.
Il

3 2

3 m 3 3 i T4 i L
VZi:l Vi.z2.z (91 e gl)Zi:1 Vi(;(y’z)le:i:l e Tzz:'izl i
T

o) 0
. t t
Hence, we can write Ty = h™g;" ...g,' , where 7y = 2?21 ViTa, s t(]) ZZ L vit; ) ,Je{1,...,1}

Similarly, let {v;}3_, C Z,, such that Z =0, Zj L vir; =0, Zj’:l vjz3 =1, then we can compute:

i o Vi N2 NIEZ1 A LR
H ( ' )h”> = (glzi=1” g

vi

3
2.gm 2)Ti 9012
= H (VZ (g1 g)" AT, )

i=1
3 m 3 3 i T 3 30 2
= sz':l viz*z (gl .. .gl)zi:1 Vié(y’Z)le:i=l Vﬂ'TQZ:hl i
. mgte) 3 G) _ 53,00
Hence, we can write Tp = h 91 c.g? s where o =) vy, t5 = vty e {1, 1}

Finally, let {v; };-’:1 C Zy, such that 2?21 vy =1, 2?:1 vixzj =0, 2?:1 vz = 0, then we can compute :

3

z2\ Vi
H (Vz -z 91 ) gl)ci(y,z)TlﬂfiTé 1)
i=1 . ]
=V

) 3
L viz2.z™ (91 B -gl)zf:l l/q‘,(;(yaz)leizl VixiT;i:l Vil

i=

2., m

=V (g ... g)0W)

Hence, we can write vera hgit ... g;", where v = 2?21 ViTg, and v; = Z? 1V A(]) =0y, 2), j €{1,...,1}.

Now, given y, x, ¢, consider m transcripts with different challenges {z; 71. From our previous discussion, we

can write V5 & = B o v
91 .9
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Given j € {1,...,m}, let {r;}*, C Z, such that : 37" 12,77 = Tand 31" vizf ™F = 0 VEk € ({1,...,m}\{j}).
1, if j =k,

In other words, {v;}7, are such that given k € {1,...,m} : S, 2"y, = T(k,j) == .
0, otherwise.

i=17%i

In what follows below, we denote V; as the j-th component of the m-dimensional vector V, ie. V = (V]);”_1 =
Vv, Vin). )
Then, we can compute the product [~ (szzim) as:

z2z m\ Vi m m 2Pt P v m Zﬂil Zf+1l/i
- 1Lz (V 1 ) =IL, (Hk1 Vi' > =T, |:H7, 1 (Vkl > } = [[i=s (Vk - )
=11, F(k’]) VjF(j’J) V;, since Vj, Pk — 1 Yk £ 5.

vi ) ©) Zm O™ T W,
m 227 R w0 . U1 vy _ Yivi 1 Vi i—1 %1 Vi
- 1L, (V’ ) =1L, (h’y g -9 ) hz’ L -G

_ -
Hence given any j € {1,...,m}, we can write V; = RYiglt .. .glv’ , where 7, = > vivs and
Eg) = ZTlvé)V“ ke{l,...,1}.
i — @ (J)
We have succeed to extract a candidate witness {(7;,v o ,vl(J))} such that kY gi)l gt =V

It remains to show that {(7;,v (J), ... ,vlj))} satisfy the relation R, that is :
o € 0,1} V(i,5) € {1,..., 1} x {1,....,m}.

We show this by recombining all the expressions we found earlier for the commitments and exploiting the different
verification equations.

Now, given any transcript with fixed challenges x,y, z, ¢ we can substitute the expressions we just found for
(V3)j2y, T1 and T in the equation, (gt ... N))hT =V (g1 )P @ATETE to get :

i t<) T, 22.2™ §(y,2) papa?
(g1 g0 W™=V (g1 g)*WATI TS
(1) (1) ne (l)
zf+1 6(y,z 1t t T 2
= HV 91 W )<h ‘o L) (h 291 gz )"
m .
=(3) =) (1) (1) (1),.2 W2
_ v Chahn 5(y,2) iz, b1 T Ty ma? ty ty
=17 g ) (gr - g)? @R g g TR g T g
Jj=1
_ m 7(1) +1 mo =(F) +1
(hE 7,2 Z + gzj:ﬂz # )g?w:®) gzs(y,z)hm+ngt§”w+té”w2 gti”x+t§)w2
g 1 1 g
_ h7'1w+'r212+z;1177‘Zj+lgzzn:1?Y)Zj+1+5(y’z)+t§1)m+t;1) ’ gzm 7(” 2T 46 (y,2)+ t(l)x+t(21>w2
= T 1 1

Now using the Discrete Log Relation assumption we can infer the following except with negligible probability :
e (i) 7w =max+ Tox? + Z;n:lﬁjzﬁrl,
o (ii) £ =370 Egk)z’”l +4(y,2) + tgj):r + t;j)xQ, jed{1,...,1}.

We can rewrite the last expression as : £7) = t(()j) + tgj)x + tgj)x2 (4), 7 € {1,...,1}, where

t(()j) =>, Egk)zk“ + 4(y, z). For the rest of the proof, it remains to show that

téj) :<ag) —z-1™ y™mo (a (J)+z 1) +22.2m > Vje{l,...,0}.

Once we have this we can show that that {(v;, vgj ). (j ) )} is a valid witness for relation Rj.

Indeed, recall that in section 7.1 we have mentioned that the equation < a(J) —2z1m, y™o (ag) +21™M) 422 z™ >=
Sy z”k (k) + 6(y, 2) implies except with negligible probability the three following equations Vj € [1,1] :

aVli] =0 ic{1,...,m},a oald) = o0m al¥) = al — 1™ which proves v € {0,1}.

For this, given j € [1,1], define the two linear vectors polynomials p(] )( X), pg)(X ) € Z'[X] and the two
quadratic scalar polynomials pi¥) (X), ) (X) € Z,[X] that will depend of the challenge x as follows:
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@) ) —al -z 1m 5Py,
o (i) PP (X)=ymo(ad 42 1m 4 W x) 4 22 gm
o (iii) p(j)(X) —< P(Lj)(X),pg)(X) S— p(J) +p(j)X eréj)XQ,

Now, recall that given a transcript with challenges z,y, z, ¢, we have shown earlier (3) : {0 =< 10, r@ > and by

Moreover, from (1) and (2) we have the following: 10) = a}f) —z- 1"+ Sg)x = p(L)( ) and
r@ =ymo (@) + 217 +sPa) + 22 2™ = piY) (2).

This implies in particular that for all challenges z,y, ¢ and 3 different challenges 1, x2, 3, we have

t0)(x;) =< p(L])( i),pg)(xi) >= pW(x;), i € {1,2,3}. This can be expressed equivalently as the fact that the
scalar quadratic polynomial Zizo(t,(f ) p,(cj ))X k€ 7Z,[X] admits at least the 3 following roots: (1,2, x3). Since
the only quadratic polynomial in Z, with more than 2 roots is the zero polynomial, we can conclude that

(j) (J) — 0o t(a) pk' Vk € {0 2}

In partlcular t(J) = p ) & o k‘H +4(y, 2) =< ag) —z-1m y™mo (ag) +2-1M) 422 2™ >,

Now, using the proof in Appendix A, this can be expressed equivalently as :

Z(ag)[k} — v](-k))zkJrl +z< ag) —1"m - ag),ym >+ < ag),ag) oy™ >=10
k=1

Since this holds for m + 2 different challenges z and m different challenges y (using again the reasoning that a
polynomial of degree m with more than m roots is the 0 polynomial) we can infer the following :

e ()ad oald = om,

o (ii) ag) = ag) —1m™,
o (iii) vV = af [k] Yk € {1,...,1}.

(i) and (ii) together imply that a ) e {0,1}™ while (iii) implies v ) e {0,1} Vl e{1,...,1}.

7(.7
Since all this final reasoning holds for any j € {1,...,m} and V; = fﬂJg1 ...glvl Vi € {1,...,m}, we have
extracted a valid witness (v1,...,7;,7) for the relation

Ri={(g1,---,9,h €G,g1,...,8,V=(V1,....,Vin) € G™5v1,..., 0,7 €Z}') :
o) o @ .
Vi=htgt gt Avl) €{0,1},Vi € [1,1],5 € [1,m]}.

Using the Forking Lemma presented in section 3.4 this implies the Computational Witness Extended Emulation
property (3.3.4) which concludes the proof.

If you want more details on why we can apply here the Forking Lemma here are the explanations.
The 0-1 protocol is in 6 4 (2loga(ml) + 4logs(1) + 1) = 2loga(m) + 6logs (1) + 7 moves and has 3 + loga(ml) + 2logs(1)
challenge (y, z), z, @, loga(ml) challenges for the first "Bulletproofs" inner product argument on input n = ml,
loga(1) for the second "Bulletproofs" inner product argument on input n = and logs (1) for the "Extended-Schnorr"
argument on input n = I.

Hence the parameter p in the statement of the Forking Lemma is equal to 3 + loga(m) + 3loga(l). The
corresponding tree of accepting transcripts has depth equal to u = 3 + loga(m) + 3log2(1). The node in the first
level has ny = m(m + 2) children in the second level of the tree corresponding to the m? pairs of challenges (y, z)
for the first challenge ({y;}jL; % {2;}72;). Each node in the second level has ny = 3 children each corresponding to
a different value of the challenge x ({x1,z2,z3}). Each node in the third level has ng = [ children corresponding to
the [ different challenges ¢ ({¢;}._,). Each node in the fourth level of our tree is connected to the root of a tree of
accepting transcripts for the first "Bulletproofs" inner product argument on input n = ml, which is a tree of depth
loga(ml) with 4 children per node at each level (see the "Bulletproofs" paper), hence n; = 4, 4 <i < 4+ loga(ml).

59



8.4. THEOREM 5 CHAPTER 8. LOGARITHMIC 0-1 PROOF

Then, each node of the last round of the first "Bulletproofs" inner product argument is connected to a tree of
accepting transcripts for the second "Bulletproofs” inner product argument on input n = [, which is a tree of depth
loga(1) with 4 children per node (see the "Bulletproofs" paper), hence n; = 4, 5+loga(ml) < i < 5+loga(ml)+loga(l).

Finally, each node of the last round of the second "'Bulletproofs" inner product argument is connected to a tree
of accepting transcripts for the "Extended-Schnorr" argument on input n = I, which is a tree of depth loga (1) with 3
children per node (see the "Bulletproofs" paper), hence n; = 3, 5 + loga(ml) + loga(1) < i < 5+ loga(ml) + 2loga(1).

Therefore, the total number of nodes in the tree is N = Hle n; = H?ﬂogz(ml)wlogz(l) n; = N1 -Ng - N3 -
341 I 441 D+loga (1 541 )+2loga (1
[ [t [, = 14 40 590~ Simi

2)(ml)?121158 = 3(m3 + 2m?)1%-5% = NO~1(ml), which is clearly bounded above by a polynomial in the parameter
A (the constant polynomial 3(m? 4 2m?2)I” for example). In addition, y is in polynomial time since computing the
v; amounts each time to solving a system of linear equations in Z, for example for the opening of the commitment

A: Ll xl } {Zl} = [(1)} in Z,, which can be done efficiently. All other operations are also basic polynomial time
1 T2 V2

computations. Finally, x succeeds except with negligible probability, which allows using the Forking Lemma,
because it only fails when we cannot compute the v; to open a commitment, which occurs only when the determinant
of the matrix is 0 which happens only with negligible probability. For example for the opening of the commitment
1 1
ry X2
zero when 7 = xo, which occurs with negligible probability (1/p) since x; and x5 are picked uniformly at random
in Zy.

A, the matrix corresponding to the linear system of equation in Z, is [ ] . The determinant is x1 — xo. It is
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RLA Optimization with ElectionGuard

Chapter 9

Min-Max K-selection Proof Protocol

9.1 Selection Limit

In an election, recall that the selection limit is the maximum number of selections a voter can choose.

1 if box j is selected,

More formally, in an election, assume a ballot has the form v = (vj)é-:l, withv; € {0,1}, v; = ]
0 otherwise.

Then, usually, the selection limit is a natural number K > 1 that is to be determined before the election is organised

such that 23:1 v; < K for all ballots (v; )é‘:l in the election. However, sometimes we can also consider a lower

bound so we will prove more generally Z;=1 vj € [Min, Max]

For example, in a contest with 5 candidates if the selection limit is set to 1 this means that the voter can only
choose (i.e. give his vote) to one of the 5 candidates.
The selection limit is often (depending on the election’s system) set to 1 however to be general we allow our system
to work for any value.

9.2 K-selection Proof

In this section, we want to prove the following statement in order to prove a batch of ballots is valid: given multi-
o) ) . .
Pedersen commitments of votes V; = h%ig," ...g" ,j € {1,...,m}, the committed ballots {vy), .. ,vfj)};”:l
satisfy 22:1 v,gj) € [Min, Max]. _
We can then prove the statement equivalently by showing that Zizl v,gj ) can be encoded on 7 bits.

We assume without loss of generality that Min = 0 and Max is a power of 2, so that 22:1 U](Cj) € [Min, Max)
is equivalent to Zﬁc:l vl(f) € [0,2™ —1].
Written formally the relation we want to prove is the following:
Rs :{(917~-~,glah S G,V: (V],...,Vm) S Gm;
1 m 1 m m
(v§ ),...,vg )),...,(’Ul( ),...,Ul( )),’y: (Y15 -+ Vm) €Zy') -
() @)

Vi=hYgt g A wuie0,2"—1]|}

i=1

The C.R.S. is ¢ := (g1,...,q1,h), the statement is v := V = (V4,...,V,,) and the witness is w :=
i)\l,m
((Ugj))i:1,j:1||(’7j);n:1)-

9.3 Proof Key ideas

In this section, we briefly describe the key ideas we had in mind when we designed the following protocol to
prove the relation Ry presented above.
Once again, the ideas are inspired by the "Bulletproofs" paper.
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9.3.1 Rewriting relation R,

(7)

(7) v
In order to prove relation R, that is proving, for each commitment V; = h gfl ...g;" , that we have
22:1 v,(f) € [0,2"—1], we prove that 22:1 p,(f) can be encoded on n bits, that is there exists ag) = (al(J) [j,... ,al(J) [n]) €
{0,1}" such that : < ag), 2" >= ZZ=1 v,(g).
We will denote ay, as ar, := (a£1|| . Hag)) €Zy™.

We will construct a protocol where the prover, P, to prove relation Ry, shows in a zero-knowledge fashion the
— (a1) (m)y .
knowledge of ar, = (ag,’||...ay, ') such that :

< V‘j,]_l >=< ag),Z" >,7 € {1,...,m},aL cag = 0" agr =ag, —1M™"

where vi = (v%j ). ,vl(j )). The second and third equations ensure that ay, is a sequence of n - m bits and hence

that a(Lj) is a sequence of n bits Vj € [1,m], i.e. ar, € {0,1}™"™ and ag) € {0,1}™

We want the proof system only to reveal that 22:1 v,(fj ) e [0,2™ — 1] and not reveal any information about

the votes. In particular it should not reveal {vgj )}i:ml j—1 or the values {22:1 v,(gj ) 7.y. The prover P thus cannot
send in clear the values ay, to the verifier V. He will instead commit on the values ar, and ar through the perfectly
hiding multi-Pedersen commitment A = h*g?®~h®® and we will prove in a zero-knowledge fashion using commitment

A that the above equations are satisfied.

9.3.2 Adapting relation R, for "Bulletproofs"

We will reduce the above system of equations to a single dot product equation in order to use later on the
"Bulletproofs" inner product argument to have compact proofs (small communication volume between P and V).

Using the Schwartz-Zippel Lemma presented in section 3.2.1, the system of equations presented above are
equivalent except with negligible probability to the following system of equations for y picked uniformly at random
in Zy, :

3

n

<vii'>=<al 2" > je{1,...,m}, arlk]-ar[k] = 0,3 (aLlk] — 1 - ar[k]) = 0.
k=1

=~
Il
_

We can rewrite these m + 2 equations equivalently in dot-product form as follows :

<vi 1l >=< ag),2" > je{l,....m}h<ar,—1"" —agr,y"" >=0,< ap,agoy""™ >=0.

Using the Schwartz-Zippel Lemma a second time, these m + 2 equations are equivalent to the following single
equation for z picked uniformly at random in Z,, :
m .
Z(< vi1l> - < ag>,zn >)2 T <ap —1™" —ag,y™" > 24 < ap,ag oy ™ >= 0,
j=1

which can be rewritten equivalently in one single dot product equation :

<ap—z-1"™ y"™mo (aR 4z 1n~m) + Z(O(j—l)'n||2n|‘0(m—j)'n)zj+1 >— Z < Vj, 1> i+l + (5(1/,2)
Jj=1 Jj=1

where 0(y, 2) := (z — 2%) < 1™ ymn > — Doy <1 2n > 2772 as proved in appendix B.

We have at the end obtained a dot product verification equation that looks very similar to the one obtained for
the 0-1 protocol in section 8, that was :
m
< ag) — 1™, y" o (ag) +21™) 4 22 .M > Zzl+kvj(_k) + 5(y,z)
k=1

For the analogy, observe that 2?-z™ = 37", (07~ 1[|1][0™~7). You will then recognize a lot of similar terms between
the two equations. Notice that in the K-selection protocol verification equation just presented above we have the
(k)

term < vd, 1! > instead of the term v; in the 0-1 protocol verification equation. This difference between those

two terms stems from the very nature of what we wish to demonstrate: on one side v](»k) € {0,1} Vk € {0,1} and
Vj € {1,...,m}, on the other side < vJ, 1! >= Z;=1 v,(cj) €[0,2" —1]Vje{l,...,m}.
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9.3.3 Dot product equation verification

We have obtained a single dot product equation of the following form: < A, B >= C.
Assume the verifier V can compute the term C. Then, if the prover P sends to the verifier the two vectors
representing the left-hand side and the right-hand side of the dot product (A and B respectively), the verifier could
just verify the equality between the dot product and the right-hand side of the equation: < A, B >= C. However,
sending in clear the terms A and B breaks the zero-knowledge argument because they contain information about
the witness.

To remedy this problem, we will proceed as in the Schnorr’s proof and in the 0-1 protocol, that is we will blind
these two terms using the two following blinding factors denoted sy, € Z;"™ and sr € Z;;™ and a challenge = € Z,,
also like in the Schnorr’s Protocol, which allows to send them in clear while preserving the zero-knowledge property.

Commitment on A and B

The resulting blinded left-hand side term of the dot product equation will be denoted 1 (= ay, —z-1""™ + s, - )
while the right-hand side term will be denoted r (= y™ ™o (ar + 21" +sgx) + Y-, 2!/ (00U~ 7[|2n]|o(m 7)),

We will then combine all the commitments to create a commitment over the left-hand side and the right-hand
side of the dot product. The verifier then checks that this commitment denoted P is valid and compares it to the
commitment on C.

P sends then 1 and r to V.
P and V can compute a commitment over ar,—z-1""+sg,-x and y" "o(ar+21" " +spx)+3 1L 2+ (U= 27| |o(m—i)m)
0(‘7_1)'"\\2"\\0<m_j)'”)zj+1

as P := AS¥g—#1"" h’z'yn.mjrza:l( h™# so to check that P has honestly computed 1 and r

through the verification equation g'h* = P.

However, in order to reduce the number of communications P will not send 1 and r but instead engage in a
"Bulletproofs" inner product argument to verify the equation.

Commitment on C

€} )

Recall that in the 0-1 protocol, we were able, using the commitments {V; = hYi gt ...g;}l }, j € [1,m], to

compute directly a commitment over the right-hand side terms of the dot product equation that is a commitment
over the terms C; = Y/ | zl+kv§k) +d(y, 2) in the dot-product equation < A;, B; >=Cj, j € {1...,1}.

J+1 o O
¢ @»H1* m i1 mo ) it mo () 41
]) i :| = ]’LZj:l % g?j:1 o j=1

Indeed, Ve = I, {h” gt .. 9 g . Hence, multiplying

AVARE I (g1,--.,91)°®? gives a commitment over Cy,...,C; :

: m (J) j+1 m () Lj+1 ’ )
2. m mo ikt Y w2 46 (y,2) S w96y 2) mo i
V" gy, )0 = p2sm T g g B

C C
.9 g9t

1

On the contrary here we cannot compute directly the right-hand side term, C' = 27:1 <vi 1l > 2+ 1 5(y, 2),
) £
of the dot product equation using the commitments {V; = hs gl ... gZJ’ }, 7 € [1,m]. The reason is that given
, ) )
,(j ))2:1 are inside the same commitment but on different basis : V; = A gfl .. .glvl
()
k

je{l...,m}, all values (v
We do not have one different commitment for each value v,”’ which would allow to sum over them by multiplying
the commitments or combining them in any other way (without the prover’s help) to obtain the sum of the votes
<vi 1t >,

Generally speaking given some commitment hbg‘f1 ... g% there is no possible way of getting a commitment over
the value Z?:l a;. So, the verifier cannot compute the commitment over the sum < vJ, 1! >. At least not without
the prover’s help .

We will use the commitments {V;}}, indirectly by first asking the prover P to send a commitment Tp = h™ gto
over the value to := 337", < vl, 11 > 27%1 to the verifier V. Then, using {V;}/, in the protocol, the prover
proves in a zero-knowledge fashion to the verifier that the commitment Tj is indeed a commitment over the value
to = Z;n:l < v 1! > 27+ This constitutes the second part of the proof.

Let us see how the prover P can actually convince the verifier V that Ty = h™ g% is a commitment over the value
to = Z;":l < vl 1t > 20t with v = (vgj), .. .,Ul(j)) such that V; = h'*igfij> ...glvlm, je{l,...,m}.
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For this, let us define vy := 37" | v,ij)zjﬂ, ke{l...,1}.
. . 1 P 1 ] . l —
Then, we have to = Zrzl <l 1h > it = Z;n:1 Yo =30 Z;nzl ”l(c])ZjH = ko1 Uk =
< (U1,...,0), 1! >,

. . . . _ 2.,m
In addition, P and V can compute a multi-Pedersen commitment over the values (71, ...,7%) as follows : V* %" =
@ ()] F+t m g1 YT @it ™) it m JH =
m ) Ch _ . Y57 j=1 1 j=1"1 _ N vy vy
ILE, [h”“gl1 ...g } = hzifl 91"’ g = hzifl 9t ... g
Let’s assume first a version of our scheme where P sends a blinded version of T, as 0y, := Uy +sx-2', k € {1,...,1},

to V, where s, is the blinding factor and x’ is the challenge. They are picked uniformly at random by the prover
and the verifier respectively.
VY will then verify the two following equations :

2., m

. (1) vz g 2 h“gfl ...9?17

! 7 ’
o (i) g2onmt P hrer LTy

The first verification will guarantee that 05, = Ty, + s - ', while the second equation together with the first equation
implies that Ty = h™g' is a commitment over ty = 3 1 _, Ty = it S v,(j)zj“, which is what we wanted.
In the first equation, S’ = h? g5t .. .g;" is a commitment on the blinding values (sy)%_,, while y = Z;n:1 vz T+
P’ -2’ to maintain the equality in base h.

In the second equation, T] = h™ g% is a commitment over t; = 22:1 Sk, o that on both sides of the equation we
have Zﬁle Op =to +t} - 2/, while 7, = 79 + 7{ - 2’ to maintain the equality in base h.

Above, 11 and p’ are picked uniformly at random to have perfectly hiding commitments 7] and S’.

However, in practice in order to reduce the number of communications between P and V we will not send
in clear the values o, k € [1,1] but we will instead use the "Bulletproofs" inner product argument to send only

22:1 O, =< (91,...,7),1" > (denoted t' in the protocol) and then P and V engage in a "Bulletproofs" inner-
product argument to prove that the committed values in basis g in the commitment vz S’zl(hl, e hl)llh‘“,,
which is 377" vl s - 2! = Ok, k € {1,...,1} (if the prover has followed honestly the protocol) satisfy an inner
product equal to t'.

However, remember the "Bulletproofs" requires to have an input that is a power of 2 but it is not a problem if [ is not
a power of 2: we can simply pad the input to make it a power of 2 (we can do the same for the "Extended-Schnorr"
argument used in the protocol).

Once, P has sent Ty to V and convinced him that is a commitment over ZT:l v,ij )sz, V can compute a
: 5(y,2) D AT S,
commitment over C' as Tpg°\V*) (= héi=1 g°\wE)y,
Back to < A, B >=C
Recall that we wanted the verifier to be able to check a verification equation of the form < A, B >= C.
V can now check the dot product equation we wanted to verify from the beginning, that was :
m m
<ap 2 1LY (a2 1) £ 30D 20 S 3T < vl 1> 2 4 6y, 2)

Jj=1 Jj=1

as g<LT>RTe = TOTf”TQZQg‘S(y’Z), where Ty = h™ g'* and h™g"? are just commitments over t; and ¢, which are things
to add due to the blinding terms.

Indeed, assuming 1 and r and Tp, T}, T» are computed are honestly, g<l*>h™ = Tonszg‘s(%Z) is equivalent to

<asz-1"'m+sL:E,y"'mo(aR+z-1"'m+sRm)+Z;n:1(O(j_l)'"||2"||O(m’_-7)'”’)zj+1>h7—x
m P4l i+l
— hmgzj:1<v‘]71 >z7 (thgtl)£(h7’2‘gtz)$2g(s(y,z)

_ herermc?gzg’;l<vJ',1’>z”1+6(y,z)+t1m+tzns2
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and hence equalizing the exponents of g (which we can except otherwise P has broken the Discrete Log Relation)
we get :

m
<ap, —z-1"" +spz,y"" o (ar + 2 - 1" + srx) -I-Z G=Dm|2n||olm=i)m) i +1 >

j=1
= Z <vi 1l >t 4 0(y,z) +t1z + tox?
s<ap—z 1" y" ™Mo (aR +z- 1n~’m) + Z(O(j—1)~n”2n‘|O(m—j)‘n)zj+1 >
j=1

m
+< SL’y’nvn ° (aR + lem) + Zz1+j(0(]'—1)~n|‘2n||O(’m—j)‘n) >+ <ap — Z].n.m,SR oynvrn >4 < SL’y‘rL"UL oSSR '1‘2
—— —

j=1 =to

=t

m
Z <vi 1> 2 L 5(y, 2) + ta 4 toa?

m m
& <ap—z- ln-m’ynm o (aR 4z lnm) + Z(O(]*l)n”z””o(mfﬂ)n)ZJﬁLl >= Z < Vj, ]_l > Zj+1 + 5(y,z)
j=1 j=1

, t1 and t5 are here to remove the terms corresponding to the blinding terms in our equation and go back to our
original single dot-product equation.

9.4 Final Protocol

We first give a formal written description of the protocol and then a diagram to see more visually the exchanges
in the protocol.

K-selection protocol

- Input : (g1,...,91,h1,..., i, h,g,u € G,g,h € GM™, V = (V)7L € G™; {'U(J) cey (),%}J 1 CZH‘l)
e P’sinput : (gl,...7gl7h17...,hl,g,h7u,g7h,V,{v%j),.. (J),’yj}] 1)
e Vs inplﬂ:: (gl?"'agl7h17"'ahlagah7u7g7h7v)'

- Output : V accepts or rejects the proof.

(J) B (J)

- step 1 : P on input {v; Y5 J 1 computes :

cal ezr: <al) 2n 5= 22:1 o, je{l,...,m}, an = (al”]]..[|a™) € Zpm.
j j n ; 1 n-m
a =ay — 17, j e {1,...,m}, ar = (ay’||.|[ak) € Zp™.

o Pick uniformly at random «, p in Z, and si,,sr in Z;™.
e A= h*g?Lh?r c G,
e S =h"gSLhR € G.

-step2: PsendstoV: A,S.
- step 3 : V picks uniformly at random y, z € Zj.
- step 4 : V sends y, z to P.
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At this state of the proof we define 1(X), r(X) € Z;™[X] and t(X) € Z,[X] as follows :
I(X) = ay, — 1™ 4 sLX € ZZ.m[X],
r(X):=y" ™o (ap + 21" + sp X) + Zzl+j (0(j—1)~n|pn”o(m—j)"n) c Zg'm[XL

Jj=1

tHX) =< UX),r(X) >=ty+t1 X +t2X? € Z,[X].

- step 5 : P computes :

o Pick uniformly at random 79, 71, 72 in Z,.

+ Compute to := Y 7", S v,(fj)zjﬂ (= to)

t =< SL’ynAm o (aR + Zlnm) + Z;”L:l Zl+j(0(j—1)~n||2n||0(m—j)'n) >+ < ap, — Zlnlm,SR Oyn-m >,

n-m

ty =< SL,Y OSR >,

To = hTOgt07 T1 = thgh, T2 = hmth.

- step 6 : P sends to V : Ty, T1,T5.

step 7 : V picks uniformly at random z in Z;.
step 8 : V sends z to P.

step 9 : P computes :

e 1:'=1(X) =ar, — 21" + sz € Zy™[X],

e ri=1(X) =y o (ar + 21" +sgx) + Y10y 21T (U V|20 ]| € Znm,
o ti=t(z)=<lr >€7Z,

o T =Tx? + T+ T € Ly,

o =0+ px € Ly.

step 10 : P sends to V : 7., i, .
step 11 : P and V compute:

it

e W= " ie{l,...,n-m}, W = (W[1],.... W[ m]),

0(171)%”2'”"O(mﬂ')-n)zﬁa

. Pim ASTge YL hn

step 12 : V checks the following verification equation : gfh” = TOTf‘TQJ”2 W2,
step 13 : P and V engage in a "Bulletproofs" inner-product argument for the following relation :

Rs={(gheG",PcG,ceZya,beZ!): P=g*h® Ac=<a,b>}
, on input :
« g:=geGmm,
e h:=h'eGmn),
e« P:=Pe€egG,
o c::fGZp,

e a:i=1le Z;(Dnm)’
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e b:=rc Z,()n'm),

for n = (n-m).
- step 14 : P computes :

+ Pick uniformly at random p’ in Z3 and s = (s1,...,s;) in ZJ,.

c =Y 0t ez, ie {1, 1}, V= (T1,..., W)
o S =hnf g gt
- step 15 : Psends to V: S'.
At this state of the proof we define I'(X),'(X) € ZL[X] and /(X)) € Z,[X] as follows :
U(X):=v+sX € ZL[X],
r(X) =1" e Z)[X],
(X)) :=<1(X),r(X) >=to + t1 X € Z,[X].
- step 16 : P computes :
o Pick uniformly at random 7| € Z,,.
o t)=<s,1' >
o T =hmigh.

- step 17 : P sends to V : T7.

- step 18 : V picks uniformly at random 2’ in Zj.
- step 19 : V sends 2’ to P.

- step 20 : P computes :

o V:=1(a)) =V +sa' €ZL,

o vi=1'(2) =1 e ZL,

o thi=t/(a") =<1, >=ty+t\2' € Zp,
o 71 =10+ 1% € Ly,

o ' i=plal + 27;1 v 2t € Z,.

- step 21 : Psends to V : p/, 7.,
- step 22 : V checks the following verification equation : gt/hT‘/’ = TOT{wl.

CHAPTER 9. MIN-MAX K-SELECTION PROOF PROTOCOL

- step 23 : P and V engage in a "Bulletproofs" inner-product argument for the following relation :

Rs;={(g;heG",PE€G,c€ZyabeZy): P=g*h®’ Ac=<a,b>}
, on input :

e g:=(g1,...,q1) €G!,

e h:=(hy,.... ) € G,

« P=VZ " by )Y €G,

o ci=t € Zp,

e a:= I’GZL,

e b:= r’eZé,

for n = 1.
- step 24 : P and V engage in a "Extended-Schnorr Argument" for the following relation :

Ry={(geG",PeGacZ): P=g"}

, on input :
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e g:=(g1,...,q) € G,
e« Pi=h WV g G,
e a:=1c¢ Zé,

for n =1.
- step 25 : V accepts the proof if the two verification equations, the "Extended-Schnorr Argument" and the
"Bulletproofs" inner product argument hold.
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K-Selection Protocol (part 1)

Prover Verifier
ag) €Zy :
l
< ag), 2" >= Ufj)
k=1

ag) = ag) —-1"
aapgzp

$ .
SL,SR%ZZ m

A= h%g?Lh®R
S := h’g"Lh°R
AS
y,z&ZP
Y,z
$

T0, 71,72 (*Zp

m 1
to := ZZv,ij)sz

j=1 k=1
To = hTOgtO
Ty =hTg"
Ty = h729t2

To,T1,T>
x(in
43
l:=ar — 21" +spx
r:i=y" ™o (ar + 21" + srz)+
m

POERICERR AT

j=1
t=<lr>
Te = T2z + 112 + To
p=a+p-x

T, fiy T

g'h L TTETs g8
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K-Selection Protocol (part 2)

Prover Verifier
Wi = (b))’ W'[i] = (hf)*
P = AS%g *1" " P = AS"g #1" "
h’z‘yn'm+z2'zmh*lt h’z'yn‘m-%zz'zmh*“
g'h™e L Ty g8 @)
BP(g,h, P,i;L;r)
0 gZ;
S(iZl

m
v= (O W,
j=1

S/
7'{ <$4Zp
T! .= hTigh
T
PR
!
T
I =V+s-z
I_/ — 1l
t=<1,r >
Tyl = To + T1X
IJ/, — p/ . m/ + Z,yjzj+1
Jj=1
NlaT;’atl
t' oy, 2 1z’
g h'z = T()T1
P = pr v g Po=p v g
(ha,... b)) R (ha,... b)) R
g =(g91,-...q) g =(g91,--..q)
h' = (hi,..., k) h = (h1,..., k)
BP(g',h', P’ t';1';r')
P i=h v g P i=n v g
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9.5 Complexity

The K-selection proof protocol has the following complexities :

e # Communications : 2logz(mn) + 4log2(l) + 18 elements :

— 2logz2(mn) + 4log2(1) + 7 Group elements :

EE S

A, S8, Ty, Ty, T2, 5", T : 7 elements in G

"Bulletproofs" inner-product argument with n = mn : 2logs(mn) elements in G
"Bulletproofs" inner-product argument with n =1 :2logs(l) elements in G
"Extended-Schnorr" argument with n =1 : 2logs(l) elements in G

— 11 Z, elements :

* Xk X X

Tus iy by gt 72 8" 2 6 elements in Z,
'Bulletproofs" inner-product argument with n = nm : 2 elements in Z,
'Bulletproofs" inner-product argument with n =1 : 2 elements in Z,

'Extended-Schnorr" argument with n =1{: 1 element in Z,

# Bases : 2ml + 2] + 3 bases:

- 81,

— g1, --

..,8,h1,...,hy: 2ml bases in G
s giyhi,...,hy : 2l bases in G

— g,h,u: 3 basesin G

# Exponentiations :

— Prover : 15mn + 13l + m + 4loga(mn) + 6logz () — 7 exponentiations in G

— Verifier :  Tmn + 6] + m + 2logz(mn) + 4log2(1) + 10 exponentiations in G

The details are shown in Table 9.1.

# Exponentiation in Z,:

— Prover: 3loga(mn) + 6logz(1) + 9 exponentiations in Z,

— Verifier:3logz(mn) + 6loga (1) + 7 exponentiations in Z,

The detail can be found in Table 9.1.

# Multiplications in G :

— Prover : 9mn + 2logz(mn) + 2m + 81 4 2logz (1) — 4 multiplications:

* K K X X X ¥

ES3

2mn multiplications for each of A, S : 4mn multiplications

1 multiplication for each of Ty, T}, T5 : 4 multiplications

P: mn + 2 multiplications

S’ . | multiplications

T/ : 1 multiplications

the P input of the "Bulletproofs" inner-product argument with n =1 : 2m + 1 multiplications
'Bulletproofs" inner-product argument with n = mn: 4mn + 2loga(mn) — 4 multiplications
"'Bulletproofs" inner-product argument with n = I: 41 4 2logs (1) — 4 multiplications
"Extended-Schnorr" argument with n =1 : 3] — 3 multiplications

— Verifier : 3mn + 2m + 31 + 2logs(1) + 8 multiplications

*

EE R

P : mn + 2 multiplications

verification equation at step (12) : 4 multiplications

P input of the "Bulletproofs" inner-product argument with n =1 : 2m 4+ 1 multiplications
verification equation at step (22) : 2 multiplications

"Bulletproofs" inner-product argument with n = mn : 2mn multiplications

"Bulletproofs" inner-product argument with n = : 2[

"Extended-Schnorr" argument with n =1 : | + 2logs(l) — 1 multiplications
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e # Multiplications in Z, :

— Prover : 18mn + 2m + 10l — 11 multiplications:
* {z"H7}5L, - m multiplications
* {y/}77 © mn — 2 multiplications
* t1 : 4mn multiplications
* ty @ 2mn multiplications
*x 1: mn multiplications
*

r: 2mn multiplications

*

to : mn multiplications

t : mn multiplications

*

T : 2 multiplications
w: 1 multiplication
t} : [ multiplications
" : | multiplications
t’: 1 multiplication

* K K X X X

72+ 1 multiplication
* mu': m multiplications
* "Bulletproofs" inner-product argument with n = mn: 6mn — 6 multiplications
* "Bulletproofs" inner-product argument with n = I: 6/ — 6 multiplications
x "Extended-Schnorr" argument with n = [: 2 — 2 multiplications
— Verifier :
2mn + m multiplications:
x P . mn multiplications
* verification equation at step (12) : m multiplications
* {y/}77 © mn — 2 multiplications
* "Bulletproofs" inner-product argument with n = mn: 1 multiplication
x "Bulletproofs" inner-product argument with n = [ :1 multiplication

As desired the number of exponentiation and multiplications is linear in mn and the size of the elements exchanged
scales logarithmically in mn.
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CHAPTER 9. MIN-MAX K-SELECTION PROOF PROTOCOL

Prover Verifier
# Expin G # Exp in Z, # Expin G # Exp in Z,
A 2mn+1
S 2mn+1
{2} 1 1
y ! 1 1
b’ mn mn
P 2mn+2 2mn+2
To 2
T, 2
Ts 2
z? 1
S’ 1+1
T 2
Py m+1 m+2
0 1 1
Verif Eq 1 6
Verif Eq 2 3
BP(mn) 8mn + 4loga(mn) — 8 | 3loga(mn) + 2 dmn + 2logz(mn) — 1 | 3loga(mn) + 2
BP(1) 81 + 4loga(l) — 8 3loga(l) + 2 Al + 2loga (1) — 1 3loga(l) + 2
ES(1) 4l + 2loga (1) — 4 3loga (1) 20+ 2loga (1) — 2 3loga(1)
TOTAL || 15mn + 131 + m + | 3logz(mn)+6loga(1)+9 | 7Tmn + 61 + m + | 3logz(mn)+6loga(l)+7
4loga(mn)+6loga (1) —7 2loga(mn) + 4loga (1) +
10

Table 9.1: Complexity of Min-Max K Selection Protocol

9.6 Theorem 7

The zero-knowledge protocol presented in section 10C for relation Rs has perfect completeness, perfect honest
verifier zero-knowledge and computational witness extended emulation.

In the followings subsections, we will show point by point that the K-selection protocol satisfies the definitions
of Perfect Completeness, Perfect Special Honest-Verifier Zero-Knowledge and Computational Witness Extended
Emulation for relation Rs.

9.6.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid
witness {7;, v/ }7, C ZLF for the relation Ry = {(g1, ...

( (1)

Vi,

vim)), .

(1)
(o

aglah€G7V:(Vh"'

m m ] @
,vl( 1)),7:(71,...,7,%)GZp),nGN: {VJ Vgt g

@

We prove the interaction between P and V will result in an accepting conversation.

That is : P [< P(o,u,w),V(o,u) >= 1|o + Setup(1*), (u,w) + A(0), (0, u,w) € Ry] = 1.

7Vm) cG™;
AYicyvi € 0,2 —1]{ ).

To see this, let’s look at the verification equations that the verifier V checks in the protocol.

In order to show Perfect Completeness, assume a Prover P follows honestly the protocol knowing a valid witness
{7;,vi}m, : V; =hvgY and < vi, 1! >€ [0,2" — 1].

Then, TOTla:T2m2g6(y,z) _ (hmgto)(hﬁgtl)x(h‘rzgtg)IQgé(y,z) _ hTo+le+ng2gt0+t1x+t2x2+5(y,z) —_ hTIgf, since
P follows honestly the protocol and has computed t and 7, respectively as 7, = 79 + Tz + T2x? and t =
to + t1x + tax® + 0(y, z). Hence, the verification equation at -step 12 : of the protocol will be verified.

The "Bulletproofs" inner product argument at step 13 : will be also accepted by the verifier.

Indeed, AS®g

™ hlziywm_,'_Zf" 1(0(]71)‘71.||2n||0(7n—j)»n)zj+l
j=
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(hagal- haR)(hpgsLth)zgiz'ln-mh/z.yn.m"rz’;;l(O(j_l)-n‘lznHO(m_j)-n)Zj_'—l

h_u+[a+pw]gaL_Z~1'n“m_SL‘whlyn»mo(aR+Z~1n*m+sL~$)+Z;n:1(0(.7 1) nHan()(mfj)-n) _ glhr, since P has committed A =
hogdLh?®R S = hPgSLhSR and computed Lr as 1 = ag, — 21" 4+ spz and r = y"™ o (ag + 21" + sgrz) +

it 247001 27(|00m=9)") In addition, P has computed f as £ =< 1,r >.

hh =

Verification equation at step 21 : will be verified too.
Indeed, TyT{® = (h™g')(hT1g')® = hToTTe glothie = pTur gt since 7., = 79 + T{2" and = to + )2’

Finally, the "Extended" Schnorr Argument" at step 23 : will be accepted since

LIt
/7

R A Ly e [hw g/VJ} (h?' %) = Bt 2 wzf“g/Z?:leZ"“hp P g/s-m’

_ +1 m 1o ’
=hn* +[pe’ +2 0, ] ’ijleZ] T — oM where g’ = (91,---,41), since P has computed p' and 1 as |

p=ple + 300 ;291 and IV'=v+sa' =370, viz7 1 respectively.

Multiplying both sides of the previous equation h—* V="2" g%" — g’l, by ht' leads to h=#'V="2" g2’ h1' =
g h'', which is equivalent to h=#' V= 2" S’ pt' = g'" ht’ since v’ = 1'. In addition since P has computed ¢ as
t' =<1, r’ > the "Bulletproofs" inner product argument at step 22 : will be accepted by the verifier.

9.6.2 Perfect Special Honest-Verifier Zero-Knowledge

To show Perfect Special Honest-Verifier Zero-Knowledge (SHVZK) we build explicitly an efficient simulator that
given the C.R.S. and a statement (¢ := (g1,...,g;,h) € G*' and u := ((V4,...,V;n) € G™, n € N) respectively)
produces indistinguishable transcript (in the sense that the transcript will have identical distribution) from a
transcript resulting from the true interaction between the prover P and the verifier V. That is :

o < Setup(1*), o < Setup(1*),
P |A(tr) =1 (u,w, p) + A(o), =P |A(tr)=1|(u,w, p) < A(o),
ir < <P(0)u7w)’ V(a,u,p)> tr < S(U,U,p)

The simulator pseudo-code is as follows:

K-selection Proof Protocol Simulator

-Input : (g1,...,91,h1,..., 0,9, h €G,g1,...,8,h1,.... 0, V=(V,.... V).
- Output : transcript identically distributed to a true interaction between P and V.

- step 1 : Picks challenges ,y, 2, 2" uniformly at random in Zj.

- step 2 : Compute I'[i] = M)y " ie{l,...,n-m}, b = (W[1],...,0'[n - m]).

- step 3 : Picks u, 7, 1/, 7, uniformly at random in Z,.

- step 4 : Picks 1,r uniformly at random in Z;™ and 1" uniformly at random in Zé, set v/ := 11,
- step 5 : Computes { =< Lr > and t/ =< I',1’ >.

- step 6 : Picks A uniformly at random in G.

- step 7 : Compute

-1

x
_ MmN ™o gli—1)mgn|glm—i)ny i+l
S = (huglher 1gzl hl y E j=1( 12" )

- step 8 : Compute

7—1

5 = (h“’g"’v—zz'zm)z

- step 9 : Given the witness 1,r and I, 1’ respectively run the protocol 2 to get transcript Si""" and Sinmer
of the first and second "Bulletproofs" inner-product argument.

- step 10 : Picks 77,75 uniformly at random in G.

- step 11 : Computes Ty = g~ WA T T gip™,

- step 12 : Compute T} = (¢" h7 Ty 1)

- step 13 : Given the witness I run the "Extended-Schnorr Argument" protocol to get transcript S¥9 of
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the "Extended-Schnorr Argument'.
- step 14 : Output : (A, S;y, z; To, Ty, To; T; Ty oy 1 ST S TYs 2y i, 70, 5 Sanmer; SES),

An honest prover interacting with an honest verifier will produce independent random elements A, 1, r, i, 7, ', 1/, 77,
given a, p, 79,71, T2, Z, Y, 2, SL, SR, 0, 71, &', 8 are chosen independently and uniformly.
r’ = 1! as in any true interaction between honest P and V.
The simulator produce { =< 1,r > and t/ =< I',r’ > as in any valid transcript.
The simulated S is fully geﬁned by :
ASwg_Z'ln'mh’z‘yn.m+zi:1(0u izl J).n)zﬁlh_” = glh*, which is ensured by computing S accordingly.
Given that P follows the protocol honestly, Ty, T1,T> are perfectly hiding Pedersen commitments and thus
are random group elements. Given t and answer 7., their internal relation is fully defined by the equation
gth™ = Tonsz ¢°W?) which is ensured by computing Ty accordingly.

The simulated S’ and T} are fully defined by : h=r' V2" gl = o and ToT) = g h7e' respectively, which
is ensured by computing S’ and Ty accordingly.

Sinmer s produced by the simulator knowing actually the true witness for this sub-protocol: 1,r such that

. mom 2y LS (gG=1)n [gn [g(m—d) Y it
t=<1lr>and AS*g=*1""n"*Y +Zi:1(0 127110 Sy - g'h”® so the transcript produced for the
first "Bulletproofs" inner product argument inside the protocol will be indistinguishable from the one resulting
from a true interaction between P and V.

Sinner jg produced by the simulator knowing actually the true witness for this sub-protocol: I, r’ such that
t' =<1,r" > and AVZ 2" gyt = gV h™ so the transcript produced for the second "Bulletproofs" inner
product argument inside the protocol will be indistinguishable from the one resulting from a true interaction
between P and V.

SQES is produced by the simulator knowing actually the true witness for this sub-protocol: 1’ such that
AVZ 2" gl =it — o 5o the transcript produced for the "Extended-Schnorr' argument inside the protocol will
be indistinguishable from the one resulting from a true interaction between P and V.

We can thus conclude that the transcript obtained by the simulator pseudo-code is distributed identically to the
transcript of a true protocol interaction between honest P and V with independently uniformly selected challenges.
This shows our protocol proof has the Perfect Special Honest- Verifier Zero-Knowledge.

9.6.3 Computational Witness Extended-Emulation

In this section we construct an extractor x that uses x2F and x#°, the extractors of the "Bulletproofs" inner-
product argument and of the "Extended-Schnorr" argument respectively as subroutines and a polynomial number
of NKS:=2.3.(m+2) -mn-NBP(@) - NES(1) - NBP (mn) = O(nm?NBP(I)NES(I)NBF (mn)) = O(n®>m*13-58)
transcripts with 2 different challenges z’ : ), 24, m + 2 different challenges z : {zl}f:f, 3 different challenges
T : x1,79, 23, mn different challenges y : {y;}7, NB¥(mn) different sub-transcripts to run the "Bulletproofs"
inner product argument extractor for the first "Bulletproofs" inner-product argument on n = mn, NBP(]) for the
second one with n = [ and finally N¥° sub-transcripts to run the "Extended-Schnorr" argument extractor for the
"Extended-Schnorr" argument with n = [ in order to extract a valid witness v = (y1,...,%m), v = (V|| ...[[v™)

such that V; = h%g¥ and < vJ, 1! >€ [0,2" — 1] Vj € [1,m].

This allows to prove, using the Forking Lemma 3.4, the Computational Witness Extended Emulation 3.3.4
property.

The following proof may seem a bit long and intricate but it is not very complicated. All that is required is to
build the extractor x.
Informally the extractor will work as follows: Y first uses the "Bulletproofs" inner product argument extractor, x?7,
to extract the witnesses 1’ and r’ corresponding to the second "Bulletproofs" inner product argument with n = 1.
Using the "Extended-Schnorr" argument extractor, xZ° we prove that r’ = 1! except with negligible probability.
We use also use the '"Bulletproofs" inner product argument extractor, xZ, to extract the witnesses 1 and r
corresponding to the second 'Bulletproofs” inner product argument with n = mn.
Then we combine different transcripts to open the commitments S’, {V;}72; (which leads to a candidate witness
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for relation Ry), 11, Ty, S, A and T3.

We then use the verification equations, the fact that the dot product equations associated with the "Bulletproofs"
arguments and the extracted committed values must be valid to show that the candidate witness extracted from
the commitments {V;}72, satisfy indeed the relation Ry, i.e. is a valid witness.

In what follows, g’ denote (gi,...,q) € G\

Using the "Bulletproofs" inner product argument extractor, 2%, we can extract I, r’ € Zé such that g’ "W =
V=2 2" g W h1 and < 1, r! >= ¢
Using the "Extended-Schnorr Argument’, ¥, we can extract a witness 1 € Zy - L vEET gy o g’
Injecting it back in the previous equation leads to g’' h'* = St p—r = nt'g".
Using the Discrete Log Relation assumptlon we can mfer V=T and r' = 1%
It implies that ¢ =< I',1! > and gV = V2" g/ =+’

22 m

Consider two valid transcripts with two different challenges z’ : z, 2}, we have : gh = VZ2'ZmS’z§h’“;,
i € {1,2}. Let vn,vs € Zy : Z?Zl v; = 0 and Zle vz, = 1. We combine these two equations to open the
commitments S’ and VZ*2" and extract their committed values as follows.
We can make a linear combination in the exponents of the two previous equations to obtain:

Vi i 2 ’ m 2 2 ’ 2 ’ 2 ’
IT- {gllg} - Hz 1 [VZ =" G p b } < g’Zi=1”’1‘ = VR i D VT T D Vi = Yy D Vil

i=1
Hence, S’ = h*'g’® | where s’ = ZZ vl and p' = Z?Zl Vit
Now, consider vi,vs € Zy, : 2321 v; = 1 and 2?21 v;x; = 0 then We can make a linear combination in the
exponents of the two previous equations to obtain:
2 m

v; v; 2 , 2 2 2 2
H?—l |:g/]::| — 1—‘[?_1 |:Vz2.znl S/m;h_#£:| = glzi=1 ’/ili — VZ ‘Z Zi:l Vi Sl Zi:l y,,rc; h_ Zi=1 1/7;#; _ VZ2_zmh_ Zi=1 l/,'/l,; .
2, m =~ vV — 2 — 2
Hence, V¥ %" = pIg’Y where v=>7  vlland 7 = > i, v;pul.
Now, given y, x, consider m transcripts with different challenges z : {z; };”zl From our previous discussion, we

] 2, m . 7@ 7 ) D -
can write V354" = hligl" = hlig)t .. g/t , with @,...,5") =¥,

Given j € {1,...,m}, let {y;}1", C Z, such that : S yizj“ =land 37 vz TP =0vk e ({1,...,mN\{j}).
1, if j =k,

In other words, {v;}7, are such that given k € {1,...,m} : 27" 2F 1l =T(k,j) == )
0, otherwise.

117,

In what follows below, we denote V; as the j-th component of the m-dimensional vector V, ie. V = (VJ);"=1 =

Vi, Vin). 3
Then, we can compute the product [T, (szzim) as :

m 272z; vi m m P . m m 2Pt . Em 1 erl”l
- I[iZ (V ! ) =1L= ( k=1 V%' ) = Tkzs |:Hi—1 <Vk1 ) } |1 <Vk ' )
=i,V F(’”) VjF(j’J) V;, since Vr(k’J) 1Vk #j.

; ) 0) mo ™oy,
27" Vi om vy v, N ViVi 101 i Zi:l v i
o [I (V ‘ =Lz, (gt .9 hz’ Ly 9

Hence given any j € {1,...,m}, we can write V; = h”ffgfy) ...glU’(J), where v; = Y I" | 7,v; and
oD =3 w0 ke {1, 1}
So far, we have managed to extract a candidate witness {’y],vj = (v (j), . vl(j)) 7=y such that V; = h’“g
It remains to show that it is a valid witness by showing that < v3, 1! >€ [0,2" — 1], j € [1, l]
We can inject back the expressions we just found for 5" and {V;}2; in the equation g = v g
We obtain in this way :

J+1

g/l' _ HT:l {h%' g/vj} # (hp’g/s’)z’h—,u’ _ hz;ll ijj+lg/2?:1 vjzj*'lhp’I’g/s'z'h,H’

! m LJ+1 70 m j.i+1 /i
=h" +[ZJ‘=1’”Z tew ] g’zi=1 v s Using the Discrete Log Relation assumption we can thus infer the
following except with negligible probability :

o W= AT 4P

o V=30 Vit 1
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Hence, ' =<1, 1" >=37"" | < v, 1! > 204 </ 10 > o,

Now, given z consider two valid transcripts with different challenges 2’ : |, 2}, and the verification equation :
gt/ RTer = TOT{””/ that must hold for these two transcripts.
= ghh =TTV i€ {1,2}
We will as usual combine these equations in order to open the commitments Ty and T} and extract their committed
values.

9
, // i "z
For this, consider vq,vs € Zy, : Z?:l v; =0 and 25:1 vxi =1, then : H?:I {gti hT“ri} = H?Zl {TOT{”‘}

2 Nz 2 (- 2 i
= gzl 1 7,V7 hzz 1 TT — T02:1=1 v le -1 TV TOT Tl
Hence, T = h™g", with 7] = ZZZ 1 x/l/l and t} = ZZ Lty

’ .
’ Ty Vi

Now similarly consider v1,vs € Zj : Zi:l v; =1 and Z?:l vz =0, then : H?Zl [gtih Tv} = H?Zl [TOT{I:}

xT,;

2 Vi 2 p— 2 47

ZN gzl 1 7,V7 hzz 1 TT — T02:1=1 v le:L 1 TV TOT TO
Hence, Ty = h™g', with g = Zf L x/l/l and tg = ZZ Lty

Now, we can reinject our openings of the Pedersen commitments Ty, T} in the verification equation gt' hTer =
ToT}®
This leads to : g h™s' = TyT|® = hTogto(hTi gt )*" = protmie’ glottie’  Uging the Discrete Log Relation assumption
we can infer the followings except with negligible probability :

) T;, =170 + T{x/,

ot =ty+tha'.
We thus have : t' =t + tja’ = Y370 < vl,1' > 29" 4 < '5,1' > 2/, This must hold Va’ € {z},25}. That is :
tp=1to+tia; =311, <V 1>ty <5 10 > a0 e {1,2}).
Hence, let vi,v0 € Zy, : Zle v; = 1, Zle vzt = 0. Then, we can make a linear combination of the two previous
equations to obtain:

Y2 fto+thal) v = Y0 [T, < v 1> 2ty <s 1 > x] "

=to- (2?21 vi) + 1t (Z?:y”ix;) ZVZTzl <V 1> It (Z?:l vi)+ <s,1' > '(25:1 Vi)
Sto-1+t1-0=37", <vi 1l > 2t 14 <510 > 0

Sto=>,< vi, 1t > 2t

Now, using the "Bulletproofs" inner product argument extractor we can extract witness 1, r € Z(n ™).

n-m n-m m O(J 1)n on O(m J)mny.i+1
g™ = P = Ageg—=1" =Y L O 2 ek and < L >=1.

Consider two valid transcripts with same challenge y, 2 but with two different challenges z : 1, z2, then we
have P = glih,r,-, _ Asmig_z.lnlmh,Z.ynwn_,'_Zj':l(o(J—l)vﬂ\2n|\0(m—3)-n)zy+1h_m.
Let vi,15 € Z) : Z?Zl v; =0, Z?Zl v;x; = 1. Then,
Hi2:1 [Fﬂyq’ = H?:l [glih/ri]w = Hle |:ASCEigz-1”'mh/Z‘y ) +Z]‘:1
PN gz?:1 li”ih’Z?:l riv; Azz ) ”152 zi Vz _,qnm Z ity I:Z.yn-7n+2;n:1(0(j—1)'71,“271,Ho(m—j)'n)zj‘f'l:l .23:1 Vihf Zj:l vini _
AOSlgOW"m hlonlmh* Zi:1 Viki _ Sh™ Zi:1 Vz#z.

Hence, we can write S = h?g°Lh5®R | where p = Zle Villi, SL = 2?21 liv; and sg = y"™ o Z?Zl riv;.
Similarly, let vq,v9 € Zy, : Zf Vi =1, Zf 1 viz; = 0. Then,

H?:1[Pi}mzn2 [ Ih/rl]m_l—[z ) |:ASL LN 12" +Z
=1 ngzl Livi h/Z§:1 rivi AZ; Vi 523:1 ivig = ™ Z v; h,[ e 7"+Z;n:1(0(]—1)'71,"2ﬂ,‘|0(m—j)-n)zj+1:| .23:1 vy - 23:1 -

Ag— W [zlynwn_"_z;il(O(jfl)-n||2n||0(7‘n—j)~n)z‘}+1} = Z?:l Vit

Hence, we can write A = h®g?Lh®R, where o = 25:1 Villi, g, = Zle Liv;+2z-1""™ and ar = y‘"‘mo(Z?zl riv;—
2y S (00D 2otz ),

(0= ||gn||glm=d)nyi+1 Vi

h/—Li:|

(0U =1 m |27 jo(m =) 1) i+ Vi

h#i]

z.qmm

L. X . __qnm 2oy m O(jfl)-n on 0(771—]')-71 e _
Now, we can inject back in the equation g'h’™ = AS*g=*1""h/*Y 2 21l # Bk the

two expressions we just found for A and S to obtain :
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glh/r _ (hagaLhaR)(hpgsthR)mgiz'ln-mhlz.yn.m“rz;nz1(O(j_l)-n"271/"O(M_j).n)zj-'—l

n-m n-m n-m m j—1)n n m—j)n j+1
hagaLh/y OaRthgsL‘wh/(y OSR)'wg—zl"""h/z‘y +Zj:1(0<1 (A Eae h™H =

hh=
LM . m G—=1)- v—i)n
ploctpel-ugon sp g ¥ B 1) LY (0077 27 jo

Hence, using the Discrete Log Relation assumption, we can infer the followings except with negligible probability :
s p=a+tpr,
e l=ap, —2z- 1" 4y, -z,

e r=y"mo (aR Fzo17™ 4 st) + Z;n:l(o(jfl)wq|2n||0(m7j)-n)zj+1.

Now, consider the verification equation gthI = TonTsz ¢°@#) and three valid transcripts with same chal-
lenges y,z but with different challenges = : 1,292,253, then the verification equation must hold, that is :
GihT = Ty TS T W) e {1,2,3).

Then, we make linear combinations of these equations in the exponent once again to open the commitments 77,715
as follows.
Let vy,v9,v3 € Zy, : Z?Zl v; =0, Z?:l vix; = 1 and Zle viz? = 0.
Then,
2y,

N v; 2 Vi 3 2 3 3 123 3 iV 3 . 3 ;
[T [ ] =TT, BTy Ty g2 o gl B e = i M T M i) T

i=1
= ng:l fi”ihzle TeiVi T;.
Hence, we can write Ty = h™ g%, where 7, = Zle Te; Vi and t) = Z?:1 tiv;.
Similarly, let vy, va,v3 € Zp - Z?Zl v; =0, Z?:1 vix; = 0 and Z?:1 viz? = 1.
Then,

R " i 3 . 3 3 ) 3 iV 3 2y, 3 )

3 2 3
ZN gZi:l tiuih21:1 Te Vi — Ts. X s
Hence, we can write To = h™g", where 75 = Y ;| 75,1 and to = Y ;_; Liv;.

Recall that we have already done an opening of the commitment Ty : Ty = h™ gt‘; .
Now, we can reinject our openings of Ty, 71 and T5 in the equation g'h™ = ToTy Ty gow2),
This leads to gth™ = (kT glo)(h™ gt )* (kT2 gt2)e” gd(W:2) = protmetmae? o(tot6(y.2)+hottaa®
Now, using the Discrete Log Relation assumption we can infer the followings except with negligible probability :

o T, =To+ T+ 222,
o t=(to+5(y,2)) +tix + tax?.

Now, recall that £ =< L,r >=< aL—z-l"'m—s—sL-x,y"'mo(aR—i-z~1""”—|—sRac)—|—2:;”:1(O(j_l)'”||2”|\0(’”_7')'")23"'rl >=
to + t1x + tax?, where ) :=< ay, — z - 1"™ y"™ o (ag + 2z - 1"™) + E;-n:l(O(j_l)'”||2”||0(7”_j)'")zj+1 >,
t) =< sp,y"™o (ag + 2z - 1"™) + Z;-n:l(O(j_l)'"HT’HO(m_j)'”)zj“‘l >+ < ap —z- 1" y"™ osg) > and
ty =< sL,y" " osgr >.

Hence, £ = (tg + 8(y, 2)) + t1z + tax? = o + t12 + 222, This equation must hold for all z € {z1, 22,23}
Or just written differently : #; = to + 0(y, 2) + tix; + tox? = o + t12; + tox?, i € {1,2,3}.
Now, congsiderA V1, Vo, U3 €3Zp : 23:1 v; =1, Z§:1 v;z; = 0 and 23?:1 l/f:,C? = 0. i
Then, Zi:l [tl] V= Zi:l [(to —+ (5(y,z)) + tl.’ti —+ tgxﬂ V= Zi:l [to + tl.’Ei + tz(tﬂ iz
= (to + 5(y, Z)) . Z?:l vi + 11 - Z?:LI/,(EZ‘ + ég . Z:::J ViJCZZ =1g - Z?:l V; +~t1 . Z?:l vix; + 1o - Z?:l I/iiﬁg
S (to+0(y,2) 14+t1-04+ta-0=tp- 1+t -0+t2-0&tg+0(y,2) = to.

Now remember that we have also seen : #y = Z;n:l < vl 1! > 27t1 Reinjecting this equality and
to =< ap, — 2z - 1"™ y"™M o (ag + 2z - 1"™) + Z;n:l(O(j_l)'ﬂ|2”||O(m_j)'")z-j+1 > in ty + §(y,2) = to leads
to: Y7, < vl 1> 2T 4 6(y,2) =< ap —z- 1", y" o (ag + 2 1) + Y0 (00|20 |[o(mma) ) 2L

Using the proof of appendix B it is equivalent to:
Z;n:l(< ag),2" >—<vi 1! >)7H 4 <ap — 1™ —aRr,y"™ > 2+ < ap,ag oy"™ >= 0.
This equation must hold for all z € {zz}ﬁtz We have a system of m + 2 equations :
Z;nzl(< ag),Z” > — < vl 1! >)z§+1—|— <ap —1"" —aRr,y"™ > zi+ < ap,agroy"™ >=0,i € {1,...,m+ 2}.

78



9.6. THEOREM 7 CHAPTER 9. MIN-MAX K-SELECTION PROOF PROTOCOL

We can write it equivalently as Em+2d zJ L=0,ic¢ {1,...,m + 2}, for dy =< ap,ag o y"™ >, ds =
1"™ —ag,y™"™ > and djy2 = (< ag),Z" —<vi1l>).
Now, given k € {1,...,m + 2}, let {1;}™2 C Z, such that : 37" u2F"1 = 1 and "2l = 0
Vi € ({1,...,m + 2}1\{k}). In other words, {v;}/2, are such that given k € {1,...,m + 2} : Zm” ? Yy, =
1, if k=7,
L k) =

0, otherwise.

Then, we can compute : 7+ (Z;”ﬁz izl 1) v = Z;’ZQ (Z:nf zi 114—) dj = ZmH I'(j,k)d; =dy =0.
Since this must hold for any k € {1,...,m + 2}, this implies that all d (k € {1,...,k+2}) are zeros. Substituting
back the expression of the {d};*? this is :

e <al o s—cvials je{l,...,m}, (1)

e <ap —1"™ —aRr,y"™ >=0, (2)
e <ap,agoy™™ >=0. (3)

Let’s denote in the rest of this section ar,[k], ar [k] as the k-th component of the n-m vector ay, and ar respectively.

Then, we can write equation (2) equivalently as >, (arL[k] — 1 — ar[k])y*~* = 0.
This equation must hold for all y € {y;}27
ie{l,...,n-m} (4).

Now, given j € {1,...,m + 2}, let {s;}7 C Z, such that : >"Vvy! " =1 and 307 Vlyf L=0vVk e
({1,...,n-m}\{k}). In other words, {1/1}7:7{‘ are such that given j € {1,...,n-m} : 0Ty ty = T(k,j) :=
1, if j = k,

0, otherwise.

It can be rewritten as : >y (aL[k] — 1 — ar[k])yF™! = 0,

Then, we take linear combinations of the n - m equations (4) as follows :
S (S k] = 1 —an k) ) o = S (S ) - (aw k] — 1 anfk) =
i1 L(k,J) - (aL[k] — 1 — ar[k]) = ar[j] - 1 —ar[j] = 0.
Hence since the above reasoning must hold for any j € {1,...,m-n}, (2) implies : ap[j]—1—agr[j] =0Vj € [1,m-n]
or equivalently af, —ag — 1™ = 0™".

We will do the same reasoning to show ar, cag = 0™"™.
For this, we can write (3) equivalently as >, ar[k] - ar [k]y*~! = 0.
This equation must hold for all y € {y;}"7". Tt can be rewritten as : Y. " ap[k] -ar[kJyf ' =0,i € {1,...,n-m}
(5)-
Once again, given j € {1,...,m + 2}, let {;}1""" C Z, such that : >."7 vyt ' =T(k,j) = {1’ ifj = kf
0, otherwise.
Then, we take linear combinations of the n - m equations (5) as follows :

S (S aw ] an [yt ) v = S (S 0 ) - (k] - anlk) =
k=1 L(k,j) - (av[k] - ar[k]) = avlj] - ar[j] = 0.
Hence since the above reasoning must hold for any j € {1,...,m-n}, (3) implies : ar[j] -ar[j]=0Vj € [1,m - n]

or equivalently ay, o ag = 0™"™.

Now, we can conclude this proof because we have extracted {v;, v} ity CZp X Z:f) 2 V; = h g"j Vi € [1,m]
and we have also extracted (ar,ar) € Z, ™ x Z;™ that satisfy :

o <vi1l>= <a§j),2" >, Vj € [1,m],

e ar = ar, — 1",

e ajocag =0,
where (a(M|]...[|a{™) = ar.
The first two equations implies that a (J) € {0,1}™ and thus the first one implies < v, 1! >€ [0,2" — 1], that is

{v, VJ} ", is a valid witness for relatlon
Ne)

. o)
Ry={(91,--,9,h € GV =(Vi,..., Vi) € G™; {n;,VI}T| CZ,xZL): Vj:hwgllJ gt A<Vl >e 0,2 — 1] ).
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Using the Forking Lemma presented in section 3.4 this implies the Computational Witness FExtended Emulation
property (3.3.4) which concludes the proof.

If you want more details on why we can apply here the Forking Lemma here are the explanations.
The K-selection protocol is in 6 + (2loga(mn) + 4loga(1) + 1) = 2loga(mn) + 4loga(l) + 7 moves and has 3 +
loga(mn) + 2loga(1) challenge (y, z), x,2’, loga(mn) challenges for the first "Bulletproofs" inner product argument
on input n = mn, logs(l) for the second "Bulletproofs" inner product argument on input n = [ and logs (1) for the
"Extended-Schnorr" argument on input n = [.

Hence the parameter p in the statement of the Forking Lemma is equal to 3 + logs(mn) + 2loga(l). the
corresponding tree of accepting transcripts has depth equal to p = 3 + loga(mn) + 2log2(l). The node in the
first level has ny = nm? + 2mn children in the second level of the tree corresponding to the mn(m + 2) pairs of
challenges (y, z) for the first challenge ({y;}727 x {z; ;”:12) Each node in the second level has ny = 3 children each
corresponding to a different value of the challenge x ({1, 22, 23}). Each node in the second level has n3 = 2 children
corresponding to the 2 different challenges =’ (2, z%). Each node in the third level of our tree is connected to the
root of a tree of accepting transcripts for the first "Bulletproofs" inner product argument on input n = mn, which is

a tree of depth loga(mn) with 4 children per node (see the "Bulletproofs' paper), hence n; =4, 4 < i < 44logs(mn).

Then, each node of the last round of the first "Bulletproofs" inner product argument is connected to a tree of
accepting transcripts for the second "Bulletproofs" inner product argument on input n = [, which is a tree of depth
log2 (1) with 4 children per node (see the "Bulletproofs" paper), hence n; = 4, 5+logs(mn) < i < 54+loga(ml)+logs(l).

Finally, each node of the last round of the second "Bulletproofs" inner product argument is connected to a tree
of accepting transcripts for the "Extended-Schnorr" argument on input n = [, which is a tree of depth logs (1) with 3
children per node (see the "Bulletproofs" paper), hence n; = 3, 5+ loga(mn) + loga (1) <1i < 5+loga(mn) + 2loga(l).

Therefore, the total number of nodes in the tree is N = [[{ n; = H?ﬁoyﬂmn)ﬂlo%(l) n; = ni-ng - N3 -
! 441 ) +loga(l 541 ) +2loga (1
o T [ S & Dt S o i i =

NES = O(m?2n(mn)21211°8) = O(n®*m™*13-°8), which is clearly bounded above by a polynomial in the parameter
A. In addition, x is polynomial time since computing the v; amounts each time to solving a system of linear
1 1 1
equations in Z, for example for the opening of the commitment A : L: . ] [Zl] = [O} in Z,, which can be
1 T2 V2
done efficiently. All other operations are also basic polynomial time computations. Finally, x succeeds except with
negligible probability, which allows using the Forking Lemma, because it only fails when we cannot compute the
v; to open a commitment, which occurs only when the determinant of the matrix is 0 which happens only with
negligible probability. For example for the opening of the commitment A, the matrix corresponding to the linear
1
1
negligible probability (1/p) since x1 and x5 are picked uniformly at random.

system of equation in Z, is [ ] . The determinant is x1 — x9. It is zero when 27 = x5, which occurs with
2
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Chapter 10

Partial Opening

In this section, we create a protocol that allows doing partial opening on votes commitment.

That is given a commitment of the form V = h7g7* ... g, for a vote v = (v1,...,v;), we create a protocol that
allows proving that the j-th selection vote on the ballot: v, is equal to a certain bit b € {0,1}.
The prover knowing v, {v;}\_; (the committed values inside V) sends v; for a particular value j € {1,...,m} and

vy v

convinces him that V has the form V = h7g;" .. -9 9
We want to do this in a zero-knowledge fashion, the verifier must only learn the values v; and not the others v; for

i 7.
Notice that if we divide V' by g*/, we obtain V//g"7 = h7[],; ¢;*, that is a commitment that is only in basis h

and g;, i € ({1,...,.11\{j})-

The idea of the proof is that P proofs V- = h7g]" .. .g;j ...g," by zero-knowledge proving that he knows (v, v1,...,v;)
such that V/g% = hV ][], £ g;*. This can be done efficiently using our "Extended-Schnorr Argument'. However, we
want our protocol to be zero-knowledge and we do not want to leak any information about the witness (v, v1, ..., v;),
while the "Extended-Schnorr" argument does not have the zero-knowledge property, so we will blind these values in
our protocol with random blinding factors s € Zé_l.

10.1 Protocol

The following zero-knowledge argument protocol allows a prover P to convince a verifier V that he knows a
valid witness for the following relation :

Rs={(g1,..-,9,h€G,je{l,...,1},b€{0,1},V € G;vy € Zp, (v1,...,v;) EZifl):V:h”gfl...g;”/\vjzb}.

For the Partial Opening protocol, the C.R.S. is 0 := (¢1,..., g, h), the statement is u := (4,b,V) and the
witness is w := (y,v1,...,0;).

We first give a formal written description of the protocol and then a diagram to see more visually the exchanges
in the protocol.

10.1.1 Formal Description

Partial Opening Protocol

-Input : (¢1,...,0,h,VeG,je{l,....,1},b€{0,1};v1,...,0,7 € Zp),
e Psinput: (g1,...,9,h, V,5,b;01,...,01,7),
e V’sinput : (g1,-..,9,h,V,j,b).

- Output : V accepts or rejects the proof.

- step 0 : P and V (pre)compute g := (g1,...,0j-1,9j+1,---,91) € Zé’l.
- step 1 : P on input {v = (v1,...,v;),7} computes :

o Vi=(v1,...,0j21,Vj41,-..,0).
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o Pick uniformly at random « in Z, and s € Zé_l
o S:=h%gS.

- step 2 : P sends S to V.

- step 3 : V picks x uniformly at random in Z,.
- step 4 : V sends x to P.

- step 5 : P computes :

o =7+ ar € Ly,
e b:=vV+sz.

- step 6 : P sends p to V.

- step 7 : P and V compute : P := h_“S“”Vg;b.

- step 8 : P and V engage in an "Extended-Schnorr Argument" for the following relation :
Ry={(geG",P€G;acZy): P=g"}

on input :

e gi=geG
e P:=PcgG,
-a::bEZéfl,

forn=1-1.
- step 9 : V accepts the proof if the "Extended-Schnorr Argument" is valid.

N.B.: We assume the Prover has first sent v; to the Verifier before the protocol begins.
Recall that the "Extended-Schnorr" argument requires to have an input with a size that is a power of 2 so we need
to pad the input if [ — 1 is not a power of 2.
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10.1.2 Diagram

Partial Opening Protocol

Prover Verifier
g:=1(91,---,9i-1,95+1,- .-, 1) g:=1(91,---,9i-1,95+1,---, 1)
V= (’Ul, e Vi1, V541, - ,’l)l)
aﬁZp
siZ:l,f1
S := hg®

S

x&Zp

a5
pi=y+a-x
b:=V+s-zx

1
Pi=h""S"Vg;® P:=h""5"Vg;"

ES(g, P;b)

10.2 Complexity

The Partial Opening protocol has the following complexities :
e # Communications : 2logs(l — 1) + 3 elements :

— 2log2(l — 1) + 1 Group elements:

* S: 1 element in G
* "Extended-Schnorr" argument with n =1 —1: 2loga(l — 1) elements in G

— 2 7y elements :

* 1 1 element in Z,
* "Extended-Schnorr" argument with n =1 —1: 1 element in Z,

e # Bases : 2ml 4 [ bases in G:

- g1,.--,81,h1,...,h; : 2ml bases

— 91y, 9j—1,9j+15---, g+ -1 bases
— h : 1 base

« # Exponentiations :

— # Prover : 5]+ 2loga(l — 1) — 5 exponentiations in G
— # Verifier : 2] + 2logs(l — 1) exponentiations in G

The details are shown in Table 10.1.
« # Exponentiations in Z,:

— Prover: 3logs(l — 1) exponentiations in Z,
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— Verifier: 3logz(I — 1) exponentiations in Z,
The detail can be found in Table 10.1.
o # Multiplications in G :

— # Prover : 4l — 1 multiplications

* S : [ — 1 multiplications
x P : 3 multiplications
x "Extended-Schnorr" argument with n =1 — 1 : 3] — 3 multiplications

— # Verifier : [+ 2loga(I — 1) + 1 multiplications:
* P :3 multiplications
* "Extended-Schnorr" argument with n =1 — 1: | + 2loga(I — 1) — 2 multiplications

o # Multiplications in Z, :

— # Prover : 3] — 5 multiplications
* w1 multiplication
x b : [ — 1 multiplications
* "Extended-Schnorr" argument with n =1 —1: 2(I — 1) — 2 multiplications

— # Verifier : 0 multiplication

Prover Verifier
# Expin G # Exp in Z, # ExpinG # Exp in Z,
S 1
p 3 3
ES(I-1) 41+ 2loga(1 — 1) — 8 3loga2(l — 1) 20 + 2loga(l — 1) — 3 3logz(1 — 1)
TOTAL || 51+ 2loga(l1—1)—5 3logz2(l — 1) 20+ 2log2 (1 — 1) 3log2(1 — 1)

Table 10.1: Complexity of Partial Opening Protocol

As desired the number of exponentiation and multiplications is linear in [ and the size of the elements exchanged
scales logarithmically in .

10.3 Theorem 8

The zero-knowledge protocol presented in section 11A for relation Rz has perfect completeness, perfect special
honest-verifier zero-knowledge and computational witness extended emulation.

In the followings subsections, we will show point by point that the Schnorr’s protocol satisfies the definitions
of Perfect Completeness, Perfect Special Honest-Verifier Zero-Knowledge and Computational Witness Extended
Emulation for relation Rs.

10.3.1 Perfect Completeness

In order to show Perfect Completeness, assume the prover P follows honestly the protocol knowing the valid
witness (y,v1,...,v;) € Zé for the relation R = {(V,h,g1,...,q1 € G,j € {1,...,1},b € {0,1};
Y E Ly, (v1,...,v) €LYV = RgYr . gt Ay = b}
We prove the interaction between P and V will result in an accepting conversation.
That is : P [< P(o,u,w),V(o,u) >= 1|0 + Setup(1*), (u,w) + A(0), (0, u,w) € R3] = 1.

The "Partial Opening" argument results in an accepting conversation as soon as the "Extended-Schnorr"

argument is valid. We will thus prove that the verifier will accept the "Extended-Schnorr" argument to prove the
protocol is complete.
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To see this, notice that if ¥ = (v1,...,v;-1,vj41,...,v;) and V = hY Hizl g;

7
V= gh” Hézl’i# gt = g;?h“yg(’, or equivalently : ng_b =hrgv.
Therefore, P = h‘”S“’Vg;l7 = p~(vtaz) (pags)rprg¥ — prtes—(ytaz)gVise — pOgb — ob gince P has computed

pand baspy=~v+arand b=vV-+sz.

, then we have :

Consequently, the "Extended-Schnorr Argument" interaction between the prover and the verifier at step 8 will
be accepted by the verifier since the "Extended-Schnorr Argument" protocol is complete. And the whole "Partial
Opening" argument will be accepted by V, which thereby concludes the proof of Perfect Completeness.

10.3.2 Perfect Special Honest-Verifier Zero-Knowledge

To show Perfect Special Honest-Verifier Zero-Knowledge (SHVZK) we build explicitly an efficient simulator
that given the C.R.S. and a statement (o := (h,g1,...,9) € Gt and v := (5 € {1,...,1},b € {0,1},V € G)
respectively) produces indistinguishable transcript (in the sense that the transcript will have identical distribution)
from a transcript resulting from the true interaction between the prover P and the verifier V. That is :

o <« Setup(1*), o < Setup(1*),
P | A(tr) = 1| (u,w, p) + A(o), =P |A(tr) =1|(u,w,p) + A(o),
ir < <P(O’,U,U}),V(0',U,p)> tr < S(O’,U,7p>

The simulator pseudo-code is as follows :

Partial Opening Simulator

- Input : (g,h,u,V,g, h,b).
- Output : transcript identically distributed to a true interaction between P and V.

- step 0 : Compute g := (g1,...,9j-1,Gj+1,---,91) € Z]lofl.
- step 1 : Pick z, g uniformly at random in Z; and b uniformly at random in Zifl.

-1
- step 2 : Compute S = (h“Vflgé?gb)w .
- step 3 : Given the witness b run the "Extended-Schnorr Argument' (using the verifier’s randomness once
again) protocol to get the transcript SF%.
- step 4 : Output : (S;z; u; SE9).

An honest prover interacting with an honest verifier will produce independent random-looking values b,y given
x is chosen independently and randomly.
The simulated S is fully defined by : h*gP = ng_bS“, which is ensured by computing S accordingly.
SES is valid transcript of a true interaction between P and V.
We can thus conclude that the transcript obtained with our simulator pseudo-code will be identically distributed
to the transcript of a true protocol interaction between honest P and V with independently uniformly selected

challenges. This shows our protocol proof has the Perfect Special Honest-Verifier Zero-Knowledge property.

10.3.3 Computational Witness Extended-Emulation

In this section, in order to prove the Computational Witness Extended-Emulation, we construct an efficient
extractor x that uses ¥, the extractor of the "Extended-Schnorr" argument as a subroutine and a polynomial
number of NP0 :=2. NES(] — 1) = O(N®9(l — 1)) transcripts: 2 transcripts for the challenges x and N¥5( — 1)
for the "Extended-Schnorr Argument" to extract a valid witness (y,v1,...,v;) for relation R3 = {(h,g1,...,91 €
G,je{l,...,l1},b€{0,1},V € G;vy € Zp, (v1,...,v) € Zé‘l) :V =hYg" .. g Nvj =D}

This allows us to prove, using the Forking Lemma 3.4, the Computational Witness Extended Emulation 3.3.4
property.

Using the "Extended-Schnorr Argument" extractor xgg, we can extract a witness v = (9[1],...,9[l — 1]) such
that g¥ = P :=h =gV S™.

85



10.3. THEOREM 8 CHAPTER 10. PARTIAL OPENING

Now, consider two valid transcripts with different challenges z : z1, 22 € Z).
We have :

g =P =h"Mg VST i€ {1,2}.

Let v1,vo € Zjy such that Z?zl v; =1 and Z?zl v;x; = 0. Using these, we can compute : H?zl [P;]” in two ways :
— 2 v 2 ) 2 e _ 2 s _ 2 s
. H?:l [h—/iigj_bvsxi] =h" Z V”"Z ) Zi:l VZi:l VZSZi:l Viti — Zi:l VL“"gj_bvl,SO =h Zi:l Vit

2 2 iV

o [lizr [gvl} = gz .

2 2 ~ 2 2 -~
Hence, since both sides are equal we must have: h~ 2ia ”i“'ig;bV = gzz‘:l Y V= i ””“'gé?gzi:l vivi,
S vk, if k<4,
We can thus write V = h7g" ..., g/, with v = Z?zl vip; and v = < b, if k= j,
0k —1], if k> j.
We have thus extracted a valid witness vy, ..., v; such that v; =band V = h7g;" ... g/"

Using the Forking Lemma presented in section 3.4 this implies the Computational Witness Fxtended Emulation
property (3.3.4) which concludes the proof.

If you want more details on why we can apply here the Forking Lemma here are the explanations.
The partial opening protocol is in 2 + (2logz(l) + 1) = 3 + 2loga(ml) moves and has 1 + loga(l) challenges : x
and the logs(l) challenges from the "Extended-Schnorr" argument. Hence the parameter p in the statement of
the Forking Lemma is equal to 1+ loga(1). The corresponding tree of accepting transcripts has a depth equal to
=1+ 1loga(l). The node in the first level has n; = 2 children in the second level of the tree corresponding to the
2 values of the challenge x (z1,22). Each node in the second level of our tree is connected to the root of a tree of
accepting transcripts of the "Extended-Schnorr" argument, which is a tree of depth logs(l) with 3 children per node
(see the "Bulletproofs" paper), hence n; = 3, 7 > 2
Therefore, the total number of nodes in the tree is N = [, n; = [[21% U n; = ny - [[11002 0 = 2. [ Elee20 3 =

2. 3log2() = 97158 — NPO which is clearly bounded above by a polynomlal in the parameter A (the constant
polynomial 12 = O(NT9) for example). In addition, x is polynomial time since computing the v; amounts to solving
a system of linear equations in Z,, : le xl } {Zl} = [ﬂ , which can be done efficiently. All other operations are

1 T2| V2
also basic polynomial time computations.
Finally, x succeeds except with negligible probability, which allows using the Forking Lemma, because it only
. . . R I O
fails when we cannot compute vq, o, which occurs only when the determinant of the matrix [:p . ] is 0 (the
1 22

linear system of equations has no solution then), or equivalently when x1 — x5 is zero that is when z7 = 5, which
happens only with negligible probability (1/p) since x1 and x2 are picked uniformly at random in Z,.
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Implementation

11.1 Overview

We implemented in Python 3.8.8 the protocols Logarithmic Proof, Min-Max K-selection proof protocol and
Partial Opening, described in the previous sections in accordance with the ElectionGuard specifications v.1.1 [11].
The implementation can be found on GitHub.

The group G is a cyclic group of r-adic residues modulo p.
The modulus p is a 4096-bit prime number that can be represented in hexadecimal form as follows :

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
93C467E3 7DB0OC7A4 D1BE3F81 0152CB56 A1CECC3A F65CC019 O0CO3DF34 T709AFFBD
8E4B59FA O03A9FOEE D0649CCB 621057D1 1056AE91 32135A08 E43B4673 DT74BAFEA
58DEB878 CC86D733 DBE7BF38 154B36CF 8A96D156 7899AAAE 0C09D4C8 B6B7B86F
D2A1EA1D E62FF864 3EC7C271 82797722 S5E6AC2F0 BD61C746 961542A3 CE3BEASD
B54FE70E 63E6DO9F 8FC28658 E80567A4 7CFDE60OE E741E5D8 5A7BD469 31CED822
03655949 64B83989 6FCAABCC C9B31959 CO83F22A D3EE591C 32FAB2C7 448F2A05
7DB2DB49 EE52E018 2741E538 65F004CC 8E704B7C 5C40BF30 4C4D8C4F 13EDF604
7C555302 D2238D8C E11DF242 4F1B66C2 C5D238D0 744DB679 AF289048 7031F9CO
AEA1C4BB 6FE9554E E528FDF1 BOSES5B25 6223B2F0 9215F371 9F9C7CCC 69DDF172
DOD62342 17FCC003 7F18B93E F5389130 B7A661E5 C26E5421 4068BBCA FEA32A67
818BD307 5AD1F5C7 E9CC3D17 37FB2817 1BAF84DB B6612B78 81C1A48E 439CD0O3A
92BF5222 5A2B38E6 542E9F72 2BCE15A3 81B5753E A8427633 81CCAE83 512B3051
1B32E5E8 D8036214 9ADO30AA BA5F3A57 98BB22AA 7EC1B6DO0 F17903F4 E22D8407

The group Z,, is defined as the subgroup modulo g. ¢ is a 256-bit prime such that p — 1 is a multiple of ¢ and
r= % is a cofactor of ¢q. It can be represented under hexadecimal as follows :
q = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFF43

r = 1 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000O0BC
93C467E3 7DBOC7A4 D1BE3F81 0152CB56 A1CECC3A F65CC019 0CO3DF34 709B8AF6
A64COCED CF2D559D A9D97F09 5C3076C6 86037619 148D2C86 C317102A FA214803
1F04440A COFFOC9A 417A8921 2512E760 7B2501DA A4D38A2C 1410C483 6149E2BD
B8C8260E 627C4646 963EFFE9 E16E495D 48BD215C 6D8EC9D1 667657A2 A1C8506F
2113FFAD 19A6B2BC 7C457604 56719183 309F874B C9ACE570 FFDA877A A2B23A2D
6F291C15 54CA2EB1 2F12CD0O0 9B8B8734 A64ADS51E B893BD89 1750B851 62241D90
8F0C9709 879758E7 E8233EAB 3BF2D6AB 53AFA32A A153AD66 82E5A064 8897C9BE
18A0D50B ECE030C3 432336AD 9163E33F 8E7DAF49 8F14BB28 52AFFA81 4841EB18
DD5FOE89 516D5577 76285C16 071D2111 94EE1C3F 34642036 AB886E3E C28882CE
4003DEA3 35B4D935 BAE4B582 35B9FB2B AB713C8F 705A1C7D E4222020 9D6BBCAC
C4673186 01565272 E4A63E38 E2499754 AE493AC1 A8E83469 EEF35CA2 7C271BC7
92EEE211 56E617B9 22EA8F71 3C22CF28 2DC5D638 5BB12868 EB781278 FAOAB2AS8
958FCCB5 FFE2EBC3 61FC1744 20122B01 63CA4A46 308C8C46 C91EA745 7C136A7D
9FD4A7F5 29FD4ATF 529FD4A7 F529FD4A 7F529FD4 A7TF529FD 4ATF529F D4A7F52A

We generate 33.024 generators for the group G. This allows to use parameters up to [ = 128 selections and a batch
of m = 128 votes in the 0-1 logarithmic proof and [ = 128 selections, a batch of m = 128 votes and a selection limit
of n = 128 in the K selection proof. These values should be acceptable for a practical use.

As it is usually done, we use the Fiat-Shamir heuristic to make our protocols non-interactive by computing the
challenges as a hash of all the public parameters and all the elements communicated by the Prover.[16]

The protocols in the following sections are implemented on an Intel i7-1165G7 processor, using the Python
3.8.8 interpreter, and gmpy2 2.1.5.

87


https://github.com/marielonfils/ZKPK_Chaum-Pedersen-multi-commitments

11.2. LOGARITHMIC 0-1 PROOF CHAPTER 11. IMPLEMENTATION

11.2 Logarithmic 0-1 proof

11.2.1 Execution time

Figure 11.1 represents the execution time of the logarithmic protocol for different values of the parameters [
and m.
We can see that the execution time is linear with the parameter [ - m (with 1 the number of candidates and m
the number of votes). If we consider that exponentiations are the most time-consuming operations, this is in
accordance with the theoretical time complexity for exponentiations computed at section 8.3 which was linear in
I-m : 16lm + 161 + m + 4loga(Im) + 6loga (1) — 11 (prover) + 8lm + Tl + m + 2loga(Im) + 4loga (1) 4+ 2 (verifier) =
24lm + 131 + 2m + 6log2(Im) + 12logs (1) — 9.
We use the number of exponentiations in G as an approximation for the time complexity. This is a realistic
assumption in the sense that we measured that exponentiations were taking between 80 and 95% of the total
execution time.

Execution time in function of I*m
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Figure 11.1: Execution time of the logarithmic proof
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Figure 11.2: Detailed execution time of the logarithmic proof

The protocol involves 3 steps: the parameters generation, the proof generation and the proof verification. The
parameters generation consists of the loading from a file of the required generators and the computation of a
multi-Pedersen commitment on randomly chosen votes. Figure 11.2 shows the time required for each of these steps
and their relation to the total execution time for the three steps.

The parameters’ generation is almost constant time as it only requires drawing random exponents and computing the
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commitment. The most time-consuming part is the loading of all the generators.As expected the proof verification
time is faster than the proof generation time. This is a desired property in an election as the proof will typically be
generated only once for each prover (or batch of provers) and then all proofs will have to be verified at least once
but often several times by the verifiers (which will often be the election’s authorities)

11.2.2 Proof size

Size of proofs in function of I*m
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Figure 11.3: Proof size

Figure 11.3 shows the size of the elements transmitted during the proof. The size is clearly logarithmic which
agrees with the theoretical complexity size computed in section 8.3 : 2loga(ml) + 4logs (1) + 12.
The size of the proofs is consequently very short. For more than 16000 selections (I = m = 128), the size of the
proof is only around 50 kBytes.
We have thus succeeded in obtaining what we were looking for building compact proofs in order to conduct Risk

Limiting Audits.

11.3 Multibatching Min-Max Selection proof

11.3.1 Execution time

Execution time in function of I*m
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Figure 11.4: Total execution time of the K-selection roof
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Figure 11.4 shows the evolution of the execution time of the multibatching min-max selection proof for
ne(l,2,4,8 andl-me[l-1,2-2,...,128-128] with [ = m. As we can see the curve is not linear with respect to
the term {-m. This is in accordance with the theoretical prediction. Indeed, recall that in section 9.5 we had predicted
the following complexity : 15mn+13l+m+4logs(mn)+6logs(1)—7 (prover) + Tmn~+6l+m+2logs(mn)+4logz(1)+10
(verifier) = 22mn + 191 4+ 2m + 6logz(mn) + 10loga (1) + 3 = O(mn + ). We have thus a linear term with n - m and
a linear term with [ but no linear term with respect to [ - m. This explains the behaviour observed on the graph.
Since we chose [ = m to generate the proof notice that we have m = /m - m = v/m -[l. And thus a complexity of
O(nm) = O(n -+ -m). This explains the behavior of the graph which looks like a square root curve.

The linearity remains in the fact that the execution time increases linearly with n.

Execution time in function of | , n=2
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Figure 11.5: Execution time for multiple ratios between ! and m of the K-selection proof protocol
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Figure 11.6: Execution time for multiple ratios between [ and m of the K-selection proof protocol

Figures 11.5 and 11.6 represent the execution time of the protocol with different values for the ratio between [
and m and with n fixed to 2. n = 2 allows to choose between 0 and 2™ — 1 = 3 selections which is a realistic value.
We confirm from the two graphs that the execution time is linear with respect to [ and m (but not with respect to
l-m).

We can also deduce by the fact that the execution time is higher when # < 1 compared to when % > 1 for a fixed
value of the product [ - m that the factor m has a bigger impact on the execution time. This could have been once
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again predicted by the theoretical complexity that the term m has more impact as we had computed a complexity
of ~ 22mn + 191 = 44m + 19] when n = 2.

11.3.2 Proof size

Size of proofs in function of I*m

n=8
n=4
1000 A n=1
800 4
n
b
>
=)
8
N 600 A
400 4
T T T T T T T T
o] 2500 5000 7500 10000 12500 15000 17500

I*m [/]

Figure 11.7: Proof Size for the K-selection Protocol

As expected, the size of the element exchanged is logarithmic in n - m (Figure 11.7). The number of elements
communicated was indeed of 2loga(mn) + 4logz(1) + 18 elements in Section 9.5.

The size of the proofs is consequently very short. For more than 16000 selections (I = m = 128) and a selection
limit of 255 (n = 8), the size of the proof is only 1 kBytes.

11.4 Partial Opening

In this section, we will analyse the performance of the Partial Opening protocol.

11.4.1 Execution time

Execution time in function of I-1
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Figure 11.8: Total execution time of the Partial Opening protocol
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Figure 11.8 shows that the execution time of the Partial Opening protocol is linear in [ as predicted by the
theoretical computation: 51 + 2loga(I — 1) — 5 (prover) + 21 4 2loga(l — 1) (verifier) = 7l 4 4loga(I — 1) — 5 (cfr.
Section 10.2).

Execution time in function of I-1
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verifier

—s— total proof
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Figure 11.9: Generation time, execution time of the Prover and the Verifier for the Partial Opening protocol
Once gain, the execution time of the prover is almost 2 times longer than the one for the verifier.

As explained above this is a desired property in our case.

11.4.2 Proof size

Size of proofs in function of I-1
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Figure 11.10: Proof Size for the Partial Opening Protocol

The size of the elements exchanged is logarithmically increasing with { (Figure 11.10).
This is in accordance with theory (2logs(l — 1) + 3 computed at section 10.2) and all in all this shows that we have
well succeeded in achieving our initial goal which was to construct a proof system of Risk Limiting Audits that
allow to a have compact proofs.
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11.5 Exponentiations with precomputations

We managed to decrease drastically the proof size but the execution time remains too high. As the most time-
consuming part of the implementations consists in the exponentiations, we tried to reduce it by using a fixed-based
exponentiation technique that takes advantage of a precomputed table containing some powers of the base that will
be multiplied together to obtain the result [9]. As the base elements should be known in advance to precompute
the tables, we applied this technique only on the generators (g, h,u,g1,...,91,h1,...,hi,81,...,8h1,...,hy. The
number of powers precomputed is (%61 -2k and depends on a parameter k.

Execution time in function of I*m
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Figure 11.11: Execution time of the Prover and the Verifier for the Logarithmic 0-1 Protocol

Figure 11.11 shows the execution time of the Prover and the Verifier of the Logarithmic 0-1 proof (without the
generation time). We can clearly see a reduction in the execution time using precomputation compared to when it
is not used. For k = 2 and n = m = 128, there is a ~ 33% reduction corresponding to more than 10 minutes.
Using k = 4 or k = 6 remains interesting until [ = m = 64 but the gain disappears for [ = m = 128. This is because
the precomputation table becomes too big. Indeed, when [ = m = 128 and k£ = 6, the number of elements in the
table for one generator is [%W -26 = 2756 and there are 16384 such tables to compute for all the generators. This
can take a lot of space in memory and make the computation slower. In the same order of idea, on a computer
with 16GB RAM, it is not possible to run the protocol with £k = 8 and I = m higher than 64 or with £ = 10 and
[ = m higher than 32.

The best value for the parameter k should be chosen in function of the memory capacity of the devices.

Generation time in function of I*m
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Figure 11.12: Generation time for the Logarithmic 0-1 Protocol
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The generation time includes in this case the time to load the generators and to create the precomputation
tables. As expected, the generation time grows linearly with [ - m for a fixed value of k but grows exponentially
with &k (Figure 11.12). However, having a big generation time should not be too problematic in the sense that the
generation only happens once while the protocol can be reused as much as needed afterwards.

Considering both the execution time and the generation time, choosing k = 2 seems to be a good compromise in
this case.

Execution time in function of I*m
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Figure 11.13: Execution time of the Prover and the verifier for the K-Selection Protocol
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Figure 11.14: Generation time for the K-selection Protocol

A similar behaviour can be observed for the K-selection Protocol in Figures 11.13 and 11.14 but this time all
the values of k£ up to 10 lead to better execution time than without precomputation table .

94



11.5. EXPONENTIATIONS WITH PRECOMPUTATIONS CHAPTER 11. IMPLEMENTATION

Execution time in function of I-1
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Figure 11.15: Execution time of the Prover and the Verifier of the Partial Opening protocol
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Figure 11.16: Generation time of the Partial Opening protocol

For the Partial Opening Protocol, the fixed based exponentiation presents an advantage until k = 6 (Figures
11.15 and 11.16).

One way to further reduce the execution time could be to optimize the number of generators for which a table
is precomputed instead of computing a table for all of them.
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Conclusion

In this master thesis, we have presented several zero-knowledge protocols that we developed, together with
their associated security proofs and their complexity.

We have shown through implementations and measurements that the practical performance of our protocols
matches the theoretically predicted complexities.
In particular, the main goal which was to obtain protocols with proofs of compact logarithmic size is reached.

The handling of large data volumes when conducting Risk Limiting Audits was an obstacle in several cases to
the deployment of ElectionGuard in the United States. Our work allows to overcome this limitation by making a
significant contribution to the field of secure and efficient auditing in the context of voting systems.

In addition, our cryptographic protocols might find a practical use within the framework of Microsoft’s ElectionGuard
and can thus have a real world impact by enabling more secure and private voting in the future.

However, several questions naturally arise from our work and several improvements remain possible.
The first question that arose naturally is the compatibility issue with the nowadays version of ElectionGuard which
currently uses ElGamal votes ciphertexts instead of the multi-Pedersen votes commitments used in our work.
Another question is the time efficiency of our protocols. They have been thought to be very data-efficient but they
have not been optimized for the computational time point of view. The possibility to develop algorithms that
would be logarithmic both in proof size and computational time remains an open question.

A lot of optimizations are still possible including in the implementations and the algorithms themselves.

In the implementations, it might be possible to combine several computations, especially at the verification step as
explained in the "Bulletproofs" paper from the Stanford University.

In our paper, we have considered treating "Bulletproofs" as a black box. The main advantage is that it simplifies a
lot the reasoning but it might be more efficient by not doing so: for example, by doing the "Extended-Schnorr"
protocol and "Bulletproofs" together several computations steps could be saved. In the same order of idea, it might
be possible to combine the K-selection and the 0-1 protocols in one single protocol which could allow to combine
several computations step together.
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In this section, we prove the following statement :
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which concludes the proof.
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In this section, we prove the following statement :
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