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Abstract

Industrial Control Systems (ICS) are integral to the operation of essential infrastructure, yet they
are increasingly facing growing cybersecurity challenges. The integration of operational technol-
ogy with IT, the use of old systems, and growing connectivity all increased the attack surface,
exposing the ICS environment to potential cyber threats. These vulnerabilities can result in major
disruptions, safety threats, and economic loss. The work is an extension of a testbed for a vir-
tual ICS that had been previously established, augmenting its functionality to simulate practical
cyberattack scenarios in a controlled environment. The ultimate aim is to apply the testbed to
discover and study potential security vulnerabilities of ICS configurations, thus enabling a better
comprehension of threat vectors and system vulnerabilities. Through the simulation of different
attack scenarios, the testbed is a useful tool for research and education, and one that can be used
to experiment with countermeasures without endangering actual industrial operation. During the
project, we will implement several attack simulations against various parts of the ICS architecture.
Their performance under the testbed environment in regard to process disruption, detectability, as
well as their potential use in education and research, will be evaluated. The testbed thus acts as
a pragmatic, flexible instrument to aid cybersecurity research and training in the domain of ICS.
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Chapter 1

Introduction
Industrial Control Systems (ICS) are the backbone of critical infrastructure and industrial
operations. From energy production and water treatment to transportation and manu-
facturing, ICS orchestrate the automated control of physical processes through the inte-
gration of programmable logic controllers (PLC), supervisory control and data acquisition
(SCADA) systems, human-machine interfaces (HMI) and a variety of sensors and actua-
tors [4]. Although these systems were traditionally isolated and built for reliability and
availability, their growing interconnectivity, especially with IT networks, has introduced
significant security challenges [4][2].

During the past decade, the cybersecurity landscape of ICS has evolved dramatically.
Attacks like Stuxnet in 2010, which targeted Iranian nuclear facilities through manipulation
of PLC, demonstrated the devastating impact of cyber operations against physical infras-
tructure [62]. More recently, ransomware incidents such as the Colonial Pipeline attack in
2021 highlighted how vulnerabilities in ICS-adjacent networks can lead to national-level
disruptions [33]. Despite increasing awareness, many ICS installations continue to rely on
legacy systems with outdated protocols, hardcoded credentials, and insufficient authenti-
cation or encryption mechanisms [7][15][32].

Research in ICS security is hampered by several practical constraints. Due to the high
cost of industrial equipment and the risks associated with experiments in real infrastruc-
ture, access to physical testbeds is limited. In addition, many organizations are reluctant
to share data or system details because of confidentiality and liability concerns. These lim-
itations slow the development of tools and techniques to better secure ICS environments
[18].

To address these barriers, simulation-based testbeds have emerged as a valuable al-
ternative for cybersecurity research and training. Virtual ICS platforms allow controlled
experimentation, repeatability of attack scenarios, and safe exploration of vulnerabilities
without the risk of physical damage or operational downtime [7]. These testbeds also
support education, giving students and researchers the opportunity to gain hands-on ex-
perience with ICS components and attack simulations.

This thesis builds on the work of Yi Zhu [63], who developed a lightweight Docker-based
ICS simulator capable of modeling networked PLCs, HMI systems, and physical processes
using OpenPLC and Modbus/TCP. Although the initial focus of the project was on the
creation of a functional and flexible ICS sandbox, our contribution extends its application
to the field of cybersecurity research and education. In this work, we demonstrate how
this simulator can be used to emulate realistic cyberattack scenarios in ICS environments,
evaluate their impact, and propose strategies to detect or mitigate such threats.

The remainder of this thesis explores the theoretical background of ICS and cybersecu-
rity frameworks, develops threat models, implements various attack scenarios, and discusses
the implications of using a virtual ICS testbed for research and training purposes.
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1.1 Motivations

Cybersecurity in ICS is no longer a theoretical concern, it is a real and growing threat. From
ransomware attacks on pipelines and hospitals to targeted sabotage of physical equipment,
modern ICS environments are being increasingly exposed to cyberattacks with the potential
to cause catastrophic damage to public services, economies, and human safety [4][24].
However, as much as the risks are escalating, the tools and platforms available for ICS
security research remain limited in scope, accessibility, and adaptability.

We chose to work on this subject because we believe in the urgent need for realistic,
accessible, and reproducible test environments that can help researchers, students, and
engineers understand the risks, behaviors, and potential mitigations of ICS-targeted cy-
berattacks. Our motivation stems from the observation that many existing ICS testbeds
fall into one of two categories:

• Hardware-based setups, which are expensive, difficult to replicate, and limited in
scale [19], or

• Static software-based testbeds, which lack flexibility, real-time physical process
simulation, or the ability to integrate diverse attack scenarios [7][21].

Several studies have underlined the lack of low-cost, fully virtualized testbeds capable
of both realistic threat modeling and adaptable scenario generation [52]. While notable
efforts like GRFICS [29], SWaT [31], and ICSSIM [21] have paved the way for simulation-
based research, these platforms often require substantial computing resources, are tied to
specific processes, or lack extensibility.

Our work builds upon Yi Zhu’s project, which laid the foundation for a lightweight,
modular ICS simulator. By expanding on his architecture, we bring a new focus to secu-
rity testing and attack emulation, enriching the educational and research potential of the
platform. Our simulator is not tied to a single industrial process and supports a fully cus-
tomizable configuration via YAML, enabling users to model different system architectures,
physical behaviors, and sensor-actuator interactions.

The added value of our work lies in:

• Its ease of deployment using Docker and Vagrant.

• Its ability to simulate complex physical processes simulate complex physical
processes in real-time using lightweight Python logic.

• The integration of common attack vectors and their visualization through
SCADA interfaces.

• Its reproducibility and openness, allowing anyone to replicate and extend the
testbed for their own research or training purposes.

In essence, this project provides a scalable and realistic ICS simulation platform tailored
for cybersecurity training, attack emulation, and defense strategy development all without
requiring costly hardware or restricted lab access. In doing so, we hope to lower the barrier
of entry for ICS security research and contribute a versatile tool to the cybersecurity
community.
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1.2 Problem Statement

The increasing digitization of industrial systems has introduced a new set of risks to en-
vironments that were traditionally isolated and physically secured.ICS, which form the
operational core of critical infrastructure, such as energy grids, water treatment facilities,
and manufacturing lines were not originally designed to withstand cyberattacks [40]. Many
ICS still rely on legacy hardware and protocols that lack fundamental security features such
as encryption, authentication, or access control [4].

This lack of preparedness, combined with rising connectivity and convergence with
IT systems, creates a dangerous vulnerability gap. Attacks like Stuxnet, Triton, and
BlackEnergy have shown that ICS environments are not only targets but also susceptible
to disruptions that can have physical, safety, and economic consequences [62] [47]. Recent
reports, such as Dragos’s "ICS/OT Cybersecurity Year in Review" [24], emphasize that
both nation-state and financially motivated threat actors are increasingly targeting ICS
sectors.

Despite the urgency, ICS security research is hindered by two main factors: the high
cost and risk of working with real ICS infrastructure, and the scarcity of open, reproducible
testbeds for hands-on experimentation and learning. Most existing platforms are either tied
to proprietary equipment, lack flexibility, or are inaccessible to students and researchers
due to their complexity or licensing restrictions.

There is a clear need for a lightweight, open, and modular ICS simulator that supports
realistic process behavior and allows the implementation of cyberattacks in a safe and
controlled environment. Our project addresses this gap by extending an existing virtual
testbed and focusing on its usefulness in cybersecurity education, attack modeling, and
defense testing.

1.3 Related Works

The field of ICS security testbeds has evolved significantly over the past decade, with
contributions ranging from hardware-based physical testbeds to fully virtualized environ-
ments. To position our work within this landscape, we review key developments in ICS
security testbeds across various implementation approaches.

1.3.1 Physical Testbeds

Physical testbeds offer high-fidelity environments that closely mirror real-world industrial
systems. The Secure Water Treatment (SWaT) testbed developed by the iTrust lab at
Singapore University of Technology and Design represents one of the most comprehensive
physical ICS testbeds (Goh et al., 2017) [31]. This testbed replicates a full six-stage
water treatment process with 51 sensors and actuators, generating valuable datasets under
both normal operations and attack scenarios. Similarly, national-level initiatives like the
U.S. Department of Energy’s National SCADA Test Bed [49] and Japan’s Control System
Security Centre testbed provide extensive hardware environments for security research [38].

While these physical testbeds offer excellent realism, they come with significant draw-
backs high acquisition and maintenance costs, limited accessibility, and restricted scal-
ability. These limitations make them inaccessible to many researchers and educational
institutions, creating a gap that virtual solutions aim to fill.
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1.3.2 Hybrid Testbeds

Hybrid approaches combine physical hardware with simulation elements to balance fidelity
and cost. LICSTER [28] stands out as a low-cost ICS security testbed that integrates Open-
PLC running on Raspberry Pi with physical components like a Fischertechnik punching
machine. Priced at approximately 600 euros, it aims to make ICS security education more
accessible.

Similarly, Faramondi et al. (2021) [41] developed a hardware-in-the-loop Water Dis-
tribution Testbed that connects real hardware components with simulated subsystems
implemented using the minicps framework. This hybrid approach enables researchers to
validate machine learning-based intrusion detection systems using both network and phys-
ical datasets.

1.3.3 Virtualized Testbeds

Fully virtualized testbeds offer the greatest flexibility, portability, and cost-effectiveness,
though often at the expense of some fidelity. Several notable implementations have influ-
enced our work.

GRFICS (Formby et al., 2018) [29] provides an open-source graphical ICS simulation
tool based on the Tennessee Eastman process, using OpenPLC for controller simulation and
AdvancedHMI for the human-machine interface. VISCORT (Ekisa Conrad et al., 2022)
[17], an extension of GRFICS, improves resource efficiency by using lightweight container
hypervisors and adds attack scenario support.

ICSSIM (Dehlaghi-Ghadim, 2023) [21] offers a framework for building ICS security
testbeds using Docker and GNS3, with ModbusTCP communication between virtual de-
vices. It supports various connectors for Python scripting and third-party software like
Matlab/Simulink.

Trungadi (2023) [57] implemented a virtual version of the SWaT process using MiniCPS
and GNS3, demonstrating common attacks like ARP poisoning and DoS while analyzing
their impacts. Similarly, Masset and Taburiaux (2018) [11] [35] created a fully virtualized
testbed using Mininet for SDN network emulation, with a modified version of OpenPLC
and custom visualization tools.

In the smart grid domain, Mosaik (Ofenloch et al., 2022) [9] stands out as an open-
source co-simulation framework for integrating multiple simulators into unified scenarios
with thousands of simulated entities, featuring a discrete time synchronization mechanism.

1.3.4 Emulation Approaches

Some projects focus specifically on emulating PLC behavior with high fidelity. Awlsim is an
open-source Python project that emulates Siemens S7 CPU execution, capable of running
Statement List (STL) code with support for a large subset of S7 instructions (Busch et
al., 2017) [44]. Building on this foundation, Babu and Nicol (2016) [59] developed a
network simulation using Awlsim PLCs controlled by TimeKeeper, a kernel modification
that synchronizes the emulators and network simulator via a virtual clock. Their approach
demonstrates how accurate emulation can enable precise network traffic patterns within
a controlled environment, making it particularly valuable for intrusion detection system
development.
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1.3.5 Positioning Our Work

Our work builds upon these foundations while addressing several gaps in the current land-
scape. Unlike hardware-based approaches, our fully virtualized solution eliminates cost
barriers and accessibility limitations. In contrast to testbeds tied to specific processes like
the Tennessee Eastman implementation in GRFICS, our solution supports configurable
process modeling through YAML configuration files.

We extend Yi Zhu’s Docker-based ICS simulator by enhancing its security focus, adding
support for attack scenarios, and improving its educational value. While Masset and
Taburiaux (2018) used Mininet for network simulation, we leverage Docker networking
for greater deployment flexibility. Unlike many existing testbeds that focus primarily
on technical implementation, our workplaces equal emphasis on educational applications
and research utility, providing a platform accessible to students, researchers, and security
professionals alike.

Through this balanced approach, our testbed contributes to the growing ecosystem of
ICS security research tools while making such research more accessible to a wider audience.

1.4 Scope and Limitations

This thesis builds upon the simulator developed by Yi Zhu [63], which emulates ICS com-
ponents using containerized environments. Our contribution expands the platform’s appli-
cation by exploring its use in cybersecurity testing and training.

Our work focuses on designing and documenting a modular virtual ICS testbed suitable
for simulating real-world industrial operations. We implement both network-based and
logic-layer attacks such as spoofing, injection, and denial-of-service to demonstrate security
vulnerabilities in ICS setups. Throughout the thesis, we highlight the testbed’s potential
applications in training, red teaming exercises, and educational labs.

Despite these contributions, we acknowledge several limitations in our approach. The
physical process logic is based on simplified simulations rather than precise industrial
physics models. Real-time performance and fidelity are constrained by the virtualized
nature of the system. Currently, our implementation only supports certain ICS protocols,
primarily Modbus/TCP. Additionally, the impact of attacks observed through simulation
may not fully reflect safety-critical failure modes in actual systems.

Nevertheless, the testbed provides an accessible, adaptable, and reusable foundation
for experimentation something still missing from many large-scale or proprietary testbeds.

1.5 Research Objectives and Questions

The main goal of this thesis is to extend and apply a virtual Industrial Control System
(ICS) testbed to evaluate its use in cybersecurity research and education. While previous
efforts have focused on simulating the behavior of industrial environments, our work aims
to assess how such a testbed can be used to simulate cyberattacks, identify vulnerabilities,
and train security professionals in a safe and reproducible environment.

Our research objectives encompass several interconnected aims. We seek to explore
and document the limitations of existing ICS security testbeds, justifying the need for a
lightweight, open, and modular simulation environment. By extending an existing virtual
ICS testbed, we integrate realistic cyberattack scenarios affecting both network and process
layers. We demonstrate the testbed’s utility in identifying vulnerabilities and simulating
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adversarial behavior through practical, ethical attack implementations. Through compar-
ative analysis, we assess the added value of our testbed in cybersecurity education and
research compared to existing platforms. Finally, we outline future use cases, including
potential integration into intrusion detection systems, red-team exercises, and hands-on
cybersecurity training.

The testbed provides a realistic and controlled environment that closely simulates an
actual ICS, making it a vital tool for detecting security vulnerabilities. It allows researchers
to safely carry out cyberattack simulations, such as denial-of-service (DoS), man-in-the-
middle, and malware injections, without risking damage to real-world systems. By ob-
serving how the system reacts under these conditions, analysts can study its behavior and
assess how well it resists attacks. The testbed also enables the evaluation of security tools
like Intrusion Detection Systems (IDS), allowing them to be tested and fine-tuned using
realistic traffic and attack patterns. In addition, it supports training activities by giving
security teams a safe space to learn how to identify and respond to threats. Finally, the
environment can generate valuable labeled datasets, which are essential for developing and
validating machine learning-based methods for automatic threat detection.

These objectives give rise to several research questions that guide our work. We ex-
amine how a fully virtual ICS testbed can realistically simulate cyberattacks on industrial
systems without requiring physical hardware. We investigate which types of attacks such
as spoofing, injection, and denial of service can be effectively emulated in a virtual ICS en-
vironment. Our research identifies vulnerabilities commonly present in typical ICS setups
and explores how a simulated testbed can help identify and demonstrate them. We com-
pare our extended testbed against existing ICS simulation platforms in terms of flexibility,
usability, and educational value. Finally, we evaluate the extent to which our testbed can
support training and research on ICS cybersecurity in a safe, reproducible, and low-cost
manner.

By addressing these questions, the thesis aims to contribute both a technical imple-
mentation and a reflective evaluation of how such environments can support the growing
need for hands-on ICS security learning.

1.6 Organization of this document

To guide the reader through our research and implementation process, the thesis is orga-
nized as follows:

We begin with this introduction chapter, presenting the background, motivation, chal-
lenges, and scope of our work. Chapter 2 provides an overview of ICS and processes,
describing the ICS architecture used in this work, the simulated physical process, and the
communication protocols involved. In Chapter 3, we explore cybersecurity frameworks
and security models, discussing industry standards, architectural models, and best prac-
tices relevant to ICS security.

The middle portion of the thesis focuses on practical security aspects. Chapter 4
outlines threat modeling techniques and identifies risks within the virtual ICS. Chapter 5
explores system weaknesses through reconnaissance, scanning, and protocol analysis, while
Chapter 6 implements simulated cyberattacks and evaluates their effects on the system.
Chapter 7 proposes both technical and organizational defense mechanisms inspired by
real-world practices.
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Chapter 2

Industrial Control Systems and Pro-
cess Overview
2.1 Overview of the Target ICS Setup

This chapter presents the virtual testbed used throughout this work, including its archi-
tecture, technologies, and role in simulating ICS environments. Originally developed by Yi
Zhu, the testbed was extended to support cybersecurity-focused experiments. It enables
the simulation of industrial processes, network communication, and attack scenarios in a
safe and reproducible manner.

2.2 Physical Process Description

The physical process simulated in this testbed is inspired by a simplified water treatment
system, modeled entirely in Python. This design follows the foundational work of Yi Zhu
[63], and has been further extended in this thesis to better support experimentation with
cyber-physical attacks and anomaly analysis.

The simulated environment mimics real-world components such as water tanks, reser-
voirs, pumps, valves, filters, flow meters, and level sensors. Each of these devices is repre-
sented as a Python class, allowing for modular design and behavior customization. Their
states (e.g. open/closed for valves, on/off for pumps) and measured values (e.g. fluid level,
flow rate) evolve over time based on a looped simulation logic that emulates the behavior
of physical processes.

Each simulation cycle (or time step) updates the process variables based on device inter-
actions. For example, if a pump is turned on and its output valve is open, water will move
from the reservoir into the next tank, and the flow rate sensor will reflect this change. If
the receiving tank is full, the system will prevent overflow, mimicking realistic behavior
constraints.

The entire process logic is driven by a central simulation loop that:

• Activates or deactivates devices based on control signals from the PLCs.

• Computes water flow and volume transfer between components.

• Updates sensor measurements and writes them to Modbus registers.

As you see in Figure 2.1, Devices labeled with the prefix T correspond to tanks or related
components such as reservoirs, while those beginning with P indicate pumps. Elements
marked MV represent motorized valves. In the testbed, UF-301 functions as an ultrafiltra-
tion membrane, and UV-401 serves as a UV-based dechlorination unit both of which are
simulated using simple filtering mechanisms. Additionally, reverse osmosis units, identified
as RO, are modeled as vessels within the system.
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Figure 2.1: ICS-Controlled Water Treatment Process Diagram

This configuration supports white noise injection into sensor data to replicate measure-
ment imperfections, making the system more realistic for anomaly detection and intrusion
testing.
The modular architecture also enables rapid scenario reconfiguration using YAML files,
allowing different process topologies or behaviors to be modeled without rewriting the sim-
ulation code.
Overall, the simulated physical process serves as a safe, observable, and flexible foundation
for the cybersecurity experiments conducted in later chapters.

2.3 Logical Architecture of PLC-HMI-Sensors

The logical architecture of the testbed mirrors the layered structure typically found in
real-world ICS environments, where data flows between sensors, controllers (PLCs), and
operator interfaces (HMIs/SCADA systems). In our virtual setup, this communication
and control logic is implemented through containerized components, using standardized
protocols and modular simulation code.

Programmable Logic Controllers (PLCs)

At the heart of the control logic are the OpenPLC instances, which act as the pro-
grammable controllers of the system. Each PLC is deployed in a separate Docker container
and is responsible for:

• Reading real-time sensor data (e.g. tank levels, flow rates).

• Processing input signals using ladder logic.

• Sending actuation commands to pumps and valves.

• Interfacing with the SCADA layer for monitoring.
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Each PLC receives input values through Modbus/TCP from the physical simulation and
makes decisions based on preconfigured ladder logic, written in IEC 61131-3 compliant
language (typically Ladder Diagram or Structured Text). These decisions influence the
state of the actuators (turning pumps on/off, opening/closing valves, etc.). To ensure flex-
ibility, the simulator includes a YAML-based system for defining PLC logic templates and
mapping Modbus registers to virtual sensors and actuators. Additionally, a Python-based
PSM (Python SubModule) is used for internal PLC drivers, making it easier to test logic
or override default behavior during simulation experiments.

Sensors and Actuators

Sensors and actuators are modeled in the physical process module and are directly con-
nected to the PLCs via simulated memory registers:

• Analog Sensors (e.g. LIT for level, FIT for flow) write their values to holding or
input registers.

• Discrete Sensors (e.g. valve state indicators) use coils and discrete inputs.

• Actuators (e.g. pumps, valves) are driven by output coils or holding registers set
by the PLC logic.

The simulator ensures that realistic sensor data (including white noise and rounding) is
sent to the PLCs, which must then process that data and control the system accordingly.

Figure 2.2: Sensor to PLC to Actuator to Motor Connection

SCADA / HMI System

The SCADA layer is provided by ScadaBR or ScadaLTS, which runs in its own container
and connects to each PLC via Modbus. Its responsibilities include:

• Periodically polling PLCs for sensor values.

• Logging historical data in a SQL-based historian database.

• Providing a web-based HMI for visual monitoring and manual control.
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• Graphing trends and issuing alarms for out-of-range values.

In practice, this HMI interface is what the operator of the system would use to oversee
and manage the process making it crucial for both real-time awareness and forensic anal-
ysis after an incident.

Logical Flow Summary

• Sensors in the simulation push data into shared memory via Modbus.

• OpenPLC reads these values, processes control logic, and updates actuator states.

• Actuators adjust the physical simulation (e.g. moving water).

• SCADA polls the PLCs to display data and enable human interaction.

This layered structure forms the cyber-physical control loop, which mimics real ICS ar-
chitectures. It provides a foundation not just for observing system behavior under normal
operations, but also for injecting attacks and analyzing their consequences in Chapters
4–6.

2.4 Technologies Used

To implement a flexible, lightweight, and fully virtual ICS simulation environment, this
project integrates a suite of open-source technologies and custom-built components. The
primary objective in selecting these tools was to achieve portability, ease of deployment,
modularity, and realism while remaining accessible to researchers, educators, and students.

Docker

At the core of the simulation infrastructure is Docker, a containerization platform used
to create isolated environments for each component of the ICS system. Docker enables
the deployment of multiple PLCs, the physical simulation node, SCADA software, and
supporting services (e.g., database, network emulators) without conflict or system-wide
installations.

• Each component (PLC, SCADA, simulation, etc.) runs in a dedicated Docker con-
tainer.

• Docker Compose scripts orchestrate and configure these containers.

• Network settings and IP addresses are customizable to simulate realistic topologies.

This containerized approach enhances portability and reproducibility, allowing the entire
testbed to run identically across systems with minimal setup.

OpenPLC

OpenPLC is used to simulate the behavior of real industrial Programmable Logic Con-
trollers. It is an open-source, IEC 61131-3 compliant PLC runtime that supports common
industrial languages such as Ladder Diagram (LD) and Structured Text (ST).
Key features:
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• Logic programming is performed using OpenPLC Editor or generated directly from
YAML configurations.

• The OpenPLC Runtime runs inside Docker and processes real-time sensor values,
then outputs control signals to actuators.

• It supports Modbus/TCP, DNP3, and other protocols, though this work primarily
uses Modbus/TCP.

A custom Python-based driver (PSM) was developed to interface OpenPLC with the sim-
ulated process, enhancing flexibility.

SCADA Systems: ScadaBR and ScadaLTS

ScadaBR and its fork ScadaLTS are open-source SCADA (Supervisory Control and Data
Acquisition) platforms used in this project for system monitoring, data logging, and HMI
(Human-Machine Interface) creation.

• Both platforms support Modbus polling, allowing real-time data visualization from
the PLCs.

• A SQL-based historian logs sensor values for post-analysis and anomaly tracking.

• SCADA dashboards (graphical views) simulate what an operator would see in a real
control room.

ScadaLTS was chosen as the primary SCADA layer due to its better long-term support
and active development.

Python-Based Physical Simulation

The physical process representing tanks, pumps, valves, and fluid behavior is simulated
using Python. The simulation includes:

• Custom Python classes for all devices.

• Centralized simulation loop updating system state every few milliseconds.

• Support for mathematical logic, flow balancing, and white noise injection.

All components and process topology are defined through a YAML configuration file, which
allows users to easily change the system setup and behavior without modifying the core
code.

Modbus/TCP

Modbus/TCP is the primary communication protocol used to connect PLCs, sensors, ac-
tuators, and SCADA systems. It was selected due to:

• Its simplicity and wide adoption in ICS environments.

• Built-in support in OpenPLC and ScadaBR.

• Ease of simulation using libraries such as pymodbus and pyModbusTCP.
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Although Modbus lacks built-in security features, its vulnerabilities make it an ideal can-
didate for demonstrating typical ICS attack scenarios in a training or research setting.
Other Supporting Tools

• Vagrant: Used to automate VM creation with Docker pre-installed for users who
prefer working in a virtual machine instead of directly on the host.

• NetEm (Network Emulator): Installed in Docker containers to simulate real-
world network conditions (e.g. latency, packet loss, jitter).

• SQLite/MySQL: Used by the SCADA systems for persistent data storage and
historical graphing.

With these technologies working together, the testbed offers a powerful yet accessible
platform for exploring ICS behavior and testing security-related scenarios.

2.5 System Communication and Protocols

Communication within an Industrial Control System (ICS) is vital to ensure that all com-
ponents from sensors and PLCs to SCADA systems and actuators work together to monitor
and control physical processes. In our virtual testbed, communication is simulated through
widely adopted ICS protocols, primarily Modbus/TCP, but the architecture is designed to
accommodate other industrial protocols as well.

2.5.1 Internal Communication Flows

In the testbed, communication flows between the following layers:

• Sensors and PLCs: Sensor data (e.g. tank level, flow rate) is transmitted via
Modbus registers to the PLC. Each sensor writes its measurement to a specific register
that the PLC reads cyclically to make control decisions.

• PLCs and Actuators: Once a decision is made, the PLC writes control signals
to registers that affect actuators (e.g. start a pump or open a valve). This data
exchange is also handled using Modbus coils and holding registers.

• PLCs and SCADA: The SCADA system polls PLCs to retrieve live data and
update operator dashboards. It can also write back to control registers if manual
commands are issued through the Human-Machine Interface (HMI).

All communication occurs over a Docker-implemented virtual Ethernet network, simulating
real ICS LAN conditions.

2.5.2 Protocol Overview: Modbus/TCP

Modbus/TCP is the primary communication protocol used in the testbed. Developed in
the late 1970s and later adapted to TCP/IP networks, Modbus is simple, widely supported,
and ideal for simulation environments.
Key features of Modbus/TCP:
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• Master-slave architecture: The SCADA system (master) polls devices (slaves)
like PLCs for information.

• Deterministic polling: Enables periodic updates with predictable timing.

• Simplicity: Easy to implement, monitor, and analyze.

However, Modbus lacks native security features:

• No encryption or authentication.

• Vulnerable to spoofing, tampering, and replay attacks.

• No user-based access control.

These weaknesses make Modbus an ideal candidate for demonstrating cybersecurity risks
in ICS, as explored in later chapters.

2.5.3 Virtual Network Segmentation

To emulate realistic ICS network structures, the testbed uses Docker’s virtual networking
capabilities. Components are grouped into logically separated subnets:

• Process subnet (physical simulation, sensors/actuators).

• Control subnet (PLCs).

• Monitoring subnet (SCADA, HMI).

This segmentation simulates network zones inspired by the Purdue model (see Chapter 3),
allowing experimentation with lateral movement, unauthorized access, and segmentation-
based defenses.

2.5.4 Protocol Extensibility

While Modbus/TCP is the protocol implemented in this work, the testbed is designed to
support additional ICS protocols such as: DNP3, S7Comm (siemens), OPC UA, MQTT
(for IoT simulations).
This flexibility ensures that the platform can evolve with future work and accommodate
more complex or modern ICS communication stacks.



Chapter 3

Industrial Cybersecurity Frameworks
and Security Models
This chapter introduces the key models and standards used to understand, secure, and
evaluate ICS. It provides the conceptual background for the work done in later chapters
and places your testbed within the context of widely recognized security practices.
We’ll break it down into these sections:

• 3.1 The Purdue Model for ICS Architecture.

• 3.2 ICS Cybersecurity Challenges and Attack Surfaces.

• 3.3 Overview of Cybersecurity Frameworks (e.g. NIST, IEC 62443).

• 3.4 ICS Security Goals (CIA, Availability-First, Safety-Driven).

• 3.5 STRIDE Threat Modeling for ICS.

3.1 The Purdue Model for ICS Architecture

The Purdue Enterprise Reference Architecture (PERA), commonly referred to as
the Purdue Model is one of the most widely adopted frameworks for understanding the
structure and segmentation of ICS. It provides a layered model that separates enterprise
IT systems from real-time industrial operations and is commonly used as a foundation for
designing secure architectures [48][16].

Purdue Model Overview

The model is divided into six layers (numbered from 0 to 5), each representing a different
part of an industrial system:

• Level 0 – Physical Process: This includes pumps, valves, tanks, motors, and
sensors. It is the layer where physical changes happen.

• Level 1 – Control Devices: PLCs and RTUs reside here. They directly interact
with sensors and actuators, executing logic to control the process.

• Level 2 – Supervisory Control: Includes SCADA systems and HMIs. Operators
use this layer to monitor the system and send high-level commands.

• Level 3 – Operations Management: Handles production planning and quality
monitoring. Often includes MES (Manufacturing Execution Systems).

• Level 4 – Business Planning and Logistics: Consists of enterprise IT systems
(ERP, databases) that focus on strategic business decisions.
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• Level 5 – Cloud/External Services (modern addition): Includes remote ac-
cess, cloud analytics, and vendor connections.

This layered approach promotes network segmentation, which is essential for limiting the
spread of cyber threats [36].

Why It Matters for Security

The Purdue Model highlights the importance of isolating operational technology (OT)
from enterprise IT systems. Without proper segmentation, attacks that originate at the
business level (e.g. phishing, ransomware) can propagate downward and disrupt real-time
operations.
In our testbed, this concept is mirrored using virtual network zones to separate SCADA
interfaces, PLCs, and process simulation. This allows us to explore different attack paths
targeting each layer of the ICS stack.
The model also helps define access control policies, where devices in lower levels should
never communicate directly with cloud or business systems without strict filtering, moni-
toring, and authentication.

3.2 ICS Cybersecurity Challenges and Attack Surfaces

ICS differ fundamentally from traditional IT systems in both design priorities and oper-
ational context. While IT systems typically prioritize confidentiality, ICS prioritize avail-
ability and safety any disruption to control systems can have direct physical consequences,
including equipment damage, environmental harm, or even human injury [40].

The security challenges facing modern ICS environments emerge from several intercon-
nected factors. Many systems still rely on legacy infrastructure developed decades ago
when security was not a design consideration. These systems often include unpatched op-
erating systems, hardcoded credentials, unauthenticated protocols like Modbus/TCP and
S7Comm, and lack built-in encryption or access control mechanisms. These insecure-by-
design characteristics persist because updating ICS components is difficult—downtime is
costly, and patching risks interrupting critical operations.
These insecure-by-design characteristics persist because updating ICS components is diffi-
cult downtime is costly, and patching risks interrupting critical operations [61],
[14].

Compounding these issues, ICS are increasingly integrated with IT systems for data anal-
ysis, remote management, and cloud services as part of the Industry 4.0 shift, dramatically
expanding the attack surface. What was once air-gapped is now reachable via corporate
VPNs, remote engineering stations, or internet-exposed interfaces. This convergence in-
troduces exposure to common IT threats like ransomware and phishing, creates lateral
movement opportunities from IT to OT networks, and often results in poorly configured
segmentation between business and control layers.

Unlike IT environments, many ICS setups lack modern Security Information and Event
Management (SIEM) systems or centralized logging tools. Events such as configuration
changes, failed authentications, or traffic anomalies often go undetected due to proprietary
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log formats, low-frequency polling that misses transient anomalies, and lack of visibility
across segmented networks. This makes intrusion detection and incident response much
more difficult.This makes intrusion detection and incident response much more difficult [2].

Human and organizational factors further complicate security efforts, with limited cyberse-
curity training for OT personnel, outdated security policies, and conflicts between IT and
OT teams regarding patching, updates, and access control. Many operators still treat se-
curity as a secondary concern, focusing on uptime and process continuity above all. Many
operators still treat security as a secondary concern, focusing on uptime and process con-
tinuity above all [24].

These vulnerabilities have been exploited in numerous high-profile attacks that highlight
the diversity and impact of ICS threats. Examples include Stuxnet (2010) which sabotaged
Iranian centrifuges by modifying PLC logic [62], Triton/Trisis (2017) that targeted safety
instrumented systems in a Saudi petrochemical plant [47], Colonial Pipeline (2021) which
disrupted fuel distribution in the U.S. due to ransomware affecting IT-OT systems [33], and
CyberAv3ngers (2023) that attacked water facilities by exploiting exposed PLC interfaces
[34]. These cases reveal how even basic vulnerabilities can be leveraged for sophisticated
attacks, especially in environments with poor segmentation, legacy systems, and limited
detection capabilities.

These cases reveal how even basic vulnerabilities can be leveraged for sophisticated
attacks, especially in environments with poor segmentation, legacy systems, and limited
detection capabilities.

3.3 Overview of Cybersecurity Frameworks for ICS

Securing ICS requires a specialized approach that goes beyond traditional IT security mod-
els. ICS environments have unique operational constraints like real-time control require-
ments, legacy systems, and high availability demands that make general-purpose security
practices insufficient. To address these challenges, multiple organizations have developed
tailored cybersecurity frameworks and standards that guide the design, assessment,
and improvement of ICS security programs.
This section introduces three of the most influential frameworks: NIST Cybersecurity
Framework, IEC 62443, and NIS2 Directive all of which contribute foundational
principles relevant to this thesis.

3.3.1 NIST Cybersecurity Framework (CSF)

Developed by the U.S. National Institute of Standards and Technology (NIST), the Cy-
bersecurity Framework (CSF) provides a flexible and risk-based approach to managing
cybersecurity in critical infrastructure, including ICS [10].
The framework is structured around five core functions:

• Identify : Develop an understanding of risks and assets.

• Protect : Implement safeguards to ensure delivery of services.

• Detect : Develop activities to identify cybersecurity events.

• Respond : Take action regarding detected incidents.
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• Recover : Maintain plans for resilience and restoration.

Each function includes categories and subcategories mapped to existing standards and best
practices (e.g. ISO/IEC 27001). NIST SP 800-82 extends this framework specifically to
ICS environments by offering implementation guidance tailored to OT systems [40].
In our project, the NIST framework is indirectly applied in defining how attack detection
and recovery can be integrated into a simulated ICS workflow.

3.3.2 IEC 62443 Series

The IEC 62443 is an international standard developed by the International Elec-
trotechnical Commission and the ISA99 committee. It is widely considered the
most comprehensive ICS cybersecurity standard and is adopted in both industrial and
governmental settings [58][30].
The IEC 62443 standard is structured into four parts:

• General (concepts, models, terminology).

• Policies and Procedures (organizational practices).

• System-Level Requirements (architecture, network zones).

• Component-Level Requirements (device security).

One of the key principles of IEC 62443 is defense-in-depth, which promotes the seg-
mentation of systems into zones and conduits to reduce the impact of intrusions. It also
emphasizes security levels (SL 1–4) [54], which define the protection needed against
different types of attackers (from casual to nation-state level).
Our testbed mirrors this idea by isolating SCADA, PLCs, and process simulation into
virtual zones and evaluating attack paths across these zones.

3.4 Defense-in-Depth for ICS

Defense-in-depth implements multiple layers of protection, ensuring that the failure of any
single security measure doesn’t compromise the entire system. In ICS environments, this
typically includes:

Physical security controls such as locked cabinets, access control systems, and surveil-
lance, forming the outer layer of defense for critical infrastructure.

Network segmentation creates boundaries between different functional areas, with fire-
walls, data diodes, and DMZs controlling communication between zones. This aligns with
both the Purdue Model hierarchy and IEC 62443’s zone and conduit approach [25].

Endpoint protection includes device hardening, application whitelisting, and malware
protection adapted for ICS environments. These measures are particularly important for
systems that cannot be frequently patched or updated.

Authentication and access control mechanisms verify the identity of users and devices
before granting system access, with multi-factor authentication increasingly adopted for
critical functions.

Monitoring and detection systems continuously observe network traffic and system
behaviors, identifying potential security incidents and enabling timely response.



Chapter 4

Threat Modeling and Risk Assessment
As the cyber-physical nature of ICS grows in complexity, so do the risks that threaten their
integrity. These systems, foundational to critical infrastructure, are increasingly exposed to
cyberattacks due to connectivity, legacy protocols, and insecure design practices. Although
securing ICS is essential, it is impossible to mitigate all vulnerabilities. For this reason,
threat modeling and risk assessment are crucial tools in understanding where to focus
defensive efforts.

In this thesis, threat modeling is used not to teach general ICS theory, but to sup-
port and justify the attack scenarios implemented in our testbed. We aim to identify
relevant threats in a structured, realistic way, using established methodologies to simulate
adversarial behaviors and study system responses.

This chapter presents a targeted threat modeling approach applied to our virtual ICS
setup. Using STRIDE, an industry-known threat categorization model, we highlight the
specific risks that arise within PLCs, HMIs, SCADA servers, and network communications.
We also apply a qualitative risk assessment to map these threats to possible impacts on
process integrity, safety, and availability. Our contribution is not to reinvent the models,
but to demonstrate their application in a testbed designed for research and education,
thus validating the testbed’s relevance for security studies. The methodology used here
mirrors those applied in government and academic ICS security assessments, including
NIST [10] and works by Upadhyay and Sampalli [20] and Kamal et al. [51]

ICS threat modeling differs from IT environments in several ways. While IT systems
typically emphasize data confidentiality, ICS places availability and safety as top prior-
ities [40]. Consequently, attack vectors targeting system uptime or physical control logic
even without data leakage can be far more dangerous. Moreover, ICS components like
PLCs are often designed with minimal security, making them soft targets for attackers.
[14]

This chapter proceeds by first exploring how the STRIDE methodology applies to the
virtual ICS testbed, with particular attention to how each threat category maps to specific
components [37]. We then present the process of identifying system assets, vulnerabilities,
and plausible attack paths, followed by the development of a simplified risk assessment
matrix. This combination of modeling and evaluation supports our core contribution:
demonstrating how threat-informed attack simulations can enhance both research and
learning in the ICS security domain [64].

4.1 STRIDE Methodology Applied to ICS

The STRIDE model offers a structured lens for examining threats that may compromise
an information or control system. In the context of our virtual ICS testbed, we applied
this model to identify practical and observable risks across system components. Rather
than treating STRIDE as a theoretical checklist, we focused on how each threat type
could emerge through multiple real-world-inspired attack paths. The following analysis
describes two representative scenarios for each STRIDE category, drawing directly from
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our simulation environment and supporting the real world literature [5].

4.1.1 Spoofing

Threat S1:

• Target: Modbus/TCP communication; PLC and SCADA device identity.

• Example 1 in testbed: The attacker performs IP spoofing and ARP poisoning to
impersonate the OpenPLC on the network.

• Implication: The SCADA system receives data and sends commands to a rogue
device, unaware that it is no longer communicating with the real controller. This
results in control over pumps and valves being silently redirected.

• Justification: Modbus/TCP lacks any identity verification, making spoofing fea-
sible and highly dangerous in ICS environments where trust in device identity is
essential.

Threat S2:

• Example 2 in testbed: A phishing page clones the ScadaBR login screen to harvest
operator credentials (APT Phase 1).

• Implication: Once credentials are stolen, attackers access the SCADA dashboard
and issue commands as legitimate users, potentially modifying process variables or
deactivating alarms.

• Justification: Spoofed interfaces have been part of well-documented APT cam-
paigns (e.g. MITRE ATT & CK T1598.001) and are an initial vector for deeper
access.

4.1.2 Tampering

Threat T1:

• Target: PLC coil/register values, logic files, database integrity.

• Example 1 in testbed: An attacker modifies PLC register values via unauthorized
Modbus write commands, forcing pumps to operate continuously regardless of tank
level.

• Implication: Water overflows the tank, creating a physically hazardous condition.
The logic inside the PLC is bypassed completely.

• Justification: Tampering with register states has been central in past real-world
attacks like Stuxnet, and mirrors many ICS-CERT vulnerability advisories.

Threat T2:

• Example 2 in testbed: The attacker overwrites the ladder logic file in OpenPLC
via the vulnerable upload process, injecting custom control behavior (e.g. disabling
emergency stop conditions).
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• Implication: Malicious logic executes continuously, potentially without being visible
on the SCADA dashboard, as the PLC behavior no longer matches the operator’s
expectations.

• Justification: Direct logic injection attacks exploit weak validation in OpenPLC’s
file handling system, aligning with database and logic persistence flaws detailed in
ICS testbed literature.

4.1.3 Repudiation

Threat R1:

• Target: SCADA interface logging, PLC configuration changes.

• Example 1 in testbed: Ladder logic is replaced on the PLC, but the SCADA or
PLC interface logs do not store metadata or timestamps related to who made the
change.

• Implication: After an incident, there is no way to determine whether it was caused
by operator error, insider action, or cyber intrusion.

• Justification: OpenPLC’s upload and configuration interfaces lack auditing, expos-
ing systems to undetectable manipulation.

Threat R2:

• Example 2 in testbed: An attacker performs coil modifications through inter-
cepted Modbus traffic, but there are no audit trails in the SCADA or PLC compo-
nents.

• Implication: Unauthorized changes to actuator behavior cannot be traced to a
specific source, weakening accountability and forensics.

• Justification: Repudiation is particularly dangerous in OT where system integrity
affects safety; yet it is often overlooked due to poor event tracking.

4.1.4 Information Disclosure

Threat I1:

• Target: Modbus/TCP traffic, OpenPLC database, system architecture.

• Example 1 in testbed: Modbus traffic is passively sniffed using Wireshark to
capture real-time process data, including tank levels and actuator states.

• Implication:Attackers can map system behavior patterns and identify critical tim-
ings, paving the way for more precise and harmful attacks.

• Justification: Modbus transmits data in plaintext, making it vulnerable to eaves-
dropping. These scenarios reflect common reconnaissance stages in ICS attacks.

Threat I2:

• Example 2 in testbed: The OpenPLC.db file is accessed and parsed, revealing
stored credentials, current running programs, and user roles.
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• Implication: With access to the internal PLC state and logic, an attacker can
prepare logic injection or replay attacks with high precision.

• Justification: Exploitation of OpenPLC’s unprotected SQLite database was shown
to give deep visibility into the logic of the system and the user data.

4.1.5 Denial of Service (DoS)

Threat D1:

• Target: OpenPLC controller stack, ScadaBR frontend, network interface.

• Example 1 in testbed: The attacker launches a Modbus flood attack using custom
Python scripts, sending hundreds of requests per second to the OpenPLC device.

• Implication: The PLC becomes non-responsive, unable to respond to sensor data
or operator commands, leading to unsafe shutdown of the process.

• Justification: DoS attacks via Modbus are simple yet effective, commonly used as
diversionary tactics or in the early stages of APT.

Threat D2:

• Example 2 in testbed: A script repeatedly pings ScadaBR’s Web interface while
also collecting data at a high rate, eventually causing the interface to hang or crash.

• Implication: Operators lose visibility and control, especially during critical process
moments, increasing the chance of accidents.

• Justification: Lightweight open-source SCADA tools are especially vulnerable to
resource exhaustion due to minimal optimization.

4.1.6 Elevation of Privilege

Threat E1:

• Target: SCADA admin functions, simulation container, database logic.

• Example 1 in testbed: An attacker uses credentials stolen from a phishing cam-
paign to log into the ScadaBR interface, escalating from viewer to administrator via
the web UI.

• Implication: Once admin access is achieved, the attacker disables alarms, changes
thresholds, and installs persistent logic for future use.

• Justification: Privilege escalation through weak account management is a top ICS
threat; credential reuse and role misassignment are common in undersecure environ-
ments.

Threat E2:

• Example 2 in testbed: The attacker modifies OpenPLC’s database directly to
create a new admin user, bypassing login interfaces altogether.
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• Implication: Hidden admin accounts allow long-term persistence and covert ma-
nipulation of logic programs.

• Justification: The OpenPLC.db file is unprotected and manipulable, allowing back-
end privilege escalation with no alerts or logs.

This revised STRIDE threat model captures the real nature of ICS security: not just
isolated software weaknesses, but cyber intrusions that lead to physical consequences. By
linking each attack scenario to observable impacts on simulated industrial processes, the
threat model becomes a powerful foundation for the attack demonstrations in the next
chapters.

However, it is important to emphasize that the capabilities of our testbed extend to
the simulation of direct physical consequences resulting from cyber intrusions. These con-
sequences are not theoretical. In practice, our virtual environment allows for realistic
replication of physical process disruptions, enabling a full-spectrum analysis of attack im-
pact from data layer to actuation.

For example, during the simulation of sensor spoofing attacks, we were able to artifi-
cially manipulate level readings in a tank control process. By delaying the reaction of the
PLC to rising water levels, the system continued pumping beyond safety thresholds, lead-
ing to a simulated overflow condition. This mirrored what could occur in a real bottling
or wastewater treatment plant. Similarly, by modifying the control logic of the PLC, we
introduced a condition in which a pump continued to operate while the upstream reser-
voir was empty, an operation that in physical systems would result in cavitation, potential
damage to the pump mechanism, and energy waste.

Another observed effect involved the injection of alternating sensor values to simulate
an oscillating signal. The control loop entered an unstable regime, constantly toggling
pumps and valves, highlighting how sensor tampering can destabilize a process without
triggering traditional alarms. In another case, sudden, unauthorized valve closure during
active pump operation produced a simulated pressure spike in the system, providing insight
into how actuator commands - when issued out of sequence - can threaten mechanical safety.

These process-level effects serve to demonstrate that the testbed is not merely a protocol-
level simulation, but a cyber-physical environment capable of capturing both the technical
and operational impact of adversarial actions. This reinforces the practical value of our
threat model and lays the foundation for the attack scenarios and mitigation strategies
explored in the chapters that follow.

4.2 Risk Assessment Methodology

Having identified and analyzed a wide spectrum of threats using the STRIDE framework,
the next step in our methodology involves evaluating their relevance and severity through
a structured risk assessment process. In cybersecurity for ICS, not all vulnerabilities pose
the same level of concern. Some may be relatively easy to exploit but carry low opera-
tional impact, while others though less accessible could lead to catastrophic consequences
in physical systems. This dual dimension of likelihood and impact is central to the risk
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assessment performed in this work.

The assessment approach adopted here aligns with widely accepted principles such as
those outlined in NIST SP 800-30 and IEC 62443, but has been adapted to the specific
context of our virtual testbed. Rather than applying a purely numerical model, we used
a qualitative risk matrix to evaluate each threat based on empirical testing, feasibility of
execution, and its resulting effect on the physical process [27].
Each identified threat was rated along two axes:

• Likelihood: the probability that the attack could occur in the current system setup,
considering existing protections, configuration defaults, and attacker requirements.

• Impact: the extent of disruption to system integrity, availability, safety, and process
continuity if the attack were successful.

For instance, attacks such as unauthenticated Modbus register modification or Open-
PLC database exploitation were rated as high likelihood, given their ease of execution and
lack of inherent defenses. The impact of such attacks when used to overflow a tank, disable
logic, or modify actuator behavior was also assessed as high, due to the direct effect on
physical safety and system availability. In contrast, privilege escalation via phishing was
marked with a lower likelihood, as it required prior reconnaissance and user deception, but
still carried high impact potential if successful.
The table below summarizes an illustrative sample of this matrix for selected attack sce-
narios:

Attack Scenario Likelihood Impact Risk Level

Modbus write to actuator register High High Critical
Logic overwrite via OpenPLC web UI Medium High High
ARP spoofing between SCADA and PLC Medium Medium Medium
Sniffing unencrypted Modbus traffic High Low Medium
DDoS via Modbus flooding High Medium High
SCADA credential theft via phishing Low High Medium
Injecting instability via oscillating sensor spoofing Medium High High
Modbus packet sniffing High Low Medium
Unauthorized coil manipulation via Modbus write High High Critical

Table 4.1: Risk Matrix

While the matrix provides a structured view, the context of the testbed plays a crucial
role in these evaluations. Our environment lacks endpoint detection, protocol filtering, or
user authentication beyond basic default setups, thus realistically reflecting many under-
protected ICS deployments still in use today. The impact scores also consider physical
outcomes such as tank overflow, pressure instability, or system-wide lockups rather than
just technical disruption.

This tailored risk assessment served two critical purposes: it helped prioritize which
attacks to simulate in-depth and guided the selection of realistic mitigation techniques
discussed in later chapters. It also reinforced the educational value of the testbed by
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showing students and researchers how to connectthreat modeling with consequence-
driven evaluation a mindset that is essential in operational technology environments.

4.3 Mapping Threats to System Zones (Based on the Purdue
Model)

Although the original testbed inherited from Yi Zhu was designed as a fully virtualized
ICS simulation, it lacked architectural segmentation between control, supervisory, and
interface components. All elements including PLCs, SCADA systems, HMIs, and physical
process logic were deployed within the same flat network. This configuration made it
highly functional for simulation and experimentation, but also extremely vulnerable to
lateral movement and direct attacks across system layers.

In this section, the Purdue Model is not used to describe an existing architecture, but
rather as a conceptual framework to analyze the threats we observed and to illustrate how
a lack of segmentation allows for rapid threat propagation. By mapping threats to their
corresponding Purdue levels, we highlight where attacks landed, and which architectural
zones were most exposed in the absence of any isolation or filtering.

Many attacks in our testbed began at what would correspond to Level 3 or 2 of the
Purdue Model where SCADA interfaces and HMI dashboards reside. Examples include
credential theft through phishing, brute-forcing login interfaces, and exploiting weak au-
thentication on the ScadaBR system. Because there was no enforcement of role-based
access or isolation between components, attackers could immediately pivot from the inter-
face layer into control logic.

Once at Level 1, threats had direct access to PLC devices. Using Modbus protocol
tools or database exploits, attackers were able to tamper with actuator register values,
overwrite control logic, or introduce malicious programs into OpenPLC. Without network
segmentation or protocol-level filtering, these attacks were delivered without resistance and
had immediate impact on the simulated physical process.

The absence of any boundary between Levels 2 and 1 meant that compromised SCADA
systems were effectively treated as trusted peers to PLCs. This undermined one of the
core principles of the Purdue Model—defense by separation of responsibilities and allowed
simple attack chains to evolve into high-impact process disruptions. In particular, the APT
scenario developed in this thesis demonstrated how a single phishing message could lead
to full control over pumps and valves.

In reality, the Purdue Model would serve as a foundational defense mechanism in
such systems, enforcing strict separation between enterprise IT (Levels 4–5), control layers
(Levels 2–3), and physical devices (Levels 0–1). Our analysis therefore uses Purdue not to
describe the testbed as it exists, but to highlight where segmentation could have stopped
or slowed down the attacks, and to support the later security recommendations in Chapter
8.

This mapping exercise confirmed that flat ICS architectures remain highly vulnerable,
even when protocols and components appear operational. The threats identified in this
thesis would have been significantly harder to execute or at least easier to detect if Purdue-
inspired zone-based segmentation had been implemented from the beginning.
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4.4 Summary of High-Risk Scenarios

The analysis conducted throughout this chapter has revealed a range of vulnerabilities
and threat vectors affecting the different layers of our simulated ICS environment. By
combining structured threat modeling (via STRIDE), a tailored risk assessment matrix,
and conceptual mapping onto the Purdue Model, we identified the scenarios most likely to
result in significant process disruption or compromise of control integrity.

Across all categories, attacks targeting Level 1 (PLCs) and Level 2 (HMI/SCADA)
consistently emerged as the most impactful. This was largely due to the lack of segmenta-
tion, weak authentication, and protocol-level vulnerabilities such as unencrypted Modbus
communication and unauthenticated PLC access. These weaknesses created conditions
where attackers could, with minimal effort, directly manipulate actuator commands, dis-
able control logic, or influence operator decisions through falsified sensor values or spoofed
interfaces.
Among the most critical scenarios observed were:

• Direct Modbus register manipulation to force actuators into unsafe states, such
as continuous pumping or locked valve positions.

• Ladder logic injection and overwriting, exploiting the unsecured OpenPLC
upload process to disable safety conditions or automate malicious behavior.

• Credential harvesting and session hijacking, which enabled unauthorized access
to SCADA systems and complete control over operator interfaces.

• Database exploitation, particularly the manipulation of OpenPLC.db to escalate
privileges or extract sensitive logic files and user data.

• Denial-of-service conditions, including Modbus flooding and SCADA polling sat-
uration, which disrupted process visibility and responsiveness.

What makes these scenarios especially concerning is not just their technical feasibility,
but their ability to lead to physical consequences tank overflows, pump cavitation, pressure
imbalances, and delayed operator response. In many cases, these outcomes were achieved
using only publicly available tools, minimal system knowledge, and no privilege escalation
beyond default access.

These findings confirm that even in a small scale virtual environment, the absence of
foundational security controls exposes ICS systems to severe threats. The insights gained
here set the stage for the next phase of this thesis: a detailed vulnerability assessment
that examines how these risks can be systematically identified through reconnaissance,
scanning, and direct probing of the simulated environment.
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Vulnerability Assessment
Before delving into the detailed vulnerability assessment, it is important to present the
architecture of the SCADA testbed on which all attack scenarios were implemented. The
environment was designed to emulate a realistic industrial control system, while remaining
fully virtualized, flexible, and safe for experimental intrusion testing. Its structure reflects
a flat network where all components interact without any enforced segmentation or pro-
tocol filtering, a condition that intentionally mirrors many insecure real-world industrial
deployments [3][42].

The testbed builds upon the foundational work developed by Yi Zhu, which provided
the initial container-based simulation environment. In this thesis, we extend that frame-
work by incorporating security assessments, structured threat modeling, attack simula-
tions, and targeted exploit development. The goal is to demonstrate how even a small,
simplified SCADA system can become a highly vulnerable target when lacking foundational
protections such as access control, authentication, and network isolation.

At the core of the system, a virtual PLC is implemented using OpenPLC, which exe-
cutes ladder logic programs that determine how actuators respond to sensor inputs. This
PLC communicates via the Modbus/TCP protocol with both the SCADA interface and the
physical process simulation. The SCADA layer is handled by ScadaBR, which functions as
both the Human-Machine Interface (HMI) and data acquisition system. Through its web
interface, users can visualize process states, control devices manually, and monitor sensor
readings in real time.

The physical process itself is simulated using a lightweight Python-based engine. This
engine emulates common industrial behaviors such as fluid level changes, valve actuation,
and pump activation, and exchanges data with the PLC using Modbus registers. The
design of the simulator ensures that every digital instruction whether from the PLC or the
SCADA system results in observable physical changes, providing a valuable platform for
testing cyber physical attacks [13].

The environment also includes a dedicated attacker machine, configured using Kali
Linux, which serves as the platform for reconnaissance, scanning, and exploitation activi-
ties. This node is deployed as a container within the same virtual network and is granted
unrestricted access to all other components, reflecting a worst-case scenario where the at-
tacker has already gained a foothold inside the ICS environment. Throughout this work, we
consider several possible attacker positions within the network, including internal compro-
mise (such as an infected engineering workstation), lateral movement from a breached IT
zone, and direct access through exposed services. These varied scenarios help evaluate how
different levels of network exposure affect the attacker’s ability to reach and manipulate
control assets.

All elements of the testbed are deployed using Docker containers and connected via a
shared virtual bridge. This infrastructure not only simplifies orchestration and repeatabil-
ity but also allows for quick reconfiguration of attack paths and system states.

As the next sections describe each component in more detail, the reader will see how
the testbed captures the essential dynamics of a real SCADA network while remaining
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Figure 5.1: Flat Network Docker Architecture

agile and accessible for structured cybersecurity experimentation. Its vulnerabilities are
not hypothetical they are observable, reproducible, and consistent with those reported in
field studies and industrial advisories.

5.1 OpenPLC: Architecture and Vulnerabilities

Within the SCADA testbed presented in this thesis, the OpenPLC Runtime plays the
role of the Programmable Logic Controller (PLC). Located functionally in the architecture
control layer, it acts as the real-time decision making unit of the system, receiving sensor
input from the physical process simulation and issuing actuator commands in response. All
communication between the PLC and the other components such as the SCADA interface
(ScadaBR) and the Python-based physical simulation takes place over the Modbus/TCP
protocol, which, in its default configuration, provides no encryption or authentication.

The OpenPLC project was originally developed as an open-source and vendor neutral
PLC solution, offering academic and industrial communities a cost-effective and flexible
alternative to traditional hardware PLCs. Over the years, it has gained considerable popu-
larity due to its IEC 61131-3 language compliance, modular architecture, and ability to run
on inexpensive hardware such as Raspberry Pi or Arduino boards. However, as highlighted
in the recent work by Alsabbagh et al. [60], this flexibility has come at the cost of a fragile
security posture.

The architecture of OpenPLC includes several critical elements: the Editor, where
ladder logic or structured text programs are developed and compiled into ST files; the
Webserver, through which users upload programs and manage runtime configurations;
and the Runtime Engine, which interprets these compiled programs and controls process
behavior. The platform also maintains a lightweight SQLite database (openplc.db) that
stores user credentials, uploaded program metadata, and execution logs.

Despite its functionality and ease of use, this architecture introduces multiple severe
vulnerabilities, many of which are actively observable within our testbed. Communication
between users and the OpenPLC web interface is transmitted entirely in plaintext over
HTTP, exposing login credentials and program data to passive sniffing.
The openplc.db file is not access-restricted and can be directly read or modified through
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Figure 5.2: OpenPLC architecture

Figure 5.3: OpenPLC ladder logic program list

Figure 5.4: OpenPLC PSM configurations

Figure 5.5: Login pattern in wireshark
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Figure 5.6: Credentials in plaintext

scripts running on the same host or container. This file contains not only user credentials
but also program identifiers and status flags that an attacker can use to impersonate users,
hijack sessions, or overwrite logic silently.

Figure 5.7: Vulnerable OpenPLC database

Further, the process of uploading and executing control logic programs is itself exposed
to manipulation. When a user uploads a new program, OpenPLC stores copies of the
ST file in persistent directories that are not cleaned after program deletion. As
demonstrated in Alsabbagh et al.’s [60] analysis, these leftover files can be collected, altered,
and re-uploaded stealthily using a modified compilation flow that bypasses the standard
interface. The system does not perform any integrity checks, nor does it validate program
provenance, allowing malicious logic to be injected into the process without triggering
alarms or audit trails.

Figure 5.8: Ladder logic program upload process



30 5.2. SCADABR: ARCHITECTURE AND VULNERABILITIES

At this stage in the thesis, our objective is to observe and document these vul-
nerabilities using scanning and fingerprinting techniques. We will not yet exploit
them in full; instead, we focus on gathering intelligence about the exposed surfaces and
architectural weaknesses. In subsequent sections, these same vulnerabilities will serve as
the basis for demonstrating targeted attacks including stealthy logic injection, authenti-
cation bypass, and Modbus register manipulation each of which highlights the practical
risks associated with running critical process control on insecure-by-design platforms like
OpenPLC.

5.2 ScadaBR: Architecture and Vulnerabilities

ScadaBR plays a central role in our SCADA testbed, acting as the Human-Machine Inter-
face (HMI) that allows operators to monitor process values, send control commands, and
manage alarm states. It sits between the PLC and the user, polling field data through
Modbus/TCP and rendering it visually through customizable dashboards. In a typical
industrial environment, this kind of system would be the operator’s primary point of in-
teraction with the underlying process.

Figure 5.9: ScadaBR core architecture

Figure 5.10: ScadaBR main interface(WatchList)

The platform is built on a Java-based architecture using the Mango M2M core and
typically runs on Apache Tomcat. It includes components for acquiring data from devices,
rendering graphical views, recording historical values, and defining alarms or automation
scripts. In our setup, ScadaBR communicates directly with the OpenPLC over Modbus,
continuously polling for sensor and actuator values, and updating the graphical interface
with real-time feedback. This interaction occurs entirely over unencrypted channels, which
makes the system observable and highly vulnerable to manipulation or impersonation.

The application exposes a web-based interface that allows users to log in, configure data
points, upload logic scripts, and change system settings. This surface provides multiple
entry points for attackers. Our own fingerprints and the attack scenarios shared by the
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Figure 5.11: Traffic between ScadaBR and PLCs

OT-ICS project [46] confirm that ScadaBR is vulnerable to a variety of web-based threats.
For example, we observe that all login attempts are conducted over HTTP, with no HTTPS
redirection or encryption. This makes it trivial to capture operator credentials using passive
sniffing tools such as Wireshark or tcpdump.

Our investigation confirmed the presence of several publicly reported CVEs, including
both stored and reflected cross-site scripting vulnerabilities. One notable issue lies in the
system settings panel, where it is possible to inject persistent scripts that execute whenever
the page is accessed. In our testbed, we validated this behavior by crafting a JavaScript
payload that triggered an alert box each time the affected page loaded. Another flaw
is present in the login page itself, where unsanitized URL parameters allow attackers to
execute malicious scripts by crafting deceptive links. These issues expose operators to
credential theft, session hijacking, and interface tampering [50][45].

A more critical vulnerability allows an authenticated user to upload a .jsp file and
execute it on the server. This effectively turns ScadaBR into a remote code execution
platform, enabling the attacker to issue system-level commands or drop persistent payloads.
This behavior was successfully replicated in our environment, demonstrating the potential
for complete SCADA compromise once access is gained.

In addition to these core issues, we observed a lack of input validation in form fields
and script editors. The platform accepts and executes JavaScript without sandboxing or
user confirmation, which opens the door to privilege escalation and unauthorized action
chaining through the GUI. From an architectural standpoint, there is no enforcement of
user roles beyond basic username-password credentials, and the interface lacks meaningful
session timeout or intrusion detection mechanisms.

The vulnerabilities identified in ScadaBR are not isolated bugs; they reflect a broader
design pattern of insecure defaults and poor access control. For an HMI system that sits
between critical process logic and human operators, these flaws represent significant attack
surfaces. In this thesis, we will not exploit them fully at this stage. Instead, we focus
on identifying, documenting, and verifying them through reconnaissance, traffic analysis,
and controlled testing. Their exploitation will be addressed in later chapters, where we
demonstrate their real-world consequences in a controlled, research-driven context.

5.3 Physical Process Simulator: Architecture and Exploita-
tion Potential

In our SCADA testbed, the physical process is emulated through a custom-built Python
script that acts as the Master Terminal Unit (MTU). While traditional ICS environments
use specialized hardware or PLCs for process simulation and feedback, this approach allows
for greater control, observability, and modularity. The simulator responds to control in-
structions sent by the OpenPLC and generates sensor values that are polled by the SCADA
system. It represents dynamic elements such as tank levels, pump states, and flow rates
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translating control logic into observable process behavior.
The simulator operates continuously within its own Docker container and interacts with

the rest of the testbed through Modbus/TCP, just like any physical industrial device would.
It exposes Modbus registers for sensor readings and receives coil commands or holding
register values that represent actuator changes. Its architecture is built around a simple
event loop that processes state updates, performs logic calculations, and logs outputs. This
design allows real-time interaction between the SCADA interface, the control logic running
on OpenPLC, and the simulated process state.

Figure 5.12: Simulator or MTU

Figure 5.13: PLC status in MTU logs

Because the simulator is written entirely in Python and runs as an open process, it
introduces a unique attack surface that would not typically exist in embedded industrial
hardware. In a standard ICS setting, MTUs are often hardened and monitored. Here,
however, the simulator is as vulnerable as any user-space Python application exposed on
a network.

During our preliminary investigation, we identified several characteristics that make this
component particularly easy to exploit. The simulator does not perform input validation,
and all Modbus requests are processed without verification. This means an attacker who
can access the Modbus port can send arbitrary commands that force the process into
unstable states activating pumps at the wrong time, causing tank overflows, or rapidly
toggling valves. These attacks are not hypothetical; we will later demonstrate how false
sensor values and forced actuator states directly alter the simulated process in real time.

Another avenue of exploitation lies within the container’s own file system and process
access. Since the simulator runs as a Python script, any attacker who gains access to
the container (e.g. through a misconfigured Docker socket or a pivot from another com-
promised component) can modify the script itself. This enables stealthy manipulation of
the simulation logic, allowing persistent backdoors or invisible sabotage. For instance, by



CHAPTER 5. VULNERABILITY ASSESSMENT 33

inserting a few lines of code, an attacker could log all incoming control instructions, delay
certain actuator responses, or inject logic that gradually destabilizes the system.

In our testbed, no integrity checks are applied to the simulator’s runtime code or
configuration files. There is no watchdog process, no logging mechanism that could alert
the operator to code-level changes, and no authentication on internal APIs or register
access. This reflects the reality of many low-budget or prototype ICS deployments, where
physical simulation and control are decoupled for convenience, but security is not taken
into account.

Although the simulator is not directly exposed via a web interface, it becomes an
attractive lateral movement target once other components like the SCADA or PLC have
been breached. Because it executes the final “real-world” effect of control logic decisions,
an attacker who compromises it effectively seizes control of the process layer even without
altering the logic on the PLC itself.

In this chapter, our focus is on documenting the vulnerabilities and behavioral weak-
nesses of the simulator through basic inspection and observation. Full exploitation will
be handled later, where we demonstrate how minimal changes to Python logic or Modbus
register handling can result in process instability, loss of control, and untraceable sabotage
within a research-safe virtual environment.

5.4 Modbus/TCP: Communication Backbone and Vulnera-
bility Vector

The Modbus protocol plays a foundational role in our SCADA testbed, serving as the
primary channel of communication between the SCADA system (ScadaBR), the control
logic (OpenPLC), and the simulated physical process. Originally introduced in 1979 by
Modicon for use with programmable logic controllers, Modbus has evolved into one of the
most widely adopted protocols in industrial control environments. Despite its popularity
and simplicity, Modbus was designed with no security in mind, which makes it highly
vulnerable in modern, network-connected deployments.

In our testbed, Modbus/TCP is used for both polling and control operations. ScadaBR
uses it to request current sensor values and to send operator-driven or automated com-
mands to the PLC. The OpenPLC also uses Modbus to read from and write to simulated
process states. This bidirectional flow between control, visualization, and process emula-
tion creates a dynamic environment where data is constantly exchanged in real time.

Figure 5.14: Clair modbus functions and code in traffic

However, Modbus communication in this setup is entirely unprotected [22]. All packets
travel in plaintext, without encryption, authentication, or integrity checks. Any node
on the network that can intercept traffic can read, modify, or replay these messages. For
instance, an attacker with access to the network can observe register addresses, data values,
and function codes. This allows them to build a complete map of the system’s structure
what coils control which actuators, which registers correspond to level sensors, and so on.
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Because of its deterministic and verbose design, Modbus is also highly predictable.
The protocol’s simplicity makes it ideal for legitimate industrial use, but it also allows
attackers to craft malicious payloads without needing deep technical knowledge. In our
reconnaissance phase, tools such as Wireshark, Modpoll, and Scapy allowed us to inspect
and manually construct Modbus packets that could manipulate actuator states, simulate
sensor failures, or cause SCADA visualization to fall out of sync with real process behavior.

The lack of built-in protections makes Modbus an ideal vector for stealthy attacks,
especially when paired with MITM techniques such as ARP spoofing. In a typical attack,
the adversary could intercept a Modbus read request from ScadaBR, respond with falsified
sensor values while simultaneously sending true data to the PLC, creating a split-view
where the operator sees one version of the process and the controller reacts to another.
This exact method is documented in multiple studies, including Alsabbagh et al.’s work
on stealthy Modbus false command injection [60].

Our testbed recreates these vulnerabilities faithfully. Because there are no firewalls,
authentication layers, or application-level gateways, the Modbus service on each component
responds to any valid query regardless of origin. During traffic capture, we were also able
to observe control logic uploads triggering register updates, making the upload process
itself traceable and, potentially, interruptible or spoofable.

In industrial environments, Modbus is still widely used precisely because it is simple,
lightweight, and compatible with legacy systems. However, this convenience comes at a
cost. When deployed without additional security layers, as in our simulated environment,
it becomes one of the weakest links in the system and a primary enabler of both direct
and lateral attacks.

Understanding Modbus is essential not only for interpreting the reconnaissance results
in this thesis but also for appreciating the nature of the attacks that follow. Whether
through traffic manipulation, packet injection, or replay, the lack of safeguards in the
protocol allows almost any threat actor to move freely through the SCADA environment
once they are on the network.

5.5 Summary and Transition to Exploitation

The vulnerability assessment carried out in this chapter reveals just how exposed the
testbed is to a wide range of cyber threats. Through architectural inspection, component-
level analysis, and documentation of publicly reported flaws, we have identified critical
weaknesses across every layer of the SCADA environment. From unauthenticated Modbus
access on OpenPLC, to web-based code execution and scripting vulnerabilities in ScadaBR,
to the direct manipulability of the Python-based physical simulator, each element of the
system presents an entry point for attackers.

These vulnerabilities are not isolated technical misconfigurations, they are systemic
design weaknesses that reflect the real-world challenges faced by many operational tech-
nology (OT) environments, especially those relying on legacy protocols and open source
control platforms. The flat, unsegmented architecture of the testbed only amplifies the
risks, making it possible for low-complexity attacks to escalate into full control of the
physical process.

Importantly, the assessment performed here does not yet involve active exploitation.
Instead, it focuses on identifying what is possible what services are exposed, which com-
ponents lack controls, and where trust boundaries are missing. These findings will serve
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as the foundation for the next chapter, where we transition from observation to action.
In the next chapter, we present a structured series of attack scenarios developed to

emulate both basic and advanced adversarial behavior. Beginning with a short overview
of the attack lab and adversary models, we will move into reconnaissance and finger-
printing , and then demonstrate how the vulnerabilities identified here can be exploited
to affect both system behavior and physical outcomes. Each scenario will be grounded in
the threats modeled earlier and validated within the testbed.



Chapter 6

Exploitation and Attack Scenarios
The exploitation scenarios presented in this chapter are executed within the same SCADA
testbed introduced earlier. Unlike the vulnerability assessment phase, which focused on
identifying and documenting weaknesses, this chapter moves into actively leveraging
those weaknesses to compromise the system altering logic, misrepresenting data, and
triggering undesired physical outcomes. All actions are performed in a controlled, ethical,
and fully virtual environment designed to simulate real-world industrial conditions[26][39].

The testbed was designed to be modular and adaptable for a wide range of research
and educational applications. While this document focuses on selected scenarios,
users can modify key aspects such as PLC logic, process components, and network
segmentation. For example, network isolation can be reconfigured or removed by
adjusting Docker Compose files or relevant network settings.

To support reuse and customization, a public GitHub repository accompanies this
work. It contains the full source code and configuration files. Although a complete
manual is not included in this manuscript, the repository is progressively updated with
documentation, usage instructions, and sample scenarios. This enables researchers
and practitioners to quickly deploy, extend, and adapt the testbed to their own needs.
The repository is available at: The repository is available at: https://github.com/
Max-planck-Jr/ICS_Water_testbed_cyber

Testbed Flexibility and Usage

6.1 Attack Lab Overview and Threat Context

The attack lab consists of the previously described Docker-based infrastructure, includ-
ing the OpenPLC controller, ScadaBR HMI, Python-based physical simulator, and a Kali
Linux attacker container. All components reside on a shared virtual bridge network with
no internal segmentation or intrusion detection, reflecting a worst-case security posture.
Communication continues to occur over Modbus/TCP and HTTP, both of which are un-
encrypted and unauthenticated by design[55].

To maintain relevance and structure, we adopt multiple attacker profiles within the
same lab: an internal malicious operator with login credentials, a remote attacker who
gains access through phishing and reconnaissance, and an unprivileged guest user able
to reach exposed ports. Each profile targets different layers of the SCADA system, from
web-based interfaces to control logic and sensor-actuator loops.

The exploitation scenarios are designed to mirror real-world adversarial behavior,
progressing through stages of reconnaissance, credential harvesting, control injection, and
persistent manipulation. Each scenario draws directly from the vulnerabilities previously
identified and reflects common tactics documented in industrial attack reports and aca-
demic research. Rather than enumerating every possible attack, we focus on those with
the greatest process impact or educational value.
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Figure 6.1: Wireshark capturing Modbus/HTTP traffic

In the following sections, we begin with reconnaissance and fingerprinting, not as a pas-
sive exercise, but as the first stage of each attack chain. From there, we escalate into direct
command injection, logic tampering, stealthy Modbus manipulation, and denial-of-service
demonstrations all within a safe yet realistic SCADA simulation environment. All scripts,
payloads, and configuration files used in the attack scenarios such as Metasploit handlers,
Modbus scanner parameters, and injected logic are provided in the GitHub repository for
reproducibility[56].

6.2 Attacker Node: Role, Setup, and Penetration Capabili-
ties

To realistically simulate adversarial behavior within the SCADA testbed, a dedicated at-
tacker machine was integrated into the environment. This node, configured using Kali
Linux, functions as the offensive toolset base for scanning, fingerprinting, and controlled
exploitation. While Kali is often associated with penetration testing in IT networks, it is
equally capable in operational technology (OT) scenarios, particularly when adapted with
ICS-specific tools and configurations.

In the context of our experiment, the attacker machine is deployed as a Docker container
within the same virtual bridge network that connects the PLC, SCADA, and physical pro-
cess simulation. This placement mirrors the kind of access an attacker would have after
breaching the perimeter of a poorly segmented ICS environment. However, throughout
this work, we do not restrict ourselves to a single attacker profile. Multiple scenarios are
considered, including internal threats originating from a compromised engineering worksta-
tion, lateral movement from breached IT assets, or even a third-party service point with
temporary access to the OT network. This flexible approach ensures that the analysis
reflects both realistic entry points and worst-case assumptions.

The Kali node was pre-loaded with a wide range of reconnaissance and exploitation
tools. During the passive information gathering phase, Wireshark, tcpdump, and SET
(Social Engineer Toolkit) were used to intercept traffic and simulate credential harvesting
through phishing. These tools revealed unencrypted Modbus commands, HTTP-based
ladder logic uploads, and cleartext authentication exchanges, confirming the absence of
even the most basic security controls across all layers.

During active probing, tools like Nmap, PLCScan, and modpoll enabled rapid enumer-
ation of exposed services and Modbus registers. With no access control or rate-limiting
in place, the attacker was able to identify register maps, discover default login portals,
and verify that service banners disclosed version details providing everything needed for
follow-up payload development.

In addition to standard tools, custom Python scripts and crafted packets were developed
to test low-level behaviors of the physical process simulator and to evaluate the resilience of
the Modbus protocol. These utilities, executed directly from the Kali container, allowed a
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Figure 6.2: Attacker patterns in Scada network

Figure 6.3: Scada Network traffic

detailed analysis of how each system component reacted to malformed or malicious inputs,
laying the groundwork for attack chains that will be implemented and evaluated in later
sections.

The presence of this attacker node does more than simulate intrusion. It also represents
a tool for educating and training students, engineers, and researchers in the nature of ICS
vulnerabilities. Through this environment, users can experience the attacker’s perspective
without the legal, ethical, or operational risks associated with real system testing.

As the following sections will show, the attacker node is capable of affecting all parts of
the SCADA system. From intercepting SCADA-to-PLC communication to injecting false
logic into OpenPLC, and from hijacking HMI views to disrupting the simulated physi-
cal process, the node enables a full-spectrum analysis of the threats an unprotected ICS
environment may face in the wild.

6.3 Reconnaissance and Fingerprinting

In the early phase of the simulated attack, the adversary is assumed to have already
gained access to the internal network. This could reflect an insider threat a successful
lateral movement from the IT layer. From this initial foothold, the attacker begins with
passive and active reconnaissance to understand the structure, services, and devices that
make up the SCADA environment.

6.3.1 Network Sniffing

The first step involved confirming the attacker’s own network configuration. The attacker,
already present in the network, began by identifying their own IP address using the ip
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addr command. The interface revealed an IP in the 172.18.0.0/24 subnet.

Figure 6.4: Attacker discovers its IP address in the SCADA network

Next, arp-scan was used to detect active hosts. Six additional machines were iden-
tified. These responses confirmed the presence of multiple SCADA components on the
network.

Figure 6.5: Discovery of SCADA components using arp-scan

A network discovery tool was also used to verify ARP activity and visualize host re-
sponses. It captured packets from six unknown hosts, matching the ARP scan results.

Figure 6.6: ARP fingerprinting using discovery tool

The attacker then performed an nmap -sn scan to verify host availability. Hostnames
such as plc11.swat and HMI-HIS.swat were revealed, clearly indicating system roles.

At this stage, without sending any exploit, the attacker mapped the entire SCADA
network, including PLCs, HMI, and the process simulator. This confirmed the lack of host
discovery defenses or network segmentation.

6.3.2 Capturing Modbus/TCP Traffic via ARP Spoofing

After identifying the SCADA components and confirming IP reachability, the attacker
attempted to monitor communication between the HMI and the PLC. Direct observation
using tcpdump initially failed to capture any Modbus traffic, suggesting the attacker was
outside the direct communication path [8][43].
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Figure 6.7: Host discovery and name resolution with nmap

Figure 6.8: Attacker fails to capture Modbus traffic directly
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To overcome this limitation, the attacker executed a man-in-the-middle (MITM)
attack using ARP spoofing. The goal was to intercept all packets exchanged between the
SCADA interface (at 172.18.0.9) and the PLC (172.18.0.11). The arpspoof utility was used
to poison ARP caches and redirect traffic through the attacker’s node.

Figure 6.9: ARP spoofing PLC to SCADA

Figure 6.10: ARP spoofing SCADA to PLC

Once both ends were spoofed, the attacker re-ran tcpdump, this time successfully
capturing the Modbus TCP communication in transit. The terminal output showed packets
with predictable SCADA-to-PLC read/write behavior, confirming that the attacker was
now effectively intercepting control-layer traffic.

Figure 6.11: Intercepted Modbus/TCP packets during ARP spoofing

To preserve this data for later analysis, the attacker exported the traffic into a .pcap
file using tcpdump -w , enabling further inspection in Wireshark. This file would later
help inspect modbus packets, map register addresses, analyze function codes, and detect
patterns in actuator control sequences.

Figure 6.12: Saving intercepted SCADA-PLC traffic for offline analysis

This technique confirmed a core vulnerability of Modbus/TCP: its complete lack of
traffic integrity or source authentication. The attacker required no credentials and triggered
no alarms while placing themselves invisibly between two critical ICS components. This
interception technique is not only viable in controlled environments,it mirrors methods
used in real-world attacks on critical infrastructure.
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6.3.3 Intercepting Operator-to-OpenPLC Runtime Communication

After successfully performing ARP spoofing to capture traffic between the SCADA inter-
face and the PLC, the attacker turned their attention to another critical interaction: the
communication between the OpenPLC operator interface and the OpenPLC runtime. This
path is particularly valuable because it carries sensitive actions such as program uploads,
compilation requests, and operator login credentials.

The attacker used the same technique as before spoofing ARP replies between the
operator’s machine and the PLC at 172.18.0.12 . This enabled them to insert themselves
in the communication flow and observe all traffic using tcpdump.

Figure 6.13: ARP spoofing between OpenPLC operator and runtime

Traffic was then captured and written to a PCAP file for detailed analysis. The tool
collected over a thousand packets in just a short session, demonstrating the volume of
HTTP-based communication between the two components.

Figure 6.14: Saving intercepted OpenPLC traffic to PCAP file

Opening this capture in Wireshark revealed that the entire OpenPLC interaction occurs
over plaintext HTTP. During the login process, both the username and password were
visible directly in the packet payload. The attacker was able to extract these credentials
with no effort.

Figure 6.15: OpenPLC login credentials visible in plaintext

Further inspection showed the full ladder logic program upload sequence. This included
HTTP POST requests to endpoints such as /upload-program, /compile-program,
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and /start-plc, /upload-program, /compile-program, and /start-plc, confirming the step-
by-step control process used by the operator.

Figure 6.16: Intercepted OpenPLC logic upload process

The attacker was now able to reverse engineer the operator’s interaction workflow.
They knew when logic was uploaded, when it was compiled, and when the controller was
activated. This insight provides all the context needed to later develop replay attacks, logic
manipulation payloads, or even timed disruptions that coincide with upload operations.

This analysis underscores a major security gap in OpenPLC: the lack of encrypted
communication channels or any authentication validation at the traffic level. With only
ARP spoofing and passive sniffing, a man-in-the-middle attacker can observe or hijack the
most critical parts of the ICS control chain.

6.3.4 Fingerprinting and Vulnerability Scanning on ScadaBR

Once the attacker identified the HMI component at 172.18.0.9 , further investigation
was performed to fingerprint the web server and discover potential vulnerabilities. The
goal was to map the technology stack supporting ScadaBR and find ways to either bypass
authentication or exploit known flaws.

The attacker began with WhatWeb , a reconnaissance tool used to analyze HTTP
headers and infer technologies used by the web server. It confirmed that the service was
running on Apache Tomcat, powered by the Mango M2M platform , with active
session cookies and basic HTML login forms. These details hinted at default configurations
and potential weaknesses in web input handling.

Figure 6.17: Web fingerprinting on ScadaBR using WhatWeb

Next, Nikto was used to scan for known web vulnerabilities. The results confirmed
that the server was using Apache-Coyote/1.1 and had , such as X-Frame-Options or
X-Content-Type-Options. More critically, Nikto discovered that the Tomcat Manager
interface was exposed at /manager/html and /host-manager/html , which are com-
monly targeted by attackers for code execution and admin access.

After confirming that the Tomcat manager interface was reachable, the attacker at-
tempted a brute-force login using Medusa. A small password dictionary was used against
the default “admin” username. Within seconds, the attacker successfully authenticated us-
ing the credentials admin:password , gaining access to the Tomcat administration panel.
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Figure 6.18: Vulnerability scanning on ScadaBR web server using Nikto

Figure 6.19: Admin access to Tomcat manager via password brute-force

This combination of fingerprinting, vulnerability detection, and brute-forcing repre-
sents a common attack path in SCADA environments where default configurations are left
exposed. Without rate-limiting, account lockout, or intrusion detection, the attacker was
able to access a critical control interface using automated tools and known defaults.

With access to the Tomcat manager, it becomes possible to upload custom JSP shells,
execute arbitrary commands on the server, or hijack session tokens all without directly
attacking the ScadaBR application logic. This opens a high-privilege backdoor into the
HMI and allows for long-term persistence or manipulation of operator views.

6.4 Modbus Attack Scenarios

6.4.1 Modbus Exploitation - Unauthorized Read Operation (Data Ex-
filtration)

The first attack scenario explores the risk posed by unauthorized Modbus reads a common
yet often overlooked threat in ICS networks. While the absence of authentication in Mod-
bus/TCP is widely known, the ease with which an attacker can extract sensitive process
data simply by connecting to a device and issuing read commands remains alarming.

To demonstrate this vulnerability, we used the Matrix attack tool, developed and
released by Karl Biron and featured by Trustwave SpiderLabs in their publication
“Lights Out and Stalled Factories” [12]. The tool was designed specifically for learning and
demonstrating the security shortcomings of Modbus-based SCADA environments.

In our testbed, the attacker used Matrix to connect to the PLC11 Modbus server over
port 502. Without any credentials or prior access, a full read operation was executed across
coil statuses, discrete inputs, input registers, and holding registers. The device responded
with all data values including actuator states and water level readings as shown in the
Python terminal output.

During the process, the process simulator was active, updating LIT101 (the tank level
indicator) based on the execution of normal logic. These values were captured and visu-
alized through the ScadaBR dashboard and the OpenPLC web interface, both reflecting
consistent, live data at the moment the attack was performed.

The attacker, however, was able to silently intercept these values from outside
either interface. Using Matrix’s read operation -a read, all process telemetry was retrieved
in real time, without alerting either the SCADA operator or the PLC logic engine. Among
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Figure 6.20: Unauthorized Modbus data read using Matrix

Figure 6.21: Normal process values visible during read

the extracted values was a holding register with a value of 1000, corresponding to a high
tank level state actively managed by the ladder logic.

Figure 6.22: Water level exfiltrated via unauthorized read

This attack proves that even without modifying logic or sending any write commands,
an attacker can collect critical real-time telemetry from ICS systems. In an industrial
setting, this kind of data could be used to plan timed physical sabotage, develop more so-
phisticated spoofing payloads, or enable ransomware operations targeting process stability.

What makes this vulnerability especially dangerous is its stealth. Unlike write-based
attacks that might immediately disrupt the system, unauthorized reads are quiet, non-
disruptive, and easy to overlook yet they reveal everything. In our simulation, no alert was
triggered, no log was generated, and no user was notified.

This scenario confirms the urgent need for network-level protections, such as Modbus-
aware firewalls, role-based access control, and encrypted SCADA communication layers.
Without these, even a basic unprivileged attacker can observe and harvest industrial secrets
using open-source tools.
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6.4.2 Modbus Exploitation - Coil Manipulation Attack (Turning De-
vices On/Off)

The second attack scenario demonstrates how an unauthorized attacker can manipulate coil
states to control critical actuators such as pumps, valves, or alarms by simply sending write
commands to the Modbus server. In an unprotected ICS network, where Modbus/TCP
traffic is unauthenticated, this type of attack can be launched with minimal effort and
devastating impact.

This scenario was executed using the same tool developed by Karl Biron, Matrix,
which is designed to expose security flaws in industrial systems using Modbus protocol.
Trustwave’s SpiderLabs blog has previously showcased how this tool can be used to illus-
trate real-world ICS risks [12]. Before the attack, the status of PLC11’s coils was verified
from both the OpenPLC web interface and the Matrix tool’s read function. All actua-
tors were set to their default state (OFF), and no unauthorized operations had yet been
executed.

Figure 6.23: Coil status before attack (OpenPLC view)

Figure 6.24: Initial coil states as seen by Matrix

The attacker then launched a coil write operation using the Matrix tool’s -a coil action.
This sent raw Modbus write commands to coil addresses on the PLC at 172.18.0.11. The
device accepted the requests without challenge and acknowledged the changes. A follow-up
read confirmed that coils had been modified: actuators previously OFF were now ON.

To enhance the persistence of this attack, the attacker created a bash script named
coil_overwrite_loop.sh. This script issued write commands in a continuous loop, en-
suring that even if the system logic tried to restore the original coil states, the attacker’s
values would be reapplied every second.

This scenario illustrates how basic write access to a Modbus server can turn into a
complete actuator hijack. Without authentication, command validation or monitoring,
the attacker was able to force process changes in real time. In a real ICS environment, this
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Figure 6.25: Coil values successfully manipulated by unauthorized attacker

Figure 6.26: Looping coil attack to maintain control

could lead to unsafe pump cycles, tank overflows, or interrupted process flow.
As with the unauthorized read scenario, this attack was not detected by the SCADA

or PLC system. There were no logs, alerts, or visual warnings to the operator. The
system simply accepted the instructions, even though they came from an unauthorized and
potentially malicious source. This reinforces the critical need for Modbus-aware intrusion
detection, secure write protections, and access control enforcement at the network and
protocol layers.

6.4.3 Modbus Exploitation - Denial of Service Attack (Resource Ex-
haustion)

In this attack scenario, we simulate a Denial of Service (DoS) attack on Modbus devices
by overwhelming their Modbus TCP ports with concurrent connection threads. This at-
tack does not require credentials, exploits no software vulnerability directly, and yet can
effectively disrupt the availability of the system’s control logic. It is a textbook case of
resource exhaustion in exposed ICS environments.

Before launching the attack, we used the htop utility to capture baseline CPU usage on
both PLC11 and PLC12. Both devices showed normal load averages and minimal thread
activity.

The attack was then launched from the attacker node using 1000 concurrent threads
against the Modbus service on PLC11:

python3 matrix.py -H 172.18.0.11 -p 502 -a dos -t 1000
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Figure 6.27: PLC11 operating normally before DoS attack

Figure 6.28: PLC12 operating normally before DoS attack

The matrix immediately began to create threads and send aggressive connection re-
quests, flooding the target with traffic. The attack was sustained over a short period,
enough to simulate a real-world overload condition.

Figure 6.29: Denial of Service attack initiated using Matrix

Following the attack, we again inspected the CPU metrics. This time, both PLC11
and PLC12 showed significantly higher load averages and increased thread counts. In
particular, PLC11, the primary target, displayed nearly saturated CPU cores and multiple
queued or active Modbus threads. These effects degraded the system’s responsiveness and
could lead to logic execution delays or complete runtime failure if sustained.

Figure 6.30: Resource exhaustion observed post-DoS attack on plc11

Figure 6.31: Resource exhaustion observed post-DoS attack on plc12

This attack highlights a key flaw in many ICS deployments: a lack of rate limiting
or connection throttling on Modbus services. Without such protections, even a low-skills
attacker can degrade system performance and interfere with control loop timing, potentially
leading to unsafe states or system lockups.

During the attack, no alerts were triggered, no firewall attempted to filter the traffic,
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and the SCADA interface continued to poll normally completely unaware of the underly-
ing performance degradation. This demonstrates the invisibility and effectiveness of
protocol-level DoS in systems that rely on Modbus over TCP/IP without modern security
mechanisms.
The Modbus-based attacks demonstrated in this section highlight the critical security flaws
that continue to exist in many industrial control systems. Through the use of the Matrix
tool developed by Karl Biron and inspired by the practical work presented by Trustwave’s
SpiderLabs team, we were able to replicate multiple real-world scenarios in our testbed,
each of which requires no authentication and causes significant impact.

We showed how a simple unauthorized read operation can silently exfiltrate process
values such as tank levels and actuator states. We followed that with an unauthorized coil
manipulation attack, allowing the attacker to take direct control of actuators like pumps
and valves, bypassing all operator or logic-layer safeguards. Finally, we demonstrate a
denial-of-service attack that overwhelmed Modbus services using concurrent thread floods,
resulting in CPU saturation and performance degradation on targeted PLCs.

All of these attacks required minimal setup, no specialized hardware, and no
insider knowledge. With open-source tools and default configurations, any attacker
present on the same network as an unprotected Modbus device can perform the exact
same techniques read, manipulate, or disable critical process operations.

For researchers, educators, and security analysts, this work provides a reproducible,
controlled environment to understand how Modbus vulnerabilities can be observed, ex-
ploited, and eventually mitigated. The modular nature of our testbed makes it easy to
simulate additional use cases, test intrusion detection rules, segmentation etc.

The lessons from this section make it clear: Modbus should not be deployed in
isolation without layered defenses. When used without authentication or encryption,
as is still common in legacy and budget-constrained systems, it becomes one of the weakest
links in industrial networks.

Having explored the core vulnerabilities at the Modbus protocol layer, we now turn
our attention to a different attack surface the OpenPLC controller itself. In the next
section, we investigate attacks that exploit the web interface, runtime behavior, and storage
architecture of the OpenPLC platform to modify logic, escalate privileges, and compromise
control integrity.

6.5 OpenPLC Attack Scenarios

6.5.1 Remote Access and Database Extraction via Payload Injection

In this scenario, we move beyond the limitations of protocol-level attacks and demonstrate
how an attacker can gain direct access to the underlying file system and database of
the OpenPLC controller. This kind of attack enables full manipulation of the PLC’s
configuration, stored logic programs, user credentials, and runtime metadata. It simulates
a targeted compromise where the attacker uploads a malicious payload, establishes a reverse
shell, and executes commands to steal or modify critical information.

The attack begins with the generation of a payload using Metasploit’s msfvenom
tool, configured to initiate a reverse TCP connection from the target PLC to the attacker’s
host. The payload is crafted in ELF format,masquerading as a firmware update file to
blend in with legitimate operations. It’s configured with the attacker’s IP and a listening
port to receive the incoming connection once the payload is executed.
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Figure 6.32: Payload generation for remote access

The attacker then launches Metasploit’s multi/handler module, listening on the
specified port and awaiting the connection. Once the payload is executed on the target
machine (PLC11), a reverse shell is established, giving the attacker full access to the
device’s terminal through Metasploit’s Meterpreter interface.

Figure 6.33: Reverse shell established on PLC11

Figure 6.34: Reverse shell established on PLC11

Once inside the system, the attacker locates the OpenPLC installation directory and
verifies that the SQLite database (openplc.db) is present in the expected path (/workdir/web-
server). This database stores critical information such as the list of authorized users, active
ladder logic programs, and metadata for the controller’s runtime.

To automate the database access and extraction, a custom script named db_attack.py
is uploaded into the PLC using the Meterpreter upload command. This script connects
to the SQLite backend and dumps all user records and logic program details from the
OpenPLC database.

Figure 6.35: Script transferred to compromised PLC
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Figure 6.36: Database contents dumped post-compromise

The result is a complete list of all logic programs installed on the PLC, their file paths,
and associated users. In our testbed, this included blank_program.st and plc11_203035.st,
alongside the OpenPLC default user credentials.

This attack showcases the impact of gaining file-level access to a PLC controller.
Beyond Modbus interaction, the attacker now has the ability to:

• Replace or modify ladder logic files.

• Alter user credentials or role permissions.

• Extract sensitive system metadata and process configurations.

None of these actions triggered alerts on the SCADA interface or within the OpenPLC
runtime. The attacker operated silently through the shell, exploiting a platform that lacked
basic endpoint protection, file integrity checks, or shell access restrictions.

This scenario emphasizes the need for hardening the PLC environment, not just se-
curing its network services. Protection against payload injection, shell access control, and
database encryption must be considered for any deployment of OpenPLC in a production-
like environment.

6.5.2 Code Injection and Control Logic Manipulation

In this attack, the objective was to tamper with the control logic of PLC11 by injecting
malicious Python code capable of modifying live process values and actuator states. Unlike
Modbus-level manipulation, this scenario targets the internal behavior of the PLC runtime,
creating persistent and deceptive alterations at the data source[53].

Access to the target was gained via a reverse shell using the same payload delivery tech-
nique demonstrated in the previous OpenPLC attack scenario. Once the shell was active,
the attacker uploaded a custom script named code-injection.py, which was specifically
developed to manipulate runtime values used by both OpenPLC and ScadaBR.

Figure 6.37: Injection script transferred to compromised device

Before execution, the attacker retrieved credentials from the OpenPLC database and
verified the currently running ladder logic file. This confirmed that the target was ac-
tively executing 203035.st, and that valid user credentials (e.g. openplc:openplc) were still
accepted for authenticated operations.
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Figure 6.38: Malicious code-injection.py available on PLC11

After resolving some missing dependencies (such as the requests module), the attacker
executed the code injection script. The payload introduced random or falsified values into
critical registers such as tank levels, flow rates, and pump states which were immediately
reflected in the OpenPLC monitoring interface and the ScadaBR dashboard.

Figure 6.39: Tampered values seen in PLC interface before injection attack

Figure 6.40: Tampered values seen in PLC interface after injection attack

Figure 6.41: Tampered values seen in SCADA interface

Post-attack, the logic continued to appear functional. However, the data feeding that
logic was no longer trustworthy. The attacker had effectively injected a runtime distor-
tion layer, hijacking the view of the physical process and masking unauthorized control
over system behavior.

This attack illustrates the high-risk nature of code-level vulnerabilities in PLC
platforms like OpenPLC. When access controls are weak or missing, attackers can by-
pass the logic upload process and modify values directly at runtime. Without detection
mechanisms, the effects can go unnoticed while causing real operational damage.
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6.6 ScadaBR Attack Scenarios

6.6.1 Information Gathering on target

The attacker began by scanning the IP address of the HMI server (172.18.0.9) using nmap.
The results revealed two key services running on the target:

• Apache Tomcat/Coyote JSP engine (port 8080).

• MySQL (MariaDB) database (port 3306).

Figure 6.42: Service discovery on ScadaBR host

This confirmed that ScadaBR is running on top of an Apache Tomcat server and is
backed by a SQL database, opening two clear exploitation paths: web service injection and
database manipulation.

6.6.2 Historian(MySQL) - Credential Brute-Force and SQL Tampering

Using Metasploit’s mysql_login module, the attacker performed a brute-force attack
against the historian, successfully gaining access with default credentials (scadabr:scadabr).
An interactive session was launched from within Metasploit to explore and manipulate the
database.

Figure 6.43: Gained access to ScadaBR’s MySQL database

Once connected, the attacker explored the events table, which logs operator actions,
alerts, and system status. A query revealed an active login alarm (event.login|admin)
stored with ID 403.

Figure 6.44: Alarm log located inside MySQL database

To simulate alarm tampering, the attacker issued a delete query to remove this event
from the system:
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Figure 6.45: Alarm in Scada interface before deletion

Figure 6.46: Deletion of alarm record via SQL injection

Upon refreshing the ScadaBR interface, the login alarm was gone silently removed from
the dashboard. This scenario demonstrates how a malicious user with database access can
erase forensic traces and interfere with operator visibility.

Figure 6.47: Deletion of alarm record via SQL injection

6.6.3 Reverse Shell Access via Apache Tomcat

Having discovered the Tomcat server, the attacker proceeded to deploy a reverse shell via
the Tomcat Manager’s /manager/html, interface. A WAR payload was crafted using
Metasploit:

Figure 6.48: Reverse shell WAR file created for Tomcat exploitation

The attacker accessed the Tomcat web manager, authenticated using weak or default
credentials, and uploaded the shell.war file. Once deployed, this payload allowed the at-
tacker to receive a reverse shell using netcat, gaining full control of the underlying OS.

Figure 6.49: Shell application uploaded to Apache Tomcat

With this access, the attacker could browse directories, modify application files, or drop
additional scripts for persistent access. This method bypassed all web-based authentication
and went undetected by the system.
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Figure 6.50: Shell application launched on browser

Figure 6.51: Interactive shell session established with ScadaBR server

6.7 Physical Process Attack Scenarios in ICS

While previous chapters demonstrated how vulnerabilities in ICS components can be ex-
ploited for unauthorized access, manipulation, and disruption, this chapter shifts the focus
to a more impactful perspective: the consequences of such attacks on the actual
physical process being monitored and controlled.

These scenarios simulate real-world damage, where the attacker’s intent goes beyond
reconnaissance or data theft and targets operational functionality. The goal here is to
disrupt the engineering team’s ability to monitor and react appropriately to changes in
the system either by falsifying data, blocking visibility, or completely corrupting
the SCADA interface.

We begin this section with a case where an attacker compromises the ScadaBR database
to silently disable process monitoring for critical components, without triggering any
alarms or fault indicators. This not only erodes operator situational awareness but also
opens the door to more destructive follow-up attacks.

6.7.1 Tampering with ScadaBR’s Data Source Integrity (Visibility Dis-
ruption Attack)

In the initial state of the simulation, all PLCs are operating normally. The tank represented
by sensor LIT101 is filling with water, indicated by a value of 1000.0, while pumps P101
and P102 remain inactive (0). The flow indicator FIT201 reads 0.0, and valve MV201 from
PLC12 is open (1). This stable view represents the operator’s understanding of system
conditions through ScadaBR.

Figure 6.52: Normal simulation with accurate process monitoring
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In this attack, the goal is to break that visibility by deleting the database entries
that define how ScadaBR retrieves and presents values from PLC11 and PLC12. Rather
than injecting false data, the attacker aims to erase the monitoring links altogether,
leaving the operator blind to any change in the physical process. To do this, the attacker
accessed the ScadaBR MySQL database i.e the Historian using previously gathered
credentials (scadabr:scadabr) and retrieved records from key tables:

Figure 6.53: Historian accessed successfully

• dataSources: which contains Modbus IP definitions for each PLC.

• dataPoints: which maps those sources to individual sensors and actuators.

• watchListPoints: which links those points to the user-facing Watch List dashboard.

Figure 6.54: Extracted configuration data from dataSources

Figure 6.55: Extracted configuration data from dataPoints

The attacker discovered that each watchListPoint entry includes a reference to a
dataPointId, which in turn is tied to a dataSourceId from the dataSources table. For
instance, the Watch List referencing PLC11’s tank and pump values relies on these chain-
linked entries to remain active.

By starting with the watchListPoints table, the attacker planned to remove all visibility
connections to PLC11 and PLC12. This action alone would wipe all related signals
from the operator dashboard, without removing the actual sensor inputs or affecting
Modbus communication at the protocol level making this a subtle but effective attack.

In the next step, the attacker will issue DELETE operations against this table to sever
user visibility, followed by deeper tampering of dataPoints and dataSources for persistence.
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Figure 6.56: Extracted configuration data from watchListPoints

After deleting the entries in the watchListPoints table, the attacker took the next step
in fully compromising operator visibility by targeting the dataPoints table in ScadaBR’s
database.

In ScadaBR, a data point is a virtual link between a SCADA component (e.g. a
tag like LIT101 or P101) and its Modbus address on the physical PLC. Each point
defines:

• The Modbus register or coil it maps to (e.g., Holding Register 0/1 or Coil
0)

• Its data type (e.g. Numeric or Binary)

• Its position in the interface (Offset, Slave ID, Status)

What are Data Points?

These data points are the building blocks that make real-time monitoring possible.
Without them, ScadaBR has no way of retrieving values from the PLC making the point
"invisible" to the interface.

Figure 6.57: Overview of PLC11 data point bindings in SCADA system

Figure 6.58: Overview of PLC12 data point bindings in SCADA system

With the watchlist entries removed, the attacker executed a second SQL command to
completely erase the data points from the backend:
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Figure 6.59: Destruction of datapoint records from ScadaBR backend

The command was executed successfully, and the change was immediate. On the
ScadaBR interface, all previously visible process variables water levels, pump states, flow
indicators were gone. The operator no longer had access to live monitoring for PLC11 or
PLC12.

Figure 6.60: All datapoints deleted with success from scadaBR

Figure 6.61: Operator interface no longer shows critical process data

This attack didn’t require logic modification, malware, or command injection. It simply
broke the internal structure that ScadaBR depends on to visualize the process. And
because the underlying Modbus devices are still running and responding, no alarms or
Modbus faults are triggered. The result is a system that looks "normal" from the
network layer but is fully blind from the operator’s view.

After removing all relevant entries from the watchListPoints and dataPoints tables, the
attacker carried out the final stage of the disruption: deleting the dataSources themselves.
These records define the Modbus connection parameters for each PLC, such as IP
address, port, and communication settings. Without them, ScadaBR no longer knows
where to poll for data even if the PLCs remain operational.

Figure 6.62: Initial configuration of PLC Modbus data sources in ScadaBR

The attacker executed the following SQL command to delete the data source configu-
rations for PLC11 and PLC12:
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Figure 6.63: Modbus data source entries removed from ScadaBR database

Back in the ScadaBR interface, the change was immediate. Only PLCs 13 through
16 remained visible in the system. PLC11 and PLC12 were completely removed from the
configuration as if they never existed.

Figure 6.64: ScadaBR no longer shows PLC11 and PLC12 after tampering

To confirm that this change had real communication-level consequences, the attacker
used tcpdump to inspect Modbus traffic targeting ScadaBR (172.18.0.9). The result showed
that no Modbus packets were being received, confirming that the polling for PLC11
and PLC12 had ceased entirely.

Figure 6.65: Verification that Modbus communication has been broken

Impact and Reflection

This attack shows that a database-level compromise alone is enough to sabotage
real-time visibility in ICS environments. The PLCs themselves were not modified. The
Modbus protocol was untouched. Yet, because the attacker surgically deleted the database
records that define how values are visualized and polled, the SCADA operator became
blind to an active system.

In a real-world setting, this could allow an attacker to:

• Launch unsafe physical operations undetected.

• Prepare for logic manipulation attacks without notice.

• Falsify system availability and integrity from the inside out.

This scenario highlights the need for:
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• Backup validation of SCADA configurations.

• Logging and alerting on backend database changes.

• Segmentation and access control for SCADA storage systems.

6.7.2 Disrupting the Physical Process through Code Injection in PLC

In a final critical scenario, the attacker targets PLC11 with a logic injection attack. Since
the principles behind code injection were already detailed in a previous chapter, we now
focus directly on how such an action can alter the behavior of the physical process itself.

Initial Simulation State
Before any attack was launched, the SCADA interface displayed a well-synchronized

system. The water level sensor LIT101 indicated a value of 3020.0, reflecting a near-full
tank. The flow indicator FIT201 was functioning properly, reporting an active value of
20.0. Both pumps, P101 and P102, were in the ON state (represented by 1), contributing
to the flow cycle. Finally, the valve MV201 was shown as open (1), completing the water
circulation process at this stage.

Figure 6.66: Normal operating conditions shown before launching code injection.

From the operator’s perspective, the system was in a stable and active operational
phase. All control points and sensor feedback were consistent with expected fluid dynamics
in the tank-pump-valve loop. This made the target ideal for sabotage: the process was
fully active, meaning any injected logic could instantly produce impactful results. With
the attack path already tested and prepared, the attacker initiated the exploit targeting
PLC11.

Figure 6.67: Remote shell successfully opened to PLC11

Once the attacker successfully opened a reverse shell to PLC11, they quickly navigated
the file system to deploy the preconfigured injection script. Without disrupting visibility
to the SCADA interface, the attacker silently executed code-injection.py, targeting port
502 the default Modbus communication channel.

The consequences were immediate. Upon checking the monitoring interface, the values
reported by the pumps, valves, and sensors were radically changed:

• Setpoints were altered.

• Logic blocks were overwritten to produce incorrect control sequences.

• Variables like temperature, voltage, and flow began displaying impossible values.
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Figure 6.68: The original stable state of PLC11 before logic manipulation

Figure 6.69: Control logic corrupted—visible anomalies in monitored data.

Figure 6.70: Control logic corrupted—visible anomalies in scadaBR interface

This injection did not simply distort displayed values it altered how the PLC
processed its environment, triggering inappropriate actuator responses. For instance,
pumps were activated despite already full tanks, and flow control values were overridden
with erratic figures. Ultimately, the PLC was no longer performing its intended automation
role it was driven by injected parameters, making decisions based on entirely forged
sensor states. In a real-world scenario, this could lead to severe consequences ranging
from system failure to physical hazards.
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Mitigation Strategies Based on Stan-
dards
While the previous chapters demonstrated how easily an unprotected SCADA system can
be compromised, this chapter shifts focus toward defense. The goal is to show that even in
our virtual testbed, it is not only possible but practical to implement realistic, standards-
based mitigation strategies. By applying principles from frameworks like the Purdue
Model and IEC 62443 [23], this testbed was hardened using segmentation, firewalls, en-
crypted communication, and real-time monitoring. These solutions were adapted to fit
the virtual Docker-based environment and serve as a blueprint for researchers or engineers
seeking to evaluate or teach ICS security in a hands-on setting.

While this chapter focuses on implementing selected mitigation strategies based on
industry standards, the testbed itself was designed to be highly modular and adapt-
able. Users are not limited to the defense configurations demonstrated here. All
components such as the network layout, firewall rules, monitoring tools, and PLC
logic can be modified or replaced to simulate alternative protection techniques or
system architectures. For example, if network segmentation is not required, users can
simply adjust or remove the router container and associated firewall rules directly
through the Docker Compose and configuration files.

To support such flexibility, the GitHub repository provides full access to the
testbed’s mitigation setups, including files for firewall rules, detection logic, and vi-
sual monitoring dashboards. Although a comprehensive user manual is not embedded
within this manuscript, the repository is actively being updated with documenta-
tion, usage instructions, and examples to guide users in adapting the testbed for
their own research, training, or experimental purposes.You can access the mitiga-
tion configurations at: https://github.com/Max-planck-Jr/ICS_Water_testbed_
cyber/tree/main/Mitigations_scenarios

Testbed Usability and Customization

7.1 Purdue Model-Based Network Segmentation

To enforce strong network isolation and reduce the attack surface in the SCADA testbed,
a segmentation strategy based on the Purdue Model was implemented. This strategy
separates system components by function and criticality into distinct zones and conduits,
minimizing exposure and preventing unauthorized lateral movement [1]. The architecture
was divided into four core zones:

• Device Zone: Contains PLCs, RTUs, and the physical simulator.

• Supervisory Zone: Hosts SCADA systems such as ScadaBR and OpenPLC oper-
ator interfaces.
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• Demilitarized Zone (DMZ): Acts as a buffer between OT and IT environments.

• IT Department Zone: Represents external or administrative access points (e.g.
engineering workstations or update servers).

Each zone was implemented as an isolated Docker subnet, with a dedicated router
container positioned between them to manage communication. Traffic between zones was
strictly regulated using Linux iptables firewall rules, allowing only predefined protocols
and IP ranges to pass. For example, only the Supervisory Zone was allowed to query the
Device Zone via Modbus/TCP, while the IT Department could only access the DMZ under
controlled conditions.

Figure 7.1: Zone-based segmentation of SCADA testbed following Purdue model

The firewall container was configured to act both as a router and as a filter. IP for-
warding was enabled, but granular iptables rules blocked unsolicited requests, restricted
port access, and enforced directionality between zones. These rules ensured that:

• Devices in the Field Zone could not be reached directly from the IT Zone.

• SCADA services in the Supervisory Zone could only talk to PLCs through allowed
conduits.

• The DMZ served as the only bridge to external access, hardened with limited privi-
leges.

This implementation aligns with IEC 62443’s defense-in-depth principle, creating mul-
tiple layers of security. It prevents attackers from exploiting one compromised service
to reach more sensitive systems deeper in the architecture, forming the backbone of all
subsequent protections.

All configuration files used to implement these zones including Docker network setups,
IP routing rules, and the iptables firewall scripts applied on the router container are
included in the GitHub repository. This provides readers with a reproducible reference for
applying similar segmentation strategies in their own SCADA testbeds or lab environments.
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7.2 Real-Time Monitoring with Grafana, Loki, and Promtail

To reinforce the security posture of the SCADA testbed, a centralized monitoring system
was implemented using Grafana, Loki, and Promtail. A custom logging plugin named
loki-driver was added to the Docker configuration (via daemon.json) to collect logs
from all containers across the segmented network. Grafana’s Explore panel allows log
filtering per container. Engineers can inspect logs from key assets such as the MTU,
HMI-HIS, PLC11, PLC12, or even the attacker if compromised.

Figure 7.2: Selecting logs based on container names in Grafana Explore

We also see that the Loki data source is correctly connected and used as the default
for log ingestion.

Figure 7.3: Loki data source connected to Grafana

Live logs from physical simulation activity including fluid movement, actuator changes,
and sensor reads can also be visualized. This provides valuable visibility into Modbus-based
behavior for any device.

Figure 7.4: Real-time logs from the MTU showing sensor and actuator activities

Additionally, logs from suspicious sources like the attacker container are also captured,
enabling retrospective analysis in case of a breach.

Figure 7.5: Logs from attacker container showing shell access attempt
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This solution also demonstrates alerting rules defined in Grafana to automatically de-
tect anomalies such as repeated coil state changes or reservoir overflow risk. These alerts
serve as an early warning mechanism.

Figure 7.6: Alert rules configured in Grafana based on log patterns

Beyond just visualizing and querying logs, the monitoring system was extended to
include automated alert notifications. Grafana’s Alerting feature was configured to
trigger alarms when abnormal patterns were detected for example, valves being toggled
excessively or suspicious Modbus coil activity. As shown below, a webhook contact point
was created in Grafana to integrate with Discord, where all alerts are immediately pushed
to a designated server channel:

Figure 7.7: Grafana webhook contact point configuration for Discord notifications.

When rules fire (such as when a valve is repeatedly disabled or Modbus data is missing),
they are forwarded to Discord in real time:

Figure 7.8: Example of a triggered Grafana alert showing detailed event context.

These alerts provide critical labels such as the container affected, the alert name, and
contextual details describing the incident. This enables rapid assessment by operators or
incident response teams.
Note: All configuration files for webhook setup, Loki logging, Promtail pipelines, and
alert rules will be made available in a dedicated GitHub repository for reproducibility and
transparency.
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7.3 Machine Learning-based Anomaly Detection in SCADA

To further enhance the visibility and responsiveness to malicious behaviors within the
SCADA testbed, a machine learning (ML) model was trained using logs collected from
the MTU. The model is deployed in a dedicated container named ml-ids, which monitors
MTU logs in real-time. Grafana is configured to query logs specifically from the ml-ids
container.

Figure 7.9: Grafana querying logs from the machine learning detection container.

Once deployed, the model flags any deviation from expected behavior as an Anomaly.
These detections, as illustrated in the figure below, appear in Grafana’s log view, allowing
engineers to visualize exactly when and what triggered the alert such as a suspicious register
value or control output. Further details about each anomaly such as timestamps, affected
sensors, and locations can be seen in the logs themselves, offering immediate insight into
potential intrusions or failures.

Figure 7.10: Grafana Query to display only malicious activities detected by ML

Figure 7.11: Annotated log entries showing anomalies and their exact locations.

To make detection actionable, Grafana was configured to generate alerts when an
anomaly is detected. These alerts are routed to a Discord channel using webhook in-
tegration. This allows security teams to be notified in real-time, even outside the monitor-
ing dashboard. All configuration details ranging from model training, container setup, to
alert rules and webhook connections are provided in the GitHub repository to ensure full
reproducibility and flexibility for similar testbeds.
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7.4 Complementary Mitigation Strategies and Final Recom-
mendations

While this work focused on showcasing real-world attacks against SCADA environments,
it also demonstrated viable mitigation strategies. Among them, network segmentation
using the Purdue Model, firewall enforcement via Docker routers and iptables, encrypted
communication with WireGuard, NGINX, and Stunnel, as well as centralized monitoring
through Grafana, Loki, and Promtail were successfully deployed. Additionally, an ML-
based anomaly detection container was integrated for real-time alerting.

Other best practices including tunneling Modbus over secure channels, restricting write
access, deploying IDS solutions, and implementing traffic rate limiting can further harden
industrial control systems. All configuration files and commands are documented and
available in the GitHub repository for reproducibility and adaptation in similar testbeds.
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Discussion
8.1 Comparison with Related Works

Our SCADA security testbed was designed to simulate realistic attack scenarios while
offering layered mitigation strategies and live monitoring bridging academic experimenta-
tion and real-world application. Compared to many existing works that focus narrowly
on isolated threats or single-component evaluations, this implementation offers a broader,
system-wide perspective. Where some platforms simulate Modbus behavior or test at-
tack tools in simplified environments, our testbed integrates real services like OpenPLC,
ScadaBR, and a custom Python-based MTU, operating within a fully segmented Docker-
ized network reflecting the Purdue model.

What sets our work apart is the end-to-end pipeline it provides from reconnaissance
and exploitation to detection and mitigation combined with the ability to visualize attacks
in real time and react to them through a centralized monitoring and alerting system.
While similar research often stops at protocol-level manipulations, we extended ours to
application logic, database tampering, and physical process distortion. In doing so, we not
only replicated known vulnerabilities but also built a space where researchers and engineers
can implement both offensive and defensive strategies within a reproducible environment.

8.2 Modular Design and Research Potential

One of the key strengths of this testbed lies in its high degree of modularity and cus-
tomization. While this thesis presents specific attack scenarios, monitoring strategies, and
mitigation techniques, these implementations are only suggestions to demonstrate what is
possible. Users are encouraged to modify or extend the testbed according to their own
research objectives or industrial requirements. The architecture is designed with Docker
containers, YAML-based configurations, and Python scripts making it easy to replace, ex-
tend, or rewire any component, whether it be the physical process simulator, PLC logic,
or SCADA interface.
For instance, users can:

• Define new physical processes by editing or replacing the simulation script
and associated configuration files.

• Implement different attack paths or integrate custom detection tools.

The testbed does not impose a fixed structure; instead, it provides a foundation upon
which researchers, educators, and practitioners can build their own scenarios. All the con-
figuration files, container setup scripts, and deployment guides are made publicly available
in the project repository, reinforcing its reproducibility and extensibility.
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8.3 Lessons Learned

Building and attacking this system revealed several core lessons. First, default configura-
tions in ICS components are dangerously permissive. With minimal effort, we were able to
inject code into PLCs, extract credentials, and manipulate SCADA databases all without
triggering any alarms in the system’s native interfaces. This underlined the importance
of defense-in-depth: segmentation alone is not enough, and neither is logging if no one is
watching the logs.

The second insight came from building out our observability pipeline. Integrating
Loki, Promtail, and Grafana not only made activity transparent, but allowed us to corre-
late attacker movement with control system behavior. When combined with alerting and
Discord integration, even subtle anomalies became visible and actionable. We also found
that adapting DevOps tools like these to ICS monitoring is both practical and powerful
when paired with well-structured log streams.

Training and deploying a machine learning model based on simulator logs further em-
phasized the value of behavioral baselining. The model proved effective in catching devi-
ations that rule-based alerts might miss, showing that hybrid detection, combining logs,
human-readable events, and AI offers a stronger line of defense than any individual
measure.

8.4 Limitations of the Testbed

Despite its flexibility and depth, the testbed does have limits. It remains a virtual environ-
ment; Docker-based PLCs, SCADA services, and routers don’t fully replicate the hardware
behavior or timing nuances of real industrial systems. Physical-layer anomalies such as sig-
nal noise or device failure are not reflected, nor are operator reactions or decision-making
under attack conditions.

Our ML detection system, while promising, was trained entirely on simulator logs.
Deploying it in a real-world ICS would require retraining on production data, ideally
incorporating device-specific behaviors. The use of WireGuard, Stunnel, and NGINX
for encryption and isolation was successfully demonstrated, but not every component was
fully integrated into a unified VPN or PKI trust framework leaving room for architectural
improvements.

Lastly, while the testbed supports complex attack chains, it was not built to simu-
late long-term advanced persistent threats (APTs). Most payloads were manually injected
into targets using Docker-level access, typically through commands like docker exec cp
<host_path> <container_name>:/<target_path>. This method provided direct
insertion of scripts and binaries for controlled testing. In a real-world APT scenario, such
payloads would be delivered through phishing, supply chain compromise, or lateral move-
ment techniques that involve multi-layered evasion and persistence. However, the purpose
of this testbed was not to replicate network-level APT behavior but to demonstrate how
ICS-specific attacks could be launched, observed, and mitigated in a realistic yet
controlled environment. Future iterations may expand on this by incorporating stealthy
delivery mechanisms and multi-phase attack campaigns for more advanced simulation[6].
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Futur Work
Despite the depth and flexibility of the testbed developed in this thesis, several improve-
ments and expansions can be made to extend its realism, scalability, and research potential.

One major area for future work is the integration of more realistic payload de-
livery mechanisms, moving beyond direct Docker-level injection. This would include
simulating phishing-based attacks, USB drop scenarios, or remote exploitation through
vulnerable web interfaces bringing the attack process closer to the behavior of actual
advanced persistent threats (APTs). A full network simulation including email clients,
external access points, and privilege escalation paths could support this direction.

The monitoring stack could also be extended by integrating tools like Elastic Stack
(ELK) or Wazuh, or by enhancing anomaly detection models using deep learning archi-
tectures such as LSTM for temporal prediction. A hybrid IDS combining rule-based and
ML-based detection, possibly trained with both normal and attack traffic in a labeled
dataset, would improve detection robustness.

In terms of simulation complexity, the MTU could be extended to support multi-
process interaction, such as gas and temperature dynamics, cascading failures, or inter-
locked safety logic. This would allow researchers to simulate more dangerous or complex
failure scenarios and observe how attacks impact chained physical outcomes.

Finally, future work could focus on scalability and deployment automation. Using
orchestration tools like Docker Compose or Kubernetes, the testbed could be deployed in
the cloud or replicated easily in academic labs. A GUI-based configuration interface could
also lower the entry barrier for students and early-stage researchers.
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Chapter 10

Conclusions
10.1 Conclusions

This thesis set out to explore the vulnerabilities and defense strategies of ICS by developing
a realistic, modular, and extensible SCADA testbed. Through this environment, we were
able to simulate full-spectrum attacks from reconnaissance to logic injection targeting
Modbus-based communication, SCADA interfaces, and physical process emulation. Each
attack was executed in a layered system modeled after the Purdue architecture, providing
a real-world context for observing both the weaknesses of industrial protocols and the
consequences of insecure configurations.

Beyond merely demonstrating these vulnerabilities, this work also implemented and val-
idated several mitigation strategies aligned with industrial standards such as IEC 62443.
These included network segmentation, encrypted communication tunnels, protocol hard-
ening, and centralized log monitoring. We also showcased an ML-based anomaly detection
system, integrated directly into a real-time alerting pipeline using Grafana and Discord.
This combination of detection and response reinforces the testbed’s ability not only to
simulate attacks but also to support active defense research.

What makes this testbed particularly impactful is its adaptability. It supports not only
security demonstrations but also educational exercises, monitoring experimentation, and
potential integration with physical hardware. It is designed to be replicated, scaled, and
extended whether for teaching, further research, or industrial proof-of-concept.

While certain limitations exist, including the use of virtual devices and Docker-level
payload injection, the work presented here offers a meaningful and practical contribution
to the field of ICS cybersecurity. It bridges theory and practice and lays a foundation
for future research on complex intrusion scenarios, AI-driven defense, and hybrid cyber-
physical attack modeling.

Ultimately, this thesis demonstrates that with the right design, even a virtual testbed
can reflect the real challenges faced by critical infrastructure and provide a safe, flexible
platform for exploring how those challenges can be met.

10.2 Source code and Documentation

The source code is available at: https://github.com/Max-planck-Jr/ICS_Water_testbed_
cyber.git. For Matrix tools, the source code is available at: https://github.com/
SpiderLabs/MATRIX.git. Examples of attacks could also be found at: https://github.
com/montimage-projects/OT-ICS-attacks.git. Important documentaions on metas-
ploit framework could be found at: https://github.com/rapid7/metasploit-framework.
git.
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